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Overview

As XML becomes a predominate means of linking blocks of information together there is a requirement to secure specific information.  That is to allow authorized entities access to specific information and prevent access to that specific information from unauthorized entities.  Current methods on the Internet include password protection, smart card, PKI, tokens, and a variety of other schemes.  These typically solve the access to the site problem but do not solve the protection of specific information from all those who have authorized access to the site but not the right to access specific information.  Now that XML is being used to provide searchable and organized information there is a sense of urgency to provide a standard to protect certain parts or elements from unauthorized access.  The objective of XML encryption is to provide a standard methodology that prevents unauthorized access to specific information within an XML document.

XML Encryption Requirements

The following requirements for XML Encryption were defined:

1. Users of an XML document that has encrypted content must be authorized.  The processing system must be able to distinguish between authorized users and unauthorized users.

2. There must be a means of individually encrypting elements within a single XML instance.  

3. XML content should be encrypted at creation of the XML document instance.  XML document instances with encrypted elements should be saved encrypted when external to the repository.

4. Elements with encrypted content must also be encrypted in any instance of the XML documents such that only authorized users can decrypt the encrypted content.

5. The XML document (refers to the XML template document rather than the XML instance that is created) should not require modification when an authorized user is added, deleted or modified.

6. Must not interfere with the ability to digitally sign the document.  The output document must be able to be signed in such as way as to ensure the integrity of the document.

Optional requirements

1. Unauthorized users should not be able to see any elements or content of the elements that they are not authorized to see upon creation of the XML document instance.  The information should not be visible on output.

Considerations for XML Encryption

1. Organizations typically define multiple categories when classifying the security requirements for their information.  Banks have stringent security standards and typically define three broad categories:

a. Public – on disclosure no damage is done;

b. Confidential – on disclosure damage is minor and usually contained to an individual or causes minor financial loss; and

c. Sensitive – on disclosure damage is severe, may put national interests at risk or may cause great financial losses.

2. There must be a way of designating an element or group of elements that needs to be protected without changing the original element or structure of the document (DTD);

3. XML documents on the web may be retrieved through a variety of methods such as FTP, HTTP, HTTPS, e-mail, file sharing (directories), etc.

Proposed Approach

The objective of XML is to use a structured approach to provide searchable content in documents.  The problem with using an element for encryption is that it does not promote an understanding of the structure of the document which could lead to confusion and not permit the ability to search the structure or specific content based on tags.  If we have multiple elements that need encrypting we lose the ability to search these elements using the elements of the structure of the DTD or schema.

In the interest of maintaining the existing structure of documents and not have to create a special element for encryption that may not promote understanding/search ability within the structure of the document it is proposed that W3C XML Encryption use element attributes to describe elements that should be protected.  In this way multiple levels of classification could be assigned to elements within a document.  

As identified in the assumptions there are three broad classifications used to describe the sensitivity of information.  If we use three classifications (public, confidential and sensitive) as our element attributes we can better describe different elements and their associated level of protection needed.  The sample document uses two levels of protection as none of the content should be for public consumption.

Sample Documents

The contained sample has three components:

a) Medical.xml - xml medical record document that has confidential and sensitive information divided into four basic components (I could have created four different security classifications but decided to use only two for this example):

1) Personal information - name, address etc about the person - confidential

2) Billing information - credit card, history - confidential

3) Medical characteristics - age, height, weight, etc - sensitive

4) Medical history - case information - sensitive

The approach uses an element attribute 'class' which has attributes of confidential or sensitive in this sample.  Class could be further subdivided into as many subclass as desired.

b)Med7.xsl - XSL document that is used to display the desired content (in this case I've matched the two sensitive elements and created a confidential report ( note there is no HTML formatting) that excludes sensitive content)

c) med confid.htm - an html output document using the IBM XSLT transformation tool  that contains the desired output content.

Note: I have not put together the logic at this point that would match a user to the level of security.  The level of security in this sample could be mapped to three different requirements:

1) doctor - who needs to see all the information

2) billing clerk - who needs to see the personal and billing information only

3) researcher - who needs to see the medical characteristics and history only.

The point of encrypting the content relates to the ability to send the information via e-mail and maintain the confidentiality of the information until it reaches the destination (users system) and the user decrypts the information.  This is as opposed to SSL which decrypts the information at the server and the information is then unencrypted, internal to the organization where is has the potential of being intercepted.

XML Document – Patient Medical Record

The XML document has four parts that need to be protected from unauthorized access. These are identified by using “class = ‘confidential | sensitive’”.  In this sample the data would be extracted from a protected database and encrypted using a symmetric key(s) prior to being inserted into the XML instance.  Access controls could be PKI, PGP, flat file (another XML document) or a database.  A program or script will be required to link the user to the access requirements and encrypt the symmetric key with the users public key or some other method of ensuring unique and secure transport of the encrypted content.  The sample below provides a high level view of the file without getting into the details of how the encryption and access controls are done.

Sample XML Medical Record File

<!-- program to extract data from database and encrypt content using symmetric key(s) as identified within XML document ( confidential key and sensitive key)-->

 

 <?xml version="1.0" encoding="UTF-8" ?> 

<!-- program to look at ACL (Access Control List either LDAP, PGP, file or Database) to determine authorized users and access requirements, encrypts confidential key and/or sensitive key with public key (asymmetric key) or some other means to uniquely identify the user and access control-->

- <MedicalRecord>
- <Personal class="confidential">
  <FirstName>Mark</FirstName> 

  <Initial>S</Initial> 

  <LastName>Swartz</LastName> 

- <Address>
  <Street1>100 Bent Road</Street1> 

  <Street2 /> 

  <apartment_suite>300</apartment_suite> 

  <city>Los Angeles</city> 

  <stateProvince>California</stateProvince> 

  <country>USA</country> 

  <ZIP_Postal>123456</ZIP_Postal> 

  </Address>
  </Personal>
- <Billing_Information class="confidential">
- <Credit_card class="confidential">
  <card_type class="confidential">VISA</card_type> 

  <Expiry_date>02/02</Expiry_date> 

  <card_number class="confidential">4404 5505 6606 7707</card_number> 

  </Credit_card>
  <Account_history class="confidential">Invoice Number 124 amount $2,000 Paid VISA</Account_history> 

  </Billing_Information>
- <Medical_characteristics class="sensitive">
  <DateOfBirth>19610707</DateOfBirth> 

  <Age>39</Age> 

  <Height>72</Height> 

  <Weight>185</Weight> 

  <Hair_color>Brown</Hair_color> 

  <Eye_color>Blue</Eye_color> 

  <Complexion>Fair</Complexion> 

  <Sex>Male</Sex> 

  </Medical_characteristics>
- <Medical_history class="sensitive">
- <CASE class="sensitive">
  <Date>19870606</Date> 

  <Symptom class="sensitive">stomach craps, vomiting, drowsy, incoherent</Symptom> 

  <Treatment class="sensitive">Pumped stomach, overdose of sleeping pills</Treatment> 

  </CASE>
- <CASE class="sensitive">
  <Date>19880202</Date> 

  <Symptom class="sensitive">stomach cramps, nervous, drowsy, incoherent</Symptom> 

  <Treatment class="sensitive">Pumped stomach - overdose of sleeping pills, stayed in hospital one day, released</Treatment> 

  </CASE>
  </Medical_history>
  </MedicalRecord>
XSL Sample Stylesheet

The XSL stylesheet demonstrates that content can be hidden based on the security classification of the information.  In this case the sensitive information will not be displayed.  (very simple example that hides sensitive information but does not have the logic for access control)

<?xml version='1.0'?>

<!-- access control program to authenticate authorized user and use access control requirements within XSL stylesheet to determine what the user is allowed to see-->

<xsl:stylesheet xmlns:xsl='http://www.w3.org/XSL/Transform/1.0'>

<xsl:template match = "/MedicalRecord">

<HTML>

<HEAD><TITLE>Medical Record</TITLE></HEAD>

<BODY>

<H2>Medical Records</H2>

<!-- XSL commands that use the access control parameters from the above access control program to determine access privileges of user and to remove any content that user is not authorized to see-->

<UL>

<H3>Personal Information</H3>

<xsl:apply-templates select="Personal"/>

<font color="green">

<H3>Billing Information</H3>

<xsl:apply-templates select="Billing_Information"/>

</font>

</UL>

</BODY>

</HTML>

</xsl:template>

<xsl:template match="Medical_characteristics[@class ='sensitive']"/>

</xsl:template>

<xsl:template match="Medical_history[@class ='sensitive']"/>

</xsl:template>

</xsl:stylesheet>

Output HTML document

The output of the XML document and the XSL stylesheet using the IBM XSLT transformation software that shows only confidential information (not formatted) and saving document as HTML.

<-- program to check for key, authenticate user and initiate decryption process-->


Medical Records
Personal Information

Mark S Swartz 100 Bent Road 300 Los Angeles California USA 123456 VISA 02/02 4404 5505 6606 7707 Invoice Number 124 amount $2,000 Paid VISA 
Note: comments were inserted manually.

Key Issues with XML Encryption

There are a number of key issues that must be addressed with XML Encryption:

1) Access control – determine who is authorized to see what

2) Protection of content

Access Control

Access control should perform two functions:

· identify who has access (typically user id and password)

· determine what the authorized user can see and do (in simple terms read, write, modify)

For XML encryption access control needs to perform these two function at a minimum with two different parts of XML encryption:

· the creation of the XML instance; and

· the viewing of the XML instance.

· (optionally access control can be invoked during the XSL transformation to hide content from unauthorized persons)

The creation step would require some means of uniquely identifying the user(s) using some sort of Access Control List (ACL) that provides a number of key pieces of information such as:

· contact information (e-mail or location depending on how the information will be transported)

· level of access (is the person authorized to see all or some of the information)

· unique identifier (ensures that that person is uniquely identified so that common names like John Smith cannot be confused)

Once the instance has been created and the document is sent to the user there should be a method of ensuring that the information was sent to the correct person and that that the authorized person is the only person who can decrypt the information.  This decryption should be available to the person both on-line and off-line.

Protection of Data

Sensitive or confidential information should be protected at all times outside the source.  At creation of the XML instance the content that is deemed confidential or sensitive should be encrypted prior to insertion into the instance.  In the example the data would be encrypted using a symmetric key or keys depending on the number of levels of security required.   In many cases XML would provide a form and fill the content with information from a trusted database.

The encrypted information within the created instance should remain encrypted when the user is not viewing the information.  It should be saved in encrypted format to remove the risk of having the content available to unauthorized users in the event that the authorized user leaves his/her workstation unattended or the system is lost or stolen.

Conclusions

There must be some method of access control that will enable the solution to provide uniqueness of the user’s identity, easy identification, protection of the content and provide some means of providing granular security.  PKI, PGP, databases all can provide access control.  The following steps must be provided for a solution for XML encryption.

1. Use an Access Control List (ACL) such as PKI to authenticate and authorize users. (must authenticate users, provide a means of uniquely identifying users and provide a means of authorization (granularity of access)

2. Protect the information using symmetric key encryption or some other method and provide a method of uniquely and securely providing access to authorized users. (must protect the information upon removal from trusted source to ensure integrity and security and ensure that only the authorized user has access)

It is apparent that XML cannot provide the entire solution within itself and some means of external access control must be used to permit a method of controlling access to XML documents which satisfies user requirements for ease of access and individual/ organizational privacy and security concerns.
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