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Abstract

In this article we evaluate different certificate validation mechanisms to be possibly used within the
Wireless Public Key Infrastructure (W-PKI) for the Wireless Application Protocol (WAP). An imple-
mentation of a standard compliant signed content application offering full PKI functionality served
as means for evaluating different mechanisms. We compared short-lived certificates, Certificate Revo-
cation Lists (CRL’s), the Online Certificate Status Protocol (OCSP) and the XML Key Management
Specification (XKMS) with regard to security, interoperability, complexity, on-line vs. off-line and

performance in terms of size and scalability.

1 Introduction

The current standardization of the Wireless Public
Key Infrastructure (W-PKI) for the Wireless Ap-
plication Protocol (WAP) [23] does not yet specify
any mechanisms for reliable checking of the wvalidity
status of public key certificates. Currently, the usage
of short-lived certificates with a validity period of 48
hours serves as an interim solution.

This article aims at providing a meaningful eval-
uation of certificate wvalidation mechanisms to be
possibly included into future revisions of the W-PKI.
We compared short-lived certificates [8, [7] together
with Certificate Revocation Lists (CRL’s), the Online
Certificate Status Protocol (OCSP) [16] and the XML
Key Management Specification (XKMS) [20].

The evaluation was conducted with the help of
an application performing signed content as well
as certificate wvalidation mechanisms. It has been
implemented using the Java programming language
and a cryptographic library from the TAIK Institute,
TU Graz!, as well as an interoperability release of
XKMS offered by VeriSign?.

This article will first present an evaluation frame-
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work. Next, the aforementioned four certificate
validation mechanisms will be evaluated and dis-
cussed. Finally, a summary will give an overview over
the results of the evaluation.

The reader is assumed to be familiar with the X.509
Authentication Framework [8, [7] in general and with
certificate validation mechanisms in particular.

2 Evaluation Framework

Our evaluation framework serves to specify the param-
eters and criteria used later on during the evaluation.
It is based upon the MITRE Report |3] and a thesis

performed by André Arnes [18].

Since no real-world case-study on usage of certificate
validation mechanisms exist so far, we base our study
on a set of assumptions, which have also been used in
previous studies.

The criteria by which this evaluation will be per-
formed are listed in Table (1l

The assumptions by which the performance evalua-
tion will be performed, as well as the parameters which
are going to be evaluated are listed in Table 2. All
input parameters are set to upper-case letters, while
the output parameters, this being a point of interest,
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Table 1: Evaluation Criteria used in this evaluation

Criterion Description

Security Effective protection
against malicious attacks.

Interoperability Standards-compliance

and acceptance.

On-line vs. Off-line Necessity of network con-

nections.

Complexity Management effort re-
quired to handle a partic-
ular scheme.

Performance Performance in terms of

data sizes and transmis-
sion times. Scalability of
the scheme.

are set to lower-case letters.

It is assumed also that the scalability is a specific
topic within the performance criterion.

Within our evaluation framework all message digests
were performed with the SHA-I [6] one-way hash
function and the signatures were created with the
RSA [10] public-key algorithm using a modulus of
K = 1,024 bits and a public exponent of e = 17. It is
believed that this keysize offers strong enough security
for the purpose being discussed.

In a real-world scenario it can be supposed by a
Certificate Authority (CA) to take care of a range
between N = 10,000 up to 100,000 users. As the
purpose of this evaluation is not to study a PKI with
distributed CA’s, but to evaluate different validation
schemes, the choice fell to the setup a system with one

CA.

Regarding the validity period T of certificates, an
average period of time commonly used by commercial
providers is 1 year = 365 days. For short-lived certifi-
cates it is assumed to have a validity time of only 1 day.

Due to the lack of realistic figures about the number
of content providers offering signed content a relative
figure F' describes the percentage out of all users N
offering signed content. Three use-cases are going to
be analyzed for specifying F'.

In case the signed content providers are offering web
services, such as an m-commerce platform, two distinct
scenarios may occur. On one hand only a few, say F' =
10%, content providers are accessed by many users a
day, which means that they will need to get themselves
a certificate. This could be the case for a restricted

amount of content providers really needing to transmit
signed content.

On the other hand it may happen that few users
access many different content providers. This would
happen if the user’s behavior is statistically indepen-
dent. In that case F' would increase and is assumed to
be 25%.

When observing the messaging use-case, it can be
assumed that a fairly high amount of the N users
will send at least one signed message a day, and
consequently needs a new certificate for that purpose.
This would lead F' to be 50%.

A very interesting issue is the rate of users U out
of all (N) who request a status information about
the validity of a particular certificate, and from these
users U, the amount of status requests (Q which they
perform on average each day. It is assumed that the
number of status requests () are going to be all new
requests and the responses will not be cached. This
also means that all queries Q will be for @ different
certificates.

Common literature [3] [I8] assumed that certificates
will be revoked due to distinctive circumstances with a
probability P of 10% out of all issued certificates. Since
no better and newer estimates exist on this figure we
will also assume this value. Nevertheless, regarding the
timely fashion of issuance of CRL’s R by the respective
CA, it is assumed to be done each day, as the num-
ber of revoked certificates can reach an average of 2.73
or 27.39, depending on the number of total users (V)
involved.

3 Evaluation of Certificate
Validation mechanisms

3.1 Security Evaluation

A certificate has the goal to securely bind a particular
public-key to the name of the key holder. The security
evaluation will now determine the strength of the of-
fered security by focusing on the encoding and on the
protocols and leaving out any discussion over the cryp-
tographic algorithms used within each proposal. De-
tailed information regarding this issue can be obtained
from [19, [11].

Short-lived Certificates

From a security perspective, short-lived certificates
present a high risk of failing the secure binding. This
is caused by an uncertainty of the optimum validity
period which should be given to such a certificate. No
revocation is possible and therefore the validity period
should be decided to be as conservative as possible.
However, if such an optimum validity period is found,



Table 2: Model of a PKI for performance and scalability evaluation

Parameter Description Value Unit
K Size of RSA modulus 1,024 bits
N Number of Users using the infrastructure 10, 000; 100, 000 users
C Number of CA’s 1 CA
T Validity period of a certificate 1; 365 day
F Percentage of the content providers 10; 25; 50 %
U Percentage of the requesting users 1; 5; 10 %
Q Status requests per day per user 1; 5; 10; 20 day.luser
P Percentage of revoked certificates 10 %
R Number of CRL’s issued per day 1 ﬁ
l; Size of the data structure i bytes
v; Data volume of transaction i bytes
r; Request rate of transaction 4 L

sec

it can be stated that the timeliness, expressed in
the freshness of the information contained in such a
certificate, is favorable.

In order to establish an estimation of the optimum
validity period, possible reasons for certificate inval-
idation need to be analyzed. On one side there is
a probability of change of any of the personal data
included into the certificate, such as a cessation of
operation or any change of the Distinguished Name
(DN). Much more important is the probability of key
compromise, which means that an attacker has either
gathered knowledge of the private-key or manipulated
the public-key, so that he can make use of the keypair
of any victim.

The probability of appearance of the former reasons
can not clearly be determined. They depend too much
on the use case and the properties of the users. If the
certificate for instance is used in a work environment,
it can be supposed that the probability of any change
is relatively small within the contract’s term of notice.
Restrictions and policies can be included into the
Certificate Practices Statement (CPS) in order to
restrict any possible risks of invalidation.

The invalidation reason of key compromise may
reside on the strength of the cryptographic algorithms
used or on the revealing of the keypair due to an
attack on the storage mechanism, among others. As
an X.509 certificate is built in such a way that it is
algorithm independent, they are interchangeable with
stronger alternatives.

The WAP Forum has recommended in [23] a

validity period of 48 hours, which is 2 days, requiring
an overlapping period of 24 hours in order to avoid
misbehavior of unsynchronized clocks at the handheld
device. This period of time seems reasonable from a
security perspective.

The availability of synchronized clocks, ensured
either through a Timestamping Authority (TSA) [1]
or by the usage of trusted and reliable network time
protocols [12, 14, 13] can considerably reduce the
overlapping period, but adds rountrips.

Additionally, the short-lived certificates model is
more vulnerable to Denial-of-Service (DoS) attacks
from malicious users flooding the Certificate Authority
(CA) with certificate requests than any other use-case.
This is mainly due to the high request rate a CA needs
to serve on a daily basis, as it is shown in section [3.5.

Certificate Revocation Lists (CRL’s)

All contents included into a CRL are signed by
the CA. Consequently, no possibility is given to an
attacker to add, remove or manipulate the content of
a CRL, unless the CA’s keypair is compromised. In
this case the CA should revoke its own certificate and
publish it either through an Authority Revocation List
(ARL) or through CRL’s issued by the upper-lying CA.

A CRL is published in a fashion according to a par-
ticular policy. The MITRE report [3] assumed that 2
such CRL’s were published each week. Even when be-
ing published on a daily fashion it has been shown in
section [2| that for a CA taking care of N = 100,000
users on average 27.39 certificates would be revoked



and included into the CRL. The freshness of such a
daily updated CRL is consequently doubtful.

A requestor of a certificate which has been revoked
just after the publication of CRL 1, as shown in Figure
1, would not get to know that the requested certificate
had been revoked until the publication of CRL 2 on
the next day. That means that he would trust an
already revoked certificate for a period AT, without
knowledge of the certificate being revoked.

Issue of
CRL 2

Revocation
Status Request

Issue of Revocation
CRL1 Time

o

T1 T2 T3 T4

Incorrect
Status Verification
AT2

ATL
outdated
revocation data

Figure 1: Incorrect  certificate  status verification

through outdated CRL

It could be required that a CRL should be issued
after each new entry of a revoked certificate. In that
case the timeliness could be improved to an approxi-
mate hourly fashion, achieving however an increase of
the costs of communication and performance.

Online Certificate Status Protocol (OCSP)

OCSP offers a possibility of gathering knowledge over
a particular status of a certificate without the need to
acquire a CRL. As the OCSP response is signed by the
OCSP Responder the client needs to have a possibility
of verifying the correct identity of the signer, in order
to trust the information included. This means that
the client needs to have a certificate of the responder,
which he can trust upon.

It can be stated that the solutions offered by [16]
are not satisfactory, as it provides no clear way for a
client to get a proof of the correctness and validity of
the OCSP Responder’s certificate.

The variant of a Trusted Responder states that it is
simply assumed to be trusted. This is definitely not
a practicable approach. In the Authorized Responder
option the CA includes a specific flag® in the respon-
der’s certificate, in order to grant it with privileges for
signing OCSP Responses. It can be considered to have
a comparable sense to the keyUsage extension in a cer-
tificate, stating the purpose of usage.

The CA-Responder alternative, with the CA acting
directly as the OCSP Responder, is the only one
suitable for a real use-case. The CA is already entitled
to sign certificates and CRL’s and for simplicity

3extKeyUsage

and security purposes it should also publish status
responses. The reason is that the trust an end-user
puts into its CA can be used to implicitly trust the
OCSP Responder. No further trust assertions need
to be ensured. Anyhow, there must be a dedicated
communication channel from the CA to the OCSP
Responder, as the revocation requests are addressed
to the CA. This CA would then have to communicate
the OCSP Responder the certificates which have been
revoked. Therefore, and in order to avoid possible leaks
of information on such a channel, this service should
be directly merged into the CA. Taking into account
WAP Forum’s effort of the W-PKI specification [23],
this scenario would perfectly fit into the PKI Portal
and therefore it is strongly recommended.

In case the OCSP Responder is impersonated or
any of its assertions has changed, all certificate status
responses would be invalidated. The usage of the
extension id-pkix-ocsp-nocheck as proposed in [16]
is mot recommended, as a compromise of the OCSP
Responder’s certificate could have the same effect for
instance as a compromised CA’s certificate signing
CRL’s. The only alternative which is recommended in
case of invalidation is the inclusion into a CRL or even
better into an Authority Revocation List (ARL), if
using the CA-Responder mode. Although this involves
again the publication of such lists, and does not solve
the CRL problem, but merely reduces their size.

As OCSP does not prescribe any use of secure com-
munication channels, a man-in-the-middle attack can
be performed in order to avoid that the requestor gains
knowledge about the certificate status. Its request, as
well as a produced response, can both be retained from
reaching its specified destination. The attacker can eas-
ily produce an unsigned response specifying a respons-
eStatus which may give the requestor a false sense of
the reality. For instance an attacker can impersonate
an OCSP Responder by intercepting a request and re-
spond with unauthorized, in spite of the requestor be-
ing authorized. In such a situation the requestor would
either be able to verify the certificate or have to pro-
ceed to search for a possibly outdated CRL. Another
possibility could be to simply delay the response, in or-
der to cause the client to time out and skip the status
verification.

The reason for such attacks is the unsigned re-
sponseStatus field. In order to avoid such attacks,
a revision of the OCSP protocol should include this
field into the data structure to be signed. However,
this would increase the processing time in case the
OCSP Server is suffering any kind of malfunction and
a fast message should be conveyed to the requestor for
information.

The major benefit of OCSP lies in the timeliness
of the validation process. Whereas CRL’s are issued



periodically, an OCSP request can determine the
status of a certificate with almost perfect accuracy,
independently of the availability of a valid CRL. It is
the responsibility of the OCSP responder to get the
most recent revocation information, either through
CRL’s or by any other means.

An additional security feature of the OCSP protocol
avoiding response-replay attacks, is the optional inclu-
sion of a nonce to bind a particular request to a re-
sponse. If such a value is used, the requestor includes
a randomly chosen nonce into its request and the re-
sponder will extract it upon receipt and parse it into
its response. When the requestor receives the response,
it can then check if this is the response to its request
by verifying the value of the nonce.

Problems with avoiding the response-replay attacks
may arise in case of response pre-production being
used. This feature allows faster service completion,
as the signature creation is the computationally
slowest operation, as will be shown in section (3.5l
If an attacker gains access to the repository of the
pre-produced response, it can deliberately change the
entries if they are not efficiently secured. It can also
take a previous pre-produced response and send it to
the requestor, even though a more updated response
should be produced. This has a direct effect on the
timeliness.

It also has to be mentioned that an important task
of verification of a certificate’s validity is performed by
an entity being outside of the verifier’s domain. This
entity has to be fully trusted by all end-entities. As
the process is centralized, a Denial-of-Service (DoS)
by flooding the responder with queries can effectively
block all verification processes within one domain and
lead to catastrophic consequences. As the requests do
not specify to which responder they are directed, this
attack can be target multiple responders by replaying
the request flooding.

A possibility to avoid such an attack could be to
accept only signed requests, as they can easily be mon-
itored. All unsigned requests should be then discarded
as potentially being harmful attacks. Nevertheless,
this solution introduces an additional processing load
in a mobile device. A further possibility would be to
setup a specific policy for the choice of the nonce,
being used not only for request-response binding, but
also for authorization of the service. An example of
such a policy could be the setup of one-time passwords
used for nonces. The responder would then first
verify the correct nonce before proceeding to create a
response.

Finally it has to be remarked that a secure usage
of OCSP requires trusted and reliable timestamps, as
the validity periods of such transactions have to be
short. The significance of synchronized clocks between

the OCSP Responder and the requesting client is crit-
ical.

XML Key Management Specification (XKMS)

XKMS is comparable in the security considerations to
OCSP in that it offers similar services together with
some additions, such as walidation of a full certificate
path or key recovery.

The main disadvantage though is, that currently no
mechanism is provided for a client to make a trust de-
cision about the XKMS services’s public-key used for
verifying the signature over the responses sent to a re-
quest. In case this key is compromised, no possibility
is offered for a trusted replacement or revocation.

It is strongly recommended that this mechanism
should at least offer a possibility to establish a trust
relationship to any CA’s certificate, such as the
CA-Responder mode in the OCSP protocol. The up-
oncoming XML Trust Assertion Service Specification
(XTASS) |21] will address this problem.

The possibility of impersonating the XKMS service
through a man-in-the-middle attack is successfully pre-
vented as all the fields contained within the response
are signed. Even in case of failure, the XKMS service
would respond with a signed message, indicating in its
<ResultCode> field with a value of Failure.

Further on, replay-attacks are avoided by including
a <TransactionID>, which is comparable to the nonce
in the OCSP variant. This <TransactionID> binds a
particular request with the correspondent response.

In order to secure the service against Denial-
Of-Service (DoS) attacks, the possibility of im-
plementing a [limited-use shared secret indicating
a <PassPhraseAuth> and/or a <KeyBindingAuth>
element allows for previously negotiated authorization
of the service. These features should nevertheless only
be used in conjunction with secured communication
channels [20], as they do not provide efficient security.

In case the XKMS service is used for key recovery
purposes special care needs to be taken of the imple-
mentation and its policy to not allow for repudiation
or for unintended accountability.

The major benefit of XKMS is that it provides good
timeliness, as the XKMS service will have dedicated
communications channels to communicate with each
PKI and get fresh status responses. Nevertheless, the
synchronization of timestamps has to be ensured either
by the inclusion of a Timestamping Authority (TSA) [1]
or by secure network time protocols [12, 14, [13] as it is
highly critical.



3.2

The interoperability of a certificate validation mecha-
nism is important since multiple vendors may imple-
ment such a service. Clients retrieving the data should
be able to interoperate without any problems. The in-
teroperability can be ensured through a standardization
process.

Interoperability Evaluation

Short-lived Certificates

Short-lived certificates are standardized X.509 cer-
tificates with a restricted validity period. The
International Telecommunication Union - Telecommu-
nication Standardization Sector (ITU-T) first specified
such data structures in Recommendation X.509 8]
and then it was adopted by the Internet Engineering
Task Force (IETF) as RFC 2459 [7].

For quite some years this has been the most widely
deployed PKI and therefore it can be considered to be
fully interoperable. Not only the data structures have
been standardized, but also full certificate management
protocols [2, [17] have been specified in order to enable
a smooth exchange of certificate related information.

As mentioned earlier, certificates issued according
to ITU-T’s X.509 recommendation are encoded ac-
cording to the standardized ASN.1 syntax using the
Distinguished Encoding Rules (DER) [9).

Regarding the cryptographic algorithms used for
generation and verification of such certificates, it can
be stated that the way X.509 was specified, enabled a
full algorithm independence. A specific set of proposed
algorithms is listed in [8,7]. The only requirement is to
acquire an ASN.1 OBJECT IDENTIFIER value, in order
to be properly recognized by all receiving parties.

Certificate Revocation Lists (CRL’s)

CRL’s have been standardized into the same specifi-
cations [8, [7] as the aforementioned short-lived certifi-
cates. Therefore they can be considered equally inter-
operable between different implementations as well as
between different parts of the encoding.

Online Certificate Status Protocol (OCSP)

The specification of OCSP [16] was driven by IETF’s
PKIX Working Group of the Security Area, which has
also been working on the adaptation of X.509 certificate
profiles.

It is currently being revised [15] in order to add a
new set of features into the protocol.

Several implementations from different vendors,
such as the libraries available from Baltimore and
TAIK, have proven to be fully interoperable. The
fact that data structures are encoded in ASN.1 DER

notation, also facilitates interoperability.

The cryptographic algorithms chosen in OCSP to
handle the signature of requests and responses, is per-
formed in an algorithm independent manner. A set of
algorithms is proposed to be used for hashing and sign-
ing, but an addition of other algorithms is possible.

XML Key Management Specification (XKMS)

XKMS is a very recent specification driven by
VeriSign, Microsoft and webMethods. It has been
published to the World Wide Web Consortium (W3C)
as a Technical Note. Therefore it has to be considered
as not yet standardized.

Both VeriSign and Entrust offer separate interoper-
ability implementations.

XKMS is encoded using standardized XML syntax,
and therefore it should grant interoperability to all
XML-related protocols and methods. An example of
it can be considered to be the usage of the XML Dig-
ital Signature [5] method used for signing all requests
and responses within the XKMS protocol.

3.3 On-line vs. Off-line Evaluation

The on-line vs. off-line criterion is relevant not only
for the performance and scalability of the scheme, but
also for the security analysis, as particular vulnerabili-
ties, being dependent on this requirement, may lead to
various exploits.

Short-lived Certificates

The certificate verification process of short-lived cer-
tificates works purely off-line. No network connection
needs to be established in order to verify the validity
status of such a certificate once all required certificates
for path validation are available. However, the collec-
tion of such certificates can be performed on a network
query, but may also be pre-loaded into the verification
entity on manufacturing, as exemplified by WAP Fo-
rum’s specifications [23] 24].

Certificate Revocation Lists (CRL’s)

CRL’s can be considered half-way on-line, as it is rec-
ommended to download an updated copy of such a data
structure before any certificate validation. The pro-
cedure should start first by verifying the nextUpdate
field, in order to evaluate the need of querying for a
new CRL. If the variant of over-issuing certificates is
being used, it makes sense to directly query the CA for
a new CRL. Once the most updated CRL is available,
the process of verification occurs off-line directly on the
client.



Online Certificate Status Protocol (OCSP)

As the name of this protocol states itself, it is an on-line
status verification protocol. This means that upon each
certificate verification request, an on-line connection to
the OCSP Responder needs to take place in order to
determine the actual validity status of the requested
certificate.

The path validation and signature verification occurs
then off-line on the client’s side. Up to date, OCSP
merely gives a response regarding revocation status of
the requested certificate. However, it is planned to in-
corporate full path validation into OCSP [15] in the
future. In that case, the protocol would turn into
fully on-line, as almost no trust assertion would be per-
formed off-line on the client’s side.

XML Key Management Specification (XKMS)

XKMS offers a full range of possibilities, varying from
registration over location up to full path validation.

In case the client decides to use the XKMS service
only for location of public-keys, any further verification
would take place on the client itself and thus be off-
line. Instead, if it decides to let the service perform
a full validation of a submitted public-key, the service
would be considered on-line.

3.4 Complexity Evaluation

The complerity of each of the proposed certificate
validation mechanism is dependent on the amount of
processing, as well as on the required user interaction.
The latter includes both the user of a client as well as
the administrator of the service.

Independently of the chosen scheme, all of them re-
quire cryptographic processing facilities of message di-
gest algorithms and public-key algorithms for creating
the hash functions and the signature respectively.

Short-lived Certificates

The short-lived certificates require an ASN.1 encoder.
As previously mentioned, the most important decision
to be made, is the wvalidity period. This should be
defined in the Certificate Practices Statement (CPS)
along with the inclusion into the validity period fields
of a certificate.

The complezity, in terms of management required to
handle this proposal, is relative to the wvalidity period.
On one side only one data structure is used to convey
trust assertions, the certificate itself. On the other side,
the fact of re-issuing such data structure, even in case
of absence of changes or of key compromise leads to
an enormous management overhead for both parties,
the client and the CA. The client is forced to re-send a

PKCS#10 formatted certificate request which the CA
takes as input to re-issue a certificate.

This re-issuing should not be automated but
reviewed on each iteration, as changes may have
occurred, which can not be noticed by an automated
service.

Depending on the policy applied to the client side,
it may be recommended to use a pre-signed and stored
PKCS#10 certificate request, in case of absence of any
changes occurred to the personal information of the
user and of usage of the same keypair. If any of both
data changes, the client should create a new certificate
request, sign it and send it to the CA. This proposal
would slightly reduce the management overhead, even
though security considerations should be taken into ac-
count, such as possible attacks on the used keypair.

Certificate Revocation Lists (CRL’s)

The usage of CRL’s requires an ASN.1 encoder. In
that aspect there is no difference to the previous
scheme.

From a management perspective, this scheme relies
upon two different data structures. On one side there
is the certificate. On the other side a revocation list
informs about all invalid certificates. This means that
the client is required to gather the most updated CRL,
before being able to verify the correctness of the cer-
tificate itself.

The CA needs to maintain a revocation service, en-
abling all end-users to communicate their invalidation
request. Once such a request is received by the CA it
needs to include the revoked certificate into the CRL,
sign it and publish it to the public repository.

Online Certificate Status Protocol (OCSP)

OCSP requires, as the two previously mentioned
schemes, ASN.1 capabilities.

From the management point of view, this pro-
posal requires the client to maintain online access
to the OCSP Service in contrast to the other both
schemes. Whenever a certificate needs to be verified
for trustworthiness, an OCSP Request needs to be
sent, indicating the certificate to be checked. It may
happen that this request needs to be signed, which
means that it requires specific user interaction.

The OCSP Server will need to be a dedicated
service, as it will have to handle on one side the
requests and issue proper responses, while on the other
side it will have to interact constantly with the CA or
any other repository, in order to gain fresh information
about any certificate’s status within its domain. The
OCSP specification [16] only defines a protocol for



communication between the requesting client and the
OCSP server and the management which has to be
performed on that side, but leaves open the means
by which it is supposed to gather certificate status
information.

In order to reduce the management on the server-
side, pre-computed responses may be produced upon
receipt of a CRL or any other status information list.
These pre-produced responses are then stored in a se-
cure database and sent to any requesting party on re-
quest. The main reason for pre-computation of OCSP
responses is mainly due to the computationally ex-
pensive signature creation. However, it needs to be
mentioned that this pre-production has serious secu-
rity weaknesses, as described in the section (3.3l

XML Key Management Specification (XKMS)

XKMS requires support for XML encoding. Addition-
ally, it is dependant on the XML Digital Signature.
All signatures performed over requests and responses
need to be performed using this latter scheme.

The XKMS protocol has a management overhead
comparable to the OCSP wvariant, in that a client
needs to interact continuously with the XKMS service
if any trust decision is to be done. Additionally, the
XKMS service is required to obtain constantly fresh
information about the current status of the keys, if
used in conjunction with the PKI as described in [8, [7].

The client using such a service needs to determine
either by itself or by a given policy to what extent
it will use the services provided by XKMS. It may
be desirable in particular use-cases to simply locate
the keys of another end-user or a content provider
and to perform the validation on the own client. In
other use-cases, it may be possible to off-load such a
verification to the service and to simply get a final
result. This decision needs to be clearly defined either
in a usage policy or explicitly made by the user being
aware of security considerations.

The major advantage of XKMS is that one infras-
tructure offers a full range of independent services. The
user decides the degree of trust assertion he wants his
client to off-load to the XKMS service.

3.5 Performance Evaluation

The performance evaluation of certificate validation
mechanisms will be divided into three parts. First, a
size evaluation of message sizes [; of the required data
structures will be performed.

Additionally, a scalability evaluation of such mecha-
nisms into real-world scenarios will be performed. This
will be measured by the data volume wv; transferred

using a pre-established model.

Table 3: Specific environment parameters for the per-
formance evaluation

Parameter Description Unit

lprcs#10 Size of a PKCS#10 Certifi- bytes
cate Request

loert Size of an X.509v3 Certificate  bytes

lorL Size of an X.509 CRL bytes

locsPReq Size of an OCSP Request bytes

locspresp  Size of an OCSP Response bytes

IXKMSReq Size of an XKMS Locate Re- bytes
quest

IxKkMSResp Size of an XKMS Locate Re- Dbytes
sponse

Vsh. —liv. Data volume for the short- bytes
lived certificates variant

UCRL Data volume for the CRL vari- bytes
ant

VOCSP Data volume for the OCSP bytes
variant

UXKMS Data volume for the XKMS bytes
variant

Table (3| lists the parameters which are going to be
measured.

Size Evaluation

The sizes of the data structures required for the
certificate management according to [8, [7] have been
measured with a BER viewer? for all ASN.1 data
structures and with a text editor for the XMIL-based
files.

Figure 2 illustrates a PKCS#10 Certificate Request
message, an X.509v3 certificate as well as a CRL.

It has to be mentioned that the Issuer and Subject
fields have freely been chosen with common names,
such as:

e Issuer: EMail=ca@SignedContent.com,
CN=CA for SignedContent, OU=EED/R/A,
O=Ericsson, STREET=K-Street 9, ST=NRW,
L=Aachen, C=DE

e Subject: EMail=xxxxxx0Qeed.ericsson.se,
CN=User 01, OU=EED/R/A, O=Ericsson,
STREET=K-Street 9, ST=NRW, L=Aachen, C=DE

In order to request a certificate, a PKCS#10 Certifi-
cate Request needs to be created and sent to the CA.

4Aram’s BERViewer v2.1.1



a) PKCS#10 Certificate Request

Version Subject SubPKiInfo | Extensions | SigAlgID Signature
8 10 173 336 389 406 536 Bytes
b) X.509v3 Certificate
Version FerialNumbe# SigAlgld Issuer Validity Subject SubPKiInfo | Extensions | SigAlgID Signature

11 18 35 210 244

407 570 871 888 1018  Bytes

c) X.509 Certificate Revocation List

‘ Version ‘ SigAlgID ‘ Issuer ‘thisUpdate ‘nextUpdate‘

RevokedCerts

‘ Extensions‘ SigAlgld ‘ Signature‘

8 10 27 202 216 230

P*N*39 + 234 P*N*39 + 253 P*N*39 + 270 P*N*39 + 400 Bytes

Figure 2: Sizes of a) PKCS#10 Certificate Request, b) X.509v3 Certificate and ¢) X.509 Certificate Revocation

List (CRL)

This will be very important later on for the scalability
evaluation of short-lived certificates. This PKCS#10
message incorporates a Subject field and the Sub-
jectPublicKeyInfo with an OBJECT IDENTIFIER in-
dicating that the public-key included is an RSA key
(rsaEncryption) with a size of K = 1024 bits. The
extension field carries an additional subjectAltName
for including the email of the subject. This message
is finally signed and the signature appended with an
OBJECT IDENTIFIER of shalwithRSAEncryption.

Such data structure, when being encoded us-
ing the DER encoding rules, has a typical size of
lprcs#10 = 536 bytes.

The certificate, which the CA then issues to the re-
questing end-user includes a SerialNumber, a Signa-
tureAlgorithmIdentifier which according to the re-
ceived PKCS#10 request is shalwithRSAEncryption,
the Issuer’s Distinguished Name (DN), a valid-
ity period, indicating notBefore and notAfter, the
Subject’s DN, its SubjectPublicKeyInfo, including
the OBJECT IDENTIFIER together with the public-key
value, and finally some specific extensions, as man-
dated in [22]. This sequence is then signed and the
signature appended to the certificate together with the
OBJECT IDENTIFIER specifying that this signature is
created by first applying the SHA-1 hash algorithm
and the signing with the RSA algorithm.

The X.509v3 certificate is then shown to have a total
size of lcer+ = 1018 bytes. The size of the certificate
of the CA has been measured to have lgert,ca = 787
bytes.

The CRL is constructed by the SignatureAlgorith-
mIdentifier set to shalwithRSAEncryption, the is-
suer’s DN, a thisUpdate field as well as a nextUpdate
field together with the list of RevokedCertificates
and some mandatory extensions. This sequence is then

signed and the signature appended to the CRL.

As the list of RevokedCertificates can be huge, the
size of a CRL is dependent on this list. Each entry of
a revoked certificate takes 39 bytes, including a 6 byte
long SerialNumber of the revoked certificate, a 13 byte
long RevocationDate, a 12 byte long ReasonCode and
2 bytes of indication for each type of the data structure.
The size of the fixed fields has been measured to be
400 bytes. Taking into account the total number of
certificate holders N within the scope of one CA and a
revocation rate of P = 10 %, the following equation [1
calculates the actual size of such a CRL:

lern(P,N) = P - N -39 + 400bytes (1)

With N = 10,000 the size of the CRL is
lcrr, = 39,400 bytes. In case of N = 100,000
the CRL’s size would increase to lcgrr, = 390,400

bytes. It has to be admitted that these sizes are only
approximate, as expired certificates will be removed
from the CRL and a stationary use case involves
much more complex calculations about the number
of included certificates. However, these calculated
sizes can be determined realistic when observing the
commercially available CA’s and the CRL’s they
publish.

The sizes of OCSP requests and responses are shown
in Figure 3. Several fields are optional, as well as the
content of the specified fields can vary upon usage.
Therefore any size evaluation can only be considered
relative to each other, and not absolute.

An OCSP Request includes the Relative Distin-
guished Name (RDN) of the requestor. The Re-
questList includes the CertID of the certificate to be
verified. This CertID consists of an hash algorithm
identifier, the hash of the issuer’s DN, the hash of the
issuer’s public-key and the Serial Number of the re-



a) OCSP Request

Version Requestor RequestList Extensions | SigAlgID Signature
8 10 173 240 303 320 449 Bytes
b) OCSP Response
RespStatus | Version |ResponderlD| prodAt ‘ ResponseList ‘ Extensions ‘ SigAlgID Signature
4 7 13 177 193 279 312 329 459 Bytes

Figure 3: Sizes of a) OCSP Request, b) OCSP Response

quested certificate. The requestExtensions includes
two fields. First, AcceptableResponses with a value
of id-pkix-ocsp-basic, which means that the OCSP
Responder should reply with a BasicOCSPResponse.
Second, a nonce of 16 bytes random data is included
for binding the responses to the requests.

Finally, this OCSP Request has been signed, even
though it is not mandatory. The reason for this is to
enable the objective comparison of sizes of OCSP and
XKMS messages with enhanced capabilities.

Such an OCSP Request has then a final data size of
locspreq = 449 bytes. The unsigned request would
have a size of locgpRreq = 303 bytes.

The OCSP Response answers to this request with a
ResponseStatus of successful. The ResponderID is
given by the OCSP Responder’s Relative Distinguished
Name (RDN) for full expressiveness. The producedAt
field indicates the date of production of this response
message. The RequestList gives the status response
to the certificate in question, as well as return the Cer-
tID, the CertStatus and the date of thisUpdate, be-
ing the same as the one included into the producedAt.
This is not necessarily true in case of response pre-
production. The nextUpdate field has been explicitly
discarded, since it is optional, and does not providing
further information. It is assumed that whenever a sta-
tus verification is desired, an OCSP Request should be
issued, avoiding caching of responses at any place.

In this particular case, the status was determined
to be good, and therefore no additional revokedInfo
needed to be appended to the CertStatus. The nonce
obtained from the request has been included into the
responseExtensions for message-binding reasons.

This BasicOCSPResponse has finally been signed
by the OCSP Responder, leading to a total size of
lOCSPResp =459 bytes.

In order to maintain consistency with the previous
OCSP messages, it has been an explicit intention
to supply the XKMS messages with consistent data,
trying to establish a comparison wherever possible.
It has also to be mentioned that even though XKMS
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is meant to be encoded using the Simple Object
Access Protocol (SOAP), the measurements have been
performed analyzing raw XML structures. The usage
of SOAP for transportation would increase the sizes
by 109 bytes.

An XKMS Locate message, as illustrated in Figure |4,
has the purpose of locating a public-key to a requested
name, or vice-versa. It is not intended to give any
kind of status information. Nevertheless it has been
included into this evaluation, as being very interest-
ing for public-key exchange. An XKMS Locate Request
includes a TransactionID, serving as a nonce in the
OCSP protocol. The Query indicates either the name
or the key, where the missing element is the requested
one. The Respond field states the desired response in-
formation. This is typically set to KeyName, KeyValue
and SignedResult. The latter is meant for the XKMS
Server to sign the response message.

The total size of such an XKMS Locate Request
sums up to lXKMSReq = 1988 bytes.

The XKMS Locate Response message, which is sent
by the XKMS service contains a ResultCode, compara-
ble to the responseStatus of the OCSP Response. The
TransactionID included by the requestor is returned
unchanged. The Answer of such a Locate message in-
cludes the requested KeyValue as well as the KeyName.
An XML Digital Signature over the whole message pre-
vents any attacker from manipulating the response.

The total size of this XKMS Locate Response is
ZXKMSResp = 2364 bytes.

The XKMS Validate Request can either serve to get
a revocation status response, as in the previous OCSP
protocol, but it can also request the XKMS service to
perform a full path validation of a requested public-key
or name. An example of such a message pair is shown
in Figure |5

Exactly as in the XKMS Locate Request, the XKMS
Validate Request contains a TransactionID. However,
it is not yet clear to the specification committee as to
include it into the Query element, or leave it outside,



a) XKMS Locate Request

XML Header|Locate Head.fransactionlD  Query Respond Signature |Locate Trail.
0 38 101 172 427 540 1977 1988 Bytes
b) XKMS Locate Response
XML Header|LocR Header| ResultCode [TransactionlD  Answer Signature | LocR Trail.
0 38 218 242 313 912 2349 2364  Bytes
Figure 4: Sizes of a) XKMS Locate Request, b) XKMS Locate Response
a) XKMS Validate Request
XML Header|Valid. Head. [fransactionlD  Query Respond Signature | Valid. Trail.
0 38 103 174 463 669 2106 2119 Bytes
b) XKMS Validate Response
XML Header|ValR Header| ResultCode [TransactionlD  Answer Signature | ValR Tralil.
0 38 220 244 315 1329 2766 2783  Bytes

Figure 5: Sizes of a) XKMS Validate Request, b) XKMS Validate Response

as in the previous message type. For simplicity reasons
this validation request will keep it outside. Addition-
ally, the Query gives the responder additional informa-
tion to one the requestor already has. It can be an
Indeterminate status as well as the KeyName or the
KeyValue. The Respond element defines the elements
which are included into the XKMS Validate Response.
This are typically going to be the missing counterpart
of KeyName or KeyValue, the ValidityInterval, the
KeyUsage, the Status and a SignedResult.

This request message has also been signed for
consistency purposes. The total size measured of this
XKMS Validate Request message is Ix k MsRreq = 2119
bytes.

The XKMS Validate Response message contains
besides the ResultCode the copied value of the
TransactionID from the XKMS Validate Request.
The Answer contains a KeyBinding sub-element, in
which all relevant and requested status assertions
are inserted. These are KeyID, KeyName, KeyValue,
ValidityInterval and KeyUsage. This response is
also signed using the XML Digital Signature method

and has a size of xxasRresp = 2783 bytes.

In order to summarize the size evaluation, Table 4
compares the presented and evaluated data structures.

As it can be observed, the size of a CRL is deter-
mined by the amount of revoked certificates within one
domain. This makes it very hard to estimate a proper
size, as the parameter P of the amount of revoked cer-
tificates has not been identified by a detailed study, but
has been taken from previous analyses.

It is clearly visible that the data size of an OCSP
Request is considerably smaller than the size of an
XKMS Locate Request and an XKMS Validate Request,
when comparing signed requests. Whenever unsigned
requests are sent, this difference decreases, but still ex-
ists. This is mainly due to the contribution in the size
of the XML Digital Signature. The OCSP Response
also shows a significantly smaller size than both XKMS
Response variants.
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Table 4: Sizes of different Certificate management data structures (in bytes)

Type Parameter Value
PKCS#10 Cert Request lprcs#10 536
X.509v3 Certificate (CA) loert 787
X.509v3 Certificate (End-User) 1,018
CRL (with N = 10, 000) lorL 39,400
CRL (with N = 100, 000) 390, 400
OCSP Request (unsigned) locSPReq 303
OCSP Request (signed) 449
OCSP Response locsPResp 459
XKMS Locate Request (unsigned) Ix KMSReq 551
XKMS Locate Request (signed) 1,988
XKMS Locate Response Ix K MSResp 2,364
XKMS Validate Request (unsigned) IxxmSreq 682
XKMS Validate Request (signed) 2,119
XKMS Validate Response Ix KMSResp 2,783

Scalability Evaluation

The scalability evaluation will determine how well each
of the four proposed certificate validation mechanisms
scales in the described scenario of section 2

In order to perform such an analysis, the main
parameter is decided to be the total data volume v;
transferred on 1 day assuming there is only 1 CA
serving all users NV for each mechanism.

The short-lived certificates scenario is described in
Figure [6a. Consequently, the data volume vgp. 4.
generated is relative to the amount of content providers
F out of N offering signed content as well as to the
rate of users U requesting signed content from the
content providers. Both parties generate a specific
amount of traffic.

The traffic generated by the content providers are
the requests to the CA to get a certificate by send-
ing a PKCS#10 formatted certificate request as well as
the certificate itself sent back. Additionally, each user
will request the certificate from the content provider for
each request (). Equation 2 intends to show the data
volume vgp. i, generated using this model during 1
day:

Ush.—tiv. = ((lpros#10Flcert) F+lcert-Q-U)-N (2)

The CRL model, as illustrated in Figure 6b, requires
for each content provider to get a valid certificate by
sending a PKCS+#10 certificate request and receive an
X.509 certificate from its CA. As the validity of such
a certificate will be T' = 365 days, it can be neglected
in the studied timeframe. The data volume transferred
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during 1 day will be dependent on the amount U of
users IV interested in a status verification. It does not
depend in any way on how many status requests @ they
will perform on this timeframe, as the CRL refresh rate
R is assumed to be 1. Equation 3| will serve to deter-
mine the transferred data volume vcgy during this 1
day:

very = (PN -39+ 400)-U - N (3)

The scenario of the OCSP validation mechanism is
depicted in Figure[7a. As it can be observed, each con-
tent provider, as well as the OCSP Server, need first to
get a certificate by sending a PKCS#10 formatted cer-
tificate request and receiving then an X.509 certificate.
As both certificates have a validity period of T' = 365
days, their transmission can be neglected in the focused
timeframe of 1 day. Interesting parameters to be stud-
ied are the amount of data needed for each requesting
user ) assuming that U out of IV users perform such a
status request. Consequently, Equation 4/ describes the
data volume vocogp generated during 1 day.

(4)

As it can be seen in Figure[7b the XKMS model does
not differ at all from the OCSP model. The only differ-
ences are the data sizes of XKMS Validate Requests and
their corresponding XKMS Validate Responses. There-
fore, all assumptions done in the previous scheme ap-
ply also for this one. Equation 5! gives a mathematical
overview of the data volume vx s generated using
the XKMS model during 1 day.

vocsp = (locspPreq + locsPresp) - Q- U - N

vxkMS = (IXKMSReq + IXKMSResp) - Q-U-N (5)
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Figure 6: Message Diagram of the a) short-lived certificates and b) CRL scenarios

The evaluation will be focused on different combina-
tions of F', U and @ for 2 different populations N.

Figures 8,19, [10 show the data volume v; transferred
during 1 day for F' = 10;25;50 % and a population
of N = 10,000 respectively. Figures 11} 12} 13 show
the data volume wv; transferred during 1 day for
F = 10;25;50 % for a population of N = 100,000
respectively. The way they are read, is the smallest
bar being the most cost-effective alternative for the
specific parameters.

In a population of N = 10,000 users, the CRL model
tends to perform worst in most of the cases. The short-
lived certificates scenario performs slightly better than
the CRL model, except for F' = 50% and U = 1%.
In those cases it is the less cost-effective model, as the
volume v; is lower than in the other three analyzed
models.

The XKMS model shows only slightly better results
than the shot-lived certificates in less than half of the
studied use-cases. For = 20 requests per user each
day, it even shows the worst behavior, which means
that the usage of XKMS creates the biggest data vol-
ume.

OCSP on the contrary always shows the best perfor-
mance in data volume vpocgp, beating all other three
approaches. This advantage is specially noticeable
for a small number of requestors U and in case these
perform only a few status queries Q.

For a population of N = 100,000, the CRL is clearly
the less cost-efficient alternative. The short-lived cer-
tificates model performs slightly better, but as previ-
ously mentioned, it is worse than the XKMS model in
case only a few queries being issued a day. For values

of at least @ = 10 queries per user each day, XKMS be-
haves worse than the short-lived certificates use case.

As it is shown in Figures/11[12/and 13}, the parameter
F specifying the amount of content providers does not
take any effect over the short-lived certificates scheme,
even though it is important to take it into account.

OCSP shows again the best cost-effectiveness, due
to its small message sizes. Similar to the previous use-
case of a lower population, this advantage decreases
for increasing values of @ and U, but the advantage is
still considerable.

An additional and interesting parameter for evaluat-
ing the scalability of the certificate validation mecha-
nisms is the data volume v; generated by each request-
ing party. It is the intention to compare all of the
schemes, in order to evaluate the number of short-lived
certificates which can be requested on one side and the
number of status requests which can be performed us-
ing either the OCSP or the XKMS message on the
other side, compared to the download of a daily CRL.
This is performed for a population of N = 10,000 and
N =100, 000.

Therefore equations 2/ to 5/ are modified as follows:

(6)

Ush.—liv. = lCert ' Q

vere = (P N -39 + 400) (7)

®)

vocsp = (locspPreq + locspPresp) - @

9)

Figure 14h shows that for a population of N =
10,000 users only 11 requests can be performed using

VXEMS = (IXKMSReq + IXKMSResp) - @
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Figure 7: Message Diagram of the a) OCSP and b) XKMS scenarios

XKMS, in order to not produce more data traffic as the
daily download of a CRL. In order to achieve a similar
traffic, up to 38 short-lived certificates can be down-
loaded or even 51 OCSP roundtrips can be performed
each day.

For a population of N = 100, 000, Figure [14b shows
that 112 XKMS status validations can be done with
XKMS, 383 with the short-lived certificates scheme
and 512 using OCSP.

This proves that for a large scale infrastructure the
CRL scheme is not suitable at all. Additionally, the
XKMS scheme has proven to perform much worse
than the short-lived certificate model and OCSP. It
can clearly be stated that OCSP scales best from the
data volume’s (v;) point of view.

Besides the data volume v;, another interesting topic
to be studied is the request rate r; for each of the four
certificate validation mechanisms. Cooper [4] studied
this topic for CRL’s and some variants over them.

The first assumption stated that a user will only
perform one CRL request within the validity of it,
as the nextUpdate field gives a concrete date for the
next CRL issuance. This assumption is extended in
this presented model to the short-lived certificates and
to OCSP and XKMS, as the studied timeframe is 1
day and it can be assumed that in case a user receives
several signed messages from one particular entity, it
will not query for additional status requests once it
has been confirmed to be valid.

Further on, it was assumed [4] that the population
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being served by one CA is reasonably large for the re-
quests being considered to be queried in an independent
fashion. Therefore an exponential inter-arrival proba-
bility density will be used for modeling the timings of
status queries. The probability that a user will query
for such a validation within the interval [¢. .. ¢+ dt], for
dt — 0 is

P(t)=Q-exp tdt (10)

with @ being the aforementioned queries per user
each day. The total number of queries can then be
determined to be

T(t)=U-N-P(t) (11)

The request rate r; at time ¢ for all users N will

consequently be
T(t

ri(t) = % =U-N-Q-exp @'

The studied timeframe will start at tg = 0 with the

issuance of a new CRL. Therefore the maximum re-

quest rate will be experienced at this point of time and
can easily be calculated by

(12)

=r(0)=U-N-Q (13)
Figures [15a and [15b show the request rates for
the CRL model, as specified by Cooper [4] with a

rate of requesting users u = 10% and a population of
N =10,000 and N = 100,000 respectively.

szam

For the short-lived certificates model, as well as for
OCSP and XKMS, the exponentially distributed inter-
arrival time will also take place, as the arrival rates for
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each user are statistically independent. Though, the
difference is, that whenever signed content is received
a new online status request will be issued, unless a
previously obtained status response over the same
identity is still valid®. This would be in place if caching
of responses is allowed and performed at the client’s
side.

The maximum request rate r;, . will occur if all
users query for a status response at the same time.
Equation 14! describes this in the following way:

—U-N-Q (14)

Timae

This leads to the same maximum request rate

estimated for the CRL model, and thus proves that all

four schemes will notice an identical maximum request
rate r;, ...

5indicated by an optional extension of nextUpdate in OCSP and
ValidityInterval/NotAfter in XKMS

Nevertheless, the average request rate r;,,_., for on-
line validation models as well as for the short-lived cer-
tificates model, is estimated to be much lower than in
the CRL case. It is also considered to be constant,
varying only in busy hours.

4 Summary

This section gives a brief summary of the evaluation
results. Table |5 illustrates the rating which is given
to each of the analyzed models. The rating has been
decided to be divided into four steps, ranging from
[-—] meaning not satisfactory up to [++] meaning
very satisfactory.

The security evaluation has concluded that the short-
lived certificates introduce a high risk of invalidating
the security requirements due to an unproper validity
period. It is strongly recommended to use secure clock
synchronization, either by Timestamping Authorities
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Table 5: Comparison of Certificate Validation mechanisms

Encoding scheme Security Interop. On-line Complexity Performance
Size Scal.
Short-lived Certs — ++ + — + +
CRL’s + ++ ++ ++ - —=
OCSP ++ ++ - + ++ ++
XKMS —— + - + — -

or secure network time protocols.

The usage of CRL’s present a risk of showing the
requestor an outdated revocation information. Apart
from that, this model has been observed to present the
least possibilities of compromise, as the signature over
the list is performed off-line and simply uploaded to a
public repository.

Both OCSP and XKMS may suffer from Denial-of-
Service attacks, due to flooding of queries. Several so-
lutions for avoiding this have been presented, as well
as solutions for avoiding other types of attacks. How-
ever, both models present the best timeliness if they
are directly linked to the CA.

It has to be clearly pointed out that the security
of both online schemes needs to be strongly revised,
due to the key role they have acquired within a full PKI.

Regarding the interoperability of all four schemes,
it has to be stated that apart from XKMS they
are all standardized and already implemented by
different vendors. However, XKMS is in the process
of standardization and will soon be fully interoperable
by different vendors.

Both short-lived certificates and CRL’s can be
considered as off-line, in that the status verification is
performed without the need of any network connection,
besides the acquiring of a new certificate or an updated
CRL. The OCSP and XKMS variants on the contrary
require a continuous network availability for querying
the corresponding service for status validation.

The complezity evaluation has focused on the imple-
mentation effort and ease-of-use. It has been observed
that besides the XKMS model all others require ASN.1
processing facilities, while XKMS requires XML path
processing facilities.

Apart from that, the management required by an
end-entity to handle the short-lived certificates scenario
is much higher than in the other three cases. The CRL
model requires the download of an updated CRL, ac-
cording to the information listed in the nextUpdate
field. Once it has this data structure, all management
involved is done at its own place. Both online schemes
offer a user to query a particular service upon certificate
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status verification. However, XKMS offers the user a
set of possibilities to be performed, which should be
defined by the service provider of the user.

The management of the service provider is not yet
defined by any of both online status protocols. The
provision of fresh revocation information is left to the
provider’s decision.

The most exhaustive evaluation has dealt with the
performance of each of the four schemes. This has been
divided into two subparts, the size evaluation and the
scalability evaluation.

The size evaluation showed that even though several
informations are of free choice to be included into the
data structured, it has been a priority to include the
same information into them whenever possible. The
CRL has shown to be linearly dependent on the num-
ber of revoked certificates included in its list. The com-
parison between OCSP and XKMS has shown that the
data sizes of both OCSP Requests and OCSP Responses
are much smaller than their XKMS counterparts. The
relation of difference is about 1 : 4 and mainly due to
the XML Digital Signature.

The scalability evaluation clearly shows that OCSP
is the most cost-effective model. The short-lived certifi-
cates variant and XKMS perform similarly, depending
on the studied scenario. The CRL has shown to gen-
erate the highest data volume within the studied time-
frame. Focusing on the data generated by one user on
the studied timeframe, it can be observed that XKMS
performs worse than the short-lived certificates model.
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