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1. What is "i-mode"?

   The "i-mode" is an Internet access service via mobile phone provided by NTT DoCoMo, the Japanese largest mobile telecommunication company. The "i" in the "i-mode" means not the "Internet" but "information", which implies "information office" in our mobile life. The i-mode user amounted to 5 million in this March, only 13 months after the startup of that service, and NTT DoCoMo indeed has become the largest Internet Service Provider (ISP) in Japan. (The second largest ISP is Nifty which has 3.66 million subscribers as of February 2000.)

   The i-mode adopts Application Layer Protocol (ALP), which is an extension version of HTTP. The content markup language of the i-mode is HTML subset, which is based on HTML. NTT DoCoMo creates both ALP and HTML subset. The reason why DoCoMo selected not WAP protocol and markup language but their original specifications is that they give weight to the interoperability with the Internet and make it easy to convert existing Web pages into i-mode-accessible pages. 

   P3P 1.0 Specification (W3C Working Draft 04 April 2000) says "the scope of P3P statements are limited to data collected through HTTP or other Web transport protocols" in section 3.2.3, while "this document does not specify how P3P policies may be associated with documents retrieved by other means" in section 2.2. Although the i-mode adopts an original protocol ALP, P3P 1.0 Specification seems to be applicable to the i-mode because ALP is an extension version of HTTP. 

2. Personal data collected via the i-mode
2.1 Personal data in HTTP GET request

　When a mobile phone with the i-mode sends a HTTP GET request to a Website, the User-Agent header in the request may be the following:


User-Agent : DoCoMo/1.0/N502i/c10

Thus, the personal data sent to the Web server in this User-Agent header are the following.

· The fact that this is an access via the i-mode. (It corresponds to "DoCoMo" in the  header.)

· The type of mobile phone (It corresponds to " N502i")

· The size of cache (It corresponds to "c10". This means the cache size of mobile phone is 10K bytes. In addition, "1.0" in the header means the version of HTTP.)

   These 3 data are all able to be included in the "Computer Information" of Data Categories defined by P3P 1.0 Specification, but these data are specific to the i-mode access to the Internet. We ask the P3P WG members to touch on such data in P3P 1.0 Specification.

   Cookies are not available in the i-mode.

2.2 Other personal data specific to the i-mode

· The geographical location data of user
   NTT DoCoMo provides a service that provides users who have a mobile phone with their location data by using a new GPS mobile terminal connected to their mobile phones. (They need to buy that GPS mobile terminal.) Based on the location data, DoCoMo provides users with information such as map information and restaurant information around them. These services use an original protocol, DLP (DoCoMo Location Platform). 

   The location data collected by Web servers in the above services are specific to users who use the Web via mobile phones, and then those location data can be included only in the "Other" category of Data Categories defined by P3P 1.0 Specification. Yet location data services via mobile phones seem to expand hereafter, and location data  accumulated by Websites could cause serious privacy concerns. We, therefore, propose the installation of a new "Location data" category. At least, we think such location data should be refered in Categories section.

· The ID number of mobile phone
   A Website which is a member site of "Menu" can get the unique ID number of i-mode user's mobile phone whenever these users access to the Website. "Menu" is on a Web page which is consisted of hyperlink lists of Websites recommended by NTT DoCoMo, and this Menu page is linked directly to the i-mode top page. The Websites monthly present NTT DoCoMo with lists that include the ID numbers and access records of mobile phones that accessed any pay contents of the Websites so that NTT DoCoMo can charge users with content fees instead of the Websites. In this charging system, users only need pay NTT DoCoMo with monthly communication charges rather than pay each Website separately.    

   This ID number can be included in the "Unique Identifier" and the "Computer Information" of Data Categories defined by P3P 1.0 Specification. We would like to ask the P3P WG members to refer to such an ID number in P3P 1.0 Specification.

   NTT Communicationware and other companies provide services that enable mobile phone users to browse via the i-mode their private information that they input on PC browser and store in Web servers. In these services, the following information are stored in the companies' Web servers.

· The address book of user (such as names and phone number of acquaintances)

· The schedule of user 

· The list of tasks the user have to do
   These personal data may be collected by Web servers even in case of use of some terminals other than the i-mode phone. The emergence and expansion of Application Service Providers (ASPs) will make users store more and more information about them in Website databases. These above personal data can be included only in the "Other" category of Data Categories defined by P3P 1.0 Specification, but we ask the P3P WG members to refer to such data in P3P 1.0 Specification.

1
3

