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Introduction

The World Wide Web Consortium (W3C) has several working drafts on a Platform for Privacy Preferences (P3P)
.  This project publishes language, grammar and a framework for negotiating the exchange of personal information on the Internet. The wording of the specifications say that they are simply to be used for harmonizing privacy practices
.  Realistically, the framework has enormous potential to increase the amount of commerce done on the Internet.  P3P is a necessary early step towards mass sales on the Internet.

However, P3P is essentially one piece in a model that is necessary for mass commerce. Before mass commercialization became possible in the real world, several important agreements became standard.  The section on the real world examines current standards in the United States and Europe that allow for mass commercialization. The section on gaps in Internet commerce examines current impediments to commercial transactions on the Internet.  Both of these sections are intended as background and can be skipped by readers familiar with Internet commerce

P3P is however an important project in that it affects several other agreements in the overall commerce model that are yet to be finalized. P3P is a precursor to a new version of the Uniform Commercial Code
.  P3P also defines the language that will be used in agreements between users and service providers.  Service providers will likely only address those issues for which there is an agreed language
.  Programmers will only write programs that use pre-defined language
.  Defining the language defines the conversation.

P3P, while mostly complete for its intended purpose, needs much additional work to account for both European and United States laws that are relevant
.  These laws and goals have well defined terms that need to be translated and defined in an electronic environment.  Each section below explores essential terms and suggests electronic equivalents that will advance the goals of P3P. 

In addition, for P3P to get beyond the academic realm, buy in will have to occur.  Several accepted methods for judging buy in are the 80% rule, the killer application and benefits for both. The named sections below define the terms, evaluate the current status of P3P in achieving buy-in by the definition and suggest modification that should improve buy-in. 

P3P, as currently written, also presents unique dangers to individual privacy in the expansion of available information, loss of bargaining power and system oversight.  The language as currently defined expresses the possibility for adequate protection of privacy.  However, there is enough vagueness in any terminology for it to be twisted for personal gain.  The section on privacy explores ways in which the language can be abused. 

While P3P is a positive initial step, it will require significant additional effort from parties not yet involved before becoming a useful tool.  Consumer advocates will need to approve.  Programmers will have to incorporate the terms into programs.  Service providers will have to write agreements that use the terms. And users will have to trust the system enough to use it.  

The Real World

Before mass commercialization became possible in the real world, several important agreements became standard.  This section on the real world examines current standards in the United States and Europe that allow for mass commercialization. The section is divided up into the United States and Europe.  This is because each represents a developed area with different models of commerce
.  The United States (U.S.) represents lax government involvement.  Europe represents activist governments.  

Europe is not composed of one country, but several, with slightly different implementations in each country
.  Therefore I will be using the European Union as the model.  Specific countries will be used as examples, but few specifics are applicable across all of Europe.

Also, I will be limiting discussion to language only.  While technological innovations were critical in the advent of mass commercialization, they are beyond the scope of this paper.  This includes such innovations as the telephone and computer
.  While the telephone has tended to eliminate regional differences in language and definitions, it is not germane to the development of an online vocabulary
.

U.S. Regulation

The United States government has regulation on two levels that affect Internet commerce
.  The federal government regulates interstate transactions and attempts to harmonize national law with treaties, agreements and foreign law
.  There are also fifty states that regulate all commerce within their borders
.  This can also include transactions that originate or terminate within a state border
.  For Example, buying a Gateway 2000 computer over the Internet, the state of Virginia will get sales tax regardless of where the computer is assembled, if the purchaser gets delivery within the state
.

Federal Regulation in the United States consists of antitrust law, the Uniform Commercial Code and tax law
.  Each of these areas sets boundaries for transactions conducted within the United States.  Each also defines language and specific meaning that will be enforced in U.S. courts.  The following is an exploration of language that will require critical evaluation to complete the P3P project.

Antitrust law in the U.S. makes collusion among companies illegal
.  This guarantees against artificial inflation of prices based on agreements that do not reflect actual costs.  This both allows a customer to reasonably believe that the price that they are paying is based on a companies cost and warns them that evaluation of competitors prices may produce a better bargain
.

The Uniform Commercial Code (UCC) defines default conditions for the exchange of goods
.  The UCC contains sections that benefit both business and consumers.  Consumers are protected against fraudulent representations of goods
.  Businesses are protected against the unrealistic expectation of a consumer
.  The UCC requires that both parties define what they want
.

Lastly, Tax Law in the U.S. in many way defines the amount of information about a transaction will be retained and any official reporting that will be done with the information.  Several other laws regarding the retention of records also cover these areas
.  But Tax law for example, requires that any cash transaction over $10,000 be reported, with the names of the parties involved, to the Internal Revenue Service
.  This provides notification to a purchaser that any large cash transaction will receive the notice of the government.

The examples shown above define the rules of engagement for conducting business in the United States.  This represents the minimum in agreed upon language that is required by both consumers and providers to allow for large numbers of transactions to occur
.

European regulation

The European Union principles on Privacy address six different areas that all states must address in order to come into compliance with the standard
.  Those six areas are purpose specification, limitations on secondary use, collection of unnecessary data, duration of storage, rights of access and correction and security
.  Each is discussed in detail below.  The overall scheme has the purpose of putting consumers in control of their data
.

The first principle, purpose specification, states that the purpose for gathering the data must be specified at the time it is gathered
.  While this may seem innocuous, it creates liability for the misuse of data.  Also, by raising the data gathering to the attention of the consumer, it forces the business to justify the data gathering.  Otherwise, the consumer will just refuse to participate, justly guessing ulterior motives on the part of the gatherer.  Purpose Specification therefore is essential in bringing about control of data by the consumer.

The second principle, limitations on secondary use, states that data cannot be used for a purpose not in the original purpose specification
.  This is corollary to the first principle.  By limiting use to that defined, the first principle is widened so that gatherers of data must completely specify what the data is to be used for.  The second principle therefore gives meaning to the first principle.

The third principle is collection of unnecessary data
.  This standard is compared against the first and second principles to ensure against collection of data the states one purpose, but can be used for another.  This principle is used in conjunction with the first two to limit data acquisition to the purpose stated.

The fourth principle, duration of storage, states that data must be kept for only as long as needed to complete the original purpose for which it was gathered
.  This principle keeps information current and prevents indefinite archiving of information. This way information, used for other purposes, cannot be masked as legitimate storage.

The fifth principle, right of access and correction, required collectors of information to arrange for consumer access to data
.  This indirectly prevents the sale of lists.  For if a gatherer were to sell the list, they would lose control of the data and the ability to correct it.  While the occasional sale may occur, the overhead induced by continuing ties for correction of data would make sales infrequent.  However, this also creates the ability to find parties to sue.  This is sometimes known as “clarity”.  Clarity allows the consumers to find the entity using the information inappropriately, and force them to correct themselves or risk lawsuits.  The concern about consumer wrath is a fair incentive to handle information appropriately. 

The last principle is security
.  The purpose is to stop those storing information from “unintentionally” letting the information get to others.  This is a catchall for a company that attempts to circumvent the other principles by lax security with certain other parties, or even all parties.

Gaps in Internet Commerce

Internet Commerce is growing, by leaps and bounds
.  However, when starting from miniscule numbers, that’s not hard.  Many pundits believe that a practical limit is quickly approaching
.  A Ziff Davis Net poll found that 62% of respondents have used the Internet for commerce, but that only 27% use it regularly.
  Most estimates put the number of households connected to the Internet at 20 million.
  Therefore, any percentage increase in use means big bucks.

However, the potential for growth continues as standards emerge, letting consumers know what to expect when conducting business on the net.  The standards that are needed fall into two categories, logistical and perception.  Logistical standards deal with refunds, transaction security, delivery, etc.  Perception has to do with consumer trust. 

Logistical

A standard Internet transaction takes one of two forms.  Either the information is found on line and a phone call completes the transaction or the entire transaction is conducted online.  While some details differ, the following terms seem to be standard
.  Products are delivered by UPS, within three business days.  Payment by credit card, delivery beginning the day the transaction clears.  Sales tax is applied only if the vendor has offices in your state.  72 hours after receipt for returns, no questions asked.  All returns for defective merchandise within three months.  Shipping costs are the responsibility of the customer.  Different arrangements are available, but must be agreed to separately
.

If the transaction is conducted partially by telephone, the following contingencies apply.  Prices subject to update during the telephone conversation
.  Interstate telephone regulations apply.  A particular problem with this area is the lack of a standard for updating information on the Internet.  Many businesses put a site up, then either update it months after their prices change or put so little information up that consumers are forced to call for basic information.  A standard needs to be developed for both content and update frequency
.

If the transaction is conducted entirely on line, security will be provided by the vendor through Secure Sockets layer, or the vendor makes no representations about security
.  Security is a particularly problematic area needing standards
.  Because of the aggregation of signals onto one line over the Internet, the possibility for intercepting critical information is high.  As of yet there is no standard for protecting the information in transit. 

One major impediment worth mentioning is shipping cost and time.  Because Internet deliveries are individually packaged, shipping costs are dramatically higher.  The advent of Federal Express has reduced the time element, but not addressed a cheap, fast way to move goods.  While this is beyond the scope of the paper, a quick, cheap method for making deliveries is a technical challenge that trumps vocabulary as an impediment to Internet commerce
.

As explained above, P3P is one piece in the overall process of commerce on line.  Unless the security, delivery, timeliness and other issues are addressed, commerce retains a low total potential.  However, a critical early step is still establishing privacy.

Perception

Another area that needs work before Internet commerce can become widespread is the perception of lawlessness.  Currently there is substantial debate about a forum for online grievances.  This creates an attitude of self-protection only.  Most consumers rely on a third party to ensure the transaction is honored.  A forum for resolving online grievances that is convenient for all parties needs to be developed.

The failure of self Regulation

P3P needs additional effort expended in the area of Accountability.  I am using accountability to define language that defines methods for consumers to pursue grievances and businesses to enforce agreements.  The first part of this section discusses common scams that create the need for definite language in this area.  The next section discusses Getting and reporting, credit information, a common area of contention for online transactions.  Lastly, I discuss the topic of Jurisdiction, an area of hot debate in on line transactions.

Scams highlighting abuse

The current perception of the nature of on line transactions is the law of the jungle rules.  Consumers and providers alike are bombarded by stories of scams perpetrated on the unwary.  Cutting through the Fear, Uncertainty and Disinformation (FUD) should be a goal of P3P.  By defining terms that allow for lawmakers to make illegal some of the following, P3P can provide a better on line environment
.

The section is broken up into two sections, providers and consumers.  The section on providers defines several scams used by unsavory providers to skirt the expectation of consumers.  I recommend inclusion of these terms in the dictionary so that providers can explicitly state that they do not employ any of these schemes to gain more value from a transaction than bargained for.  The section on consumers defines several common schemes used by consumers to protect their privacy.  The section is included so that consumers are aware of common ways to protect privacy, and so that providers can explicitly agree to certain methods.

By Providers

A common scheme used by providers is to resell information.  This is known as commercial list compilation.  Providers gain value from this list by associating customers with the types of goods currently bought.  The theory is that the same type goods will be attractive to the same consumer in the future.  This is a correct theory, but is not generally expected by consumers.  In fact, certain categories of purchases might be embarrassing if generally known.  Therefore providers should be required to ask consumers before adding their name to any list.  Alternately, providers could be required to warn consumers that their name would be added before they reveal confidential information.  

Another common variant of this scheme of providers is to hold contests.  The real purpose is to compile a list of consumers.  The list is then sold to pay for the prizes awarded and provide profit for the company.  Providers should also be required to warn consumers when using this method to finance the contest, or provide additional value.

Companies with customer registration use this same scheme.  The lists of registered users are sold to pay for any warranty costs.  Providers should be required to warn users that are submitting cards and give them the opportunity to get the advertised services without being placed on a list they find objectionable.

A well-known scheme is to scan through newspapers, news groups, or public forums for lists of possible consumers.  This is called harvesting.  It degrades consumer’s ability to participate in public forums.  Consumers are deterred from commenting because of the possibility that their name will be assaulted with uninvited solicitations.  The practice should be banned.

Lastly, providers should treat the information that they collect as confidential.  The recent scandal with America On Line (AOL) highlights the adverse publicity associated with indiscriminate releases of information.  The adverse consequences for sailor Mcvay create an atmosphere of distrust.  By providing clear, unambiguous language for companies to publish their privacy practices, indiscriminate releases of information will become rare.  Pushing P3P should reduce this practice.

By Consumers

A major concern among providers is the authenticity of information provided.  Because is so easy to create a new persona online, users recreate themselves at will.  This should be discouraged as part of an overall balance.  By encouraging users to provide truthful information, providers will be encouraged to work within the system.

Another common concern for providers is litigation.  If providers give information about their privacy practices, they may be the target of a lawsuit.  The lawsuit may come from either consumers with an ax to grind, or zealous protectors of some system.  Therefore thought must be given to shielding providers from the use of the information as an admission.  While any measures to protect providers will be looked upon skeptically by consumers, it is necessary to avoid excess litigation.

Voluntary Organizations

The history of voluntary organizations on the Internet is horrible.  Either the organization has such low goals that it doesn’t change behavior to be a member or no one will join.  I will be examining two organizations that attempt to regulate privacy practices.  The first is TrustE.  TrustE is a trademark organization.  They attempt to change behavior by having members display a logo.  The second is the Direct Marketers Association (DMA).  DMA attempts to be an educational organization, changing behavior through the dissemination of successful strategies.  

TRUSTE

The first organization is TrustE.  TrustE is attempting to improve on line privacy practices through trademarks.  The idea is that members agree to a list of rules that they will follow, in exchange for being allowed to display the TrustE logo.  TrustE started in January of 1998.  As of May 1998 they have only 78 business that have signed up
.

This is partially due to the list of rules that members have to follow.  Several prominent businesses have mentioned that they will not open themselves to the kind of liability contemplated in the rules without a greater incentive
.  The competitive advantage gained by other companies was also mentioned as a problem.  Therefore companies will not throw themselves on a virtual sword voluntarily.

This is also partially due to the profitability of the market for lists.  Lists can be generated for the price of storing the information.  Because this revenue stream can be generated for essentially no new investment, the profit margin on lists is very high.  Companies will need a great incentive to turn down this revenue stream.

Lastly, the fact that there is no gain for the businesses, beyond advertising is a factor.  Without external forces such as strong public outcry or government regulation, companies will not agree to substantive restrictions on their ability to sell information
. 

Direct Marketers Association

The Direct Marketers Association was analyzed for its contribution to Data Privacy standards
.  The organization was found to have never publicly sanctioned any of its members.  Further, even if it were to try and discipline a member, the penalty would be publication of their conduct.  This was found to be essentially no control at all
.

However, The Direct Marketers association does have an effect on the worst of abuses. abuses that create outcry are usually not effective in the long run.  Additionally, some abuses will cause governmental agencies to act.  By disseminating alternatives, and the fact that these schemes do not work, DMA has had a positive impact on the industry and data privacy.

On the other hand, acceptable privacy guidelines will not result from optimizing the direct sales process.  There will always be means that are effective but objectionable.  A dated but accurate example of this is child labor.  Industry would have never stopped the process without intervention.  Even though there were demonstrations in front of factories and recriminations in the media.

Dangers inherent in the current model
P3P, as currently written, also presents unique dangers to individual privacy in the expansion of available information, loss of bargaining power and system oversight.  The language as currently defined expresses the possibility for adequate protection of privacy.  However, there is enough vagueness in any terminology for it to be twisted for personal gain.  This section on privacy explores ways in which the language can be abused. 

While no set of rules can guard against all abuses, some precautions need to be taken.  However, the opposite end of the spectrum needs to be avoided also.  If the language is too precise, the only people able to understand it will be lawyers.  Difficult language can then form a barrier to implementation.  It is a balancing act, attempting to be clear enough that everyone can understand the definitions, while not being so precise that all meaning is lost.

Expansion of Available Information

One possibility that must be guarded against is the erosion of privacy because of the availability of information.  Under current standards, no information can be directly gathered from a user’s computer.  Currently, providers that wish a given piece of information about a consumer must ask, at least once.  If P3P is implemented, providers can gather user information without the user’s knowledge.  Providers knowing what browser you are using is one thing, providers having instant access to your sex and sexual preference is another.  This gives rise to concerns about the increase in available information.

Chief among these concerns is that crackers will find a way to get a user’s browser to reveal all a users information, without their consent.  This problem should be avoided through internally encrypting information in the browser, allowing for passwords to protect the information and setting for activist user notification.  Internally encrypting information in a browser will prevent the release of information if an intruder gains access to the consumers hard drive.  Allowing for passwords is new to browsers, but is well recognized in other areas of computing to prevent unauthorized users from posing as a legitimate user.  Lastly, activist user notification allows for the possibility that users will be notified of an attempt to gather extra information.

Loss of Bargaining Power

Another concern is that because providers know the information is there, all of them start insisting on users granting access.  Because of this possibility, consumers may cause even the existence of this system as a strategic loss of privacy.  This can cause users to switch from using the Internet as a purchasing forum.  However, the market is a better control than any option within P3P.  Also, conventional laws are a better forum for combatting this particular type of monopoly.  However, P3P should give guidance to programmers on protecting any information entered into the system
.  This will tend to increase the number of users that participate in the system.

System Oversight

Another concern is persons that state compliance, but do something different.  P3P is the wrong forum for discussing this type of behavior, but the fact that some persons will do it should be taken into account.  System oversight should be thought of at the beginning, to allow it to be implemented later.  Whether a third party verification system, or internal tracking is used, it should be standardized
.  Standardization will reduce the number of persons that fraudulently engage in the system.

Concerns about use

In addition, for P3P to get beyond the academic realm, buy in will have to occur.  Several accepted methods for judging buy in are the 80% rule, the killer application and benefits for both. The named sections below define the terms, evaluate the current status of P3P in achieving buy-in by the definition and suggest modifications that should improve buy-in. 

80% rule

A common rule for standards is that, if 80% of sales or installed base use a product, it becomes the standard.  This differs from the rules for monopolies.  Once a product becomes a standard, the product can essentially force changes in the marketplace.  This ability also comes with increased scrutiny.  However, the ability to change the marketplace is not absolute.  If the product makes changes that are considered too radical, or fails to improve, it can lose market share.

An example of this is WordPerfect.  WordPerfect 5.1 was an industry standard for 4 years.  Because of the huge installed base, WordPerfect was able to force standardization in file formats.  Every competing product needed a WordPerfect import/export to be competitive.

For the purposes of P3P, if the producers of web browser software representing 80% of the installed base begin using the definitions, it will become a standard that will gain common use.  Therefore P3P should gain the endorsement of Microsoft and Netscape.

Killer Application

Another common rule is that if a product becomes known as a “killer application.”  Whatever is used by that application will become the standard.  A common example of this is Mosaic.  When Mosaic came on the scene, there was no standard for transmitting graphics across the web for instant viewing.  Therefore, the standards imbedded in Mosaic became the standard HTML Version 1.0.  When the second version of Mosaic came out, it added features that became HTML version 2.0.  

P3P can become a killer application if it will reduce the user intervention required on the Internet.  By automating the process of screening sites, submitting redundant information, P3P can become a standard.

Benefits for both

Lastly, P3P should ensure that the final system provides a balance between the needs and wants of users and the needs and wants of providers.  Both must be offered something superior to the existing situation to begin using the system.  Users should be provided more control and information about providers.  Providers must be provided assurances of the validity of the information provided.  

Proposed Changes to P3P

The P3P vocabulary and grammar rules as currently defined are too complex for their intended purpose.  This is due in part to the compromise necessary to achieve group consensus
. However, the additional complexity undermines the original purpose of providing a P3P.  Therefore I am proposing that the Project be modified to utilize a standard scheme with variations.  By variations I am proposing standardized levels that can be communicated by a series of pluses or minuses
.  By standardized scheme I am proposing the level for which a variable meets the current guidance or law.

For example, the current P3P working draft uses a recipients qualifier
.  The P3P draft defines four levels.  The first level (0) defines the group of “only ourselves and our agents”.  The last level (3) defines unrelated third parties or public forums.  The modified way of addressing the issue would be to give a key phrase (REC).  If there are no qualifiers, then the phrase being modified is interpreted to meet a proposed standard.  In this case I would use the European Union standard of Limitations on Secondary Use
.  Therefore no modifier would mean that the data is only used in a manner compatible with the purpose for collection.  Then plus signs (+) can be used for exceeding the standard
.  In this case, one plus would mean that the data is only used in a compatible manner for this particular purpose at this particular time.  Then two pluses would signify greatly exceeding the standard, stating that the data will be limited to only those persons absolutely needing the information and being securely guarded against any other possible use.  Conversely, a minus would mean does not meet a proposed standard.  For example, a minus would mean that the data is used by parties either internal or external, in ways that may be incompatible with the purpose for collection.  Two minuses would mean that the organization gives no guarantees on the secondary uses of the information.  In summary the specification would look like this:

REC – –

We give no assurances as to the use of this information

REC –
We will limit this information to ourselves and organizations following our practices, which may be broader than the purpose for which the information was originally collected.

REC
The data is only used in a manner compatible with the purpose for collection


REC +
The data is only used in a manner compatible with the purpose for collection and will not be used in any manner that might be potentially incompatible

REC + +  
The data will be limited to only those persons absolutely needing the information and being securely guarded against any other possible use

By using a standard scheme with variations programmers can quickly evaluate a proposed exchange for compliance with user defined variables
.  Additionally, the user interface is simplified by the use of well-known standards.  A user can identify readily that all information exchanged needs to meet the European standards, that they don’t care, or that they highly value certain information simply by setting pluses and minuses. 

I am not proposing that this scheme be used for all terms.  I recommend using the definitions already defined in the grammar draft.  Data class information would precede any request for information, thereby letting consumers (or their agents) filter any proposals that they do not want to consider.  Qualifiers would be mixed in with the data elements requested, possibly modifying the previously given class data for one data element. Class data would not use the just defined system of pluses and minuses.

Using data classes and modifiers allow web designers to tailor the negotiation for information to their particular use.  For instance, if a site uses the IP address for one purpose and the users Email address for another, all they need to do is define one purpose, ask for the IP address, then define a new purpose and ask for the Email address.

In the following section on National Regulation, I examine the European Convention for the protection of Individuals with Regard to Automatic Processing of Personal Data.  After that, I examine U.S. law for several possible additions to P3P.

European Principles

The European Convention, explained above, is a good source for additional language for P3P.  The language suggested by European Convention is important in two ways.  First, inclusion of the additional language will provide for compliance with the Convention for the purpose of evaluating data transfers.  Compliance with the Convention opens the entire European market for unlimited transactions.  Second, compliance with European principles, while somewhat unnecessary in the US market, will provide comfort for consumers worried about the use of their personal data.  This may extend the percentage of persons willing to use the Internet for business.

Purpose Specification

Purpose specification is well addressed in the current P3P defined as a class definition Practice.  The current working draft defines practice as “A P3P clause that describes what a service plans to do with data.”  I would recommend keeping the existing format with few changes. I would start the definition with the tag “Purpose”.  I would change the specification to look like this:

0 Completion and Support of Current Activity  The use of information by the service provider to complete  the activity for which it was provided, such as the provision of information, communications, or transaction services -- for example to return the results from a Web search, to forward email, or place an order.  

1 Web Site and System Administration The use of information solely for the technical support of the Web site and computer system. This would include processing computer account information, and information used in the course of securing and maintaining the site. 

2 Customization of Site to Individuals The use of information to tailor or modify the content or design of the site to the particular individual. 

3 Research and Development  The use of information to enhance, evaluate, or otherwise review the site, service, product, or market. This does not include personal information used to tailor or modify the content to the specific individual nor information used to evaluate, target, profile or contact the individual.  

4 Contacting Visitors for Marketing of Services or Products  The use of information to contact the individual for the promotion of a product or service. This includes notifying visitors about updates to the Web site. 

5 Compiling a List for the purpose of future interaction with third parties.

6 Other Uses  The use of information not captured by the above definitions. (A human readable explanation should be provided in these instances.) 

Defining the purpose in this manner allows for web site designers to quickly and conveniently include purpose information in the Meta tag section of their web pages.  Browsers can be programmed to look for the tag, compare it with predefined user preferences, and then give the desired result.

Limitations on Secondary Use

Limitations on Secondary use is not well defined in the current draft of P3P.  I would recommend modifying the current attribute of Recipients to address this principle.  I have defined the modifications above in the section on proposed changes to P3P. I would make the recipients tag a data element or class modifier.

I would define a class term as a “Party” tag. This tag would give the organizational identity that is gathering the information.  If the information is only used on a given web page then the tag would be <Party = web page address>.  If the information is being gathered by the web site host, the tag would be <Party =  255.255.255.255> (IP address of host machine).  This data term relates to the principle of access and correction, but I will further define that principle below. 

Collection of Unnecessary Data

Collection of unnecessary data is extremely weakly addressed in the current draft.  The closest defined term is “Identified Use”.  The problem is that this just identifies whether the data will be used in a form that identifies the owner.  I would recommend a complete restructuring of this area.

I recommend that “Necessary” be defined as whether the information asked for is necessary to complete the purpose previously defined.  I would make this a data element modifier that is defined using the key phrase NEC.  I would recommend using the European Convention as the standard.

Using the European Convention as the standard, an unmodified data element would be interpreted to mean that the data is among the minimum data required to meet the purpose.  If the data element has a plus next to it, the data element is required to complete the transaction.  If the data element has two pluses next to it, the data element is strongly required
.  Conversely, if a data element has a minus next to it, the data is not required, but will facilitate the transaction.  Lastly, if a data element has two minuses next to it, the organization makes no statement about whether it needs the information for the stated purpose.  In summary the specification would look like this:

NEC – –
We make no statement about whether we need the information for the stated purpose

NEC –
The data is not required, but will facilitate the transaction

NEC
The data is among the minimum data required to meet the purpose


NEC +
The data element is required to complete the transaction

NEC + +  
The data element is strongly required

Duration of Storage

Duration of Storage is extremely weakly addressed in the current draft.  The closest defined term is “Retention”.  The problem is that the term is defined under “Other Disclosures” as an optional topic, with nothing more defined.  I would recommend a complete restructuring of this area.

I recommend that “Retention” be defined as whether the information asked for is stored only long enough to accomplish the purpose previously defined.  I would make this a data element modifier that is defined using the key phrase RET.  I would recommend using the European Convention as the standard.

Using the European Convention as the standard, an unmodified data element would be interpreted to mean that the data is stored only long enough to accomplish the stated purpose.  If the data element has a plus next to it, the data element is stored only long enough to accomplish the stated purpose in a way that it cannot be recovered
.  If the data element has two pluses next to it, the data element is stored only long enough to accomplish the required purpose and cannot ever be recovered in any way shape or form.  Conversely, if a data element has a minus next to it, the data is stored longer than required to meet the stated purpose, but is purged on a regular basis.  Lastly, if a data element has two minuses next to it, the organization makes no statement about how long it stores the information.  In summary the specification would look like this:

RET – –
We make no statement about how long we store the information

RET –
The data is stored longer than required to meet the stated purpose, but is purged on a regular basis

RET
The data is stored only long enough to accomplish the stated purpose


RET +
The data element is stored only long enough to accomplish the stated purpose in a way that it cannot be recovered

RET + +  
The data element is stored only long enough to accomplish the required purpose and cannot ever be recovered in any way shape or form

Rights of Access and Correction

Right of Access and Correction is extremely weakly addressed in the current draft.  The closest defined term is “Access to identifiable information”.  The problem is that the term is defined under “General Disclosures” as an optional topic, with nothing more definite than they must disclose something.  I would recommend a complete restructuring of this area.

I recommend that “Access” be defined as the right to access personal information and correct inaccurate data.  I would make this a class modifier that is defined using the key phrase ACC.  I would recommend using the European Convention as the standard.

Using the European Convention as the standard, an unmodified class would be interpreted to mean that the class is stored such that the owner has the right to access personal information and correct inaccurate data with a phone call and knowledge of personal data not commonly known (Birth date, mothers maiden name, etc.).  If the data element has a plus next to it, the data element is stored such that the owner has the right to access personal information and correct inaccurate data with a phone call and knowledge of personal data not commonly known (Birth date, mothers maiden name, etc.), the data is updated or purged regularly and all corrections are communicated to all users of the information.  If the data element has two pluses next to it, the data element is stored such that the owner has the right to access personal information and correct inaccurate data with a phone call or online and knowledge of personal data not commonly known (Birth date, mothers maiden name, etc.), the data is updated or purged at least every six months and all corrections are corrected in every copy of the information that exists.  Conversely, if a data element has a minus next to it, the data can be accessed and corrected only by written request or knowledge of a password.  Lastly, if a data element has two minuses next to it, the organization makes no statement about data access.  In summary the specification would look like this:

ACC – –
We make no statement about data access

ACC –
The data can be accessed and corrected only by written request or knowledge of a password

ACC
The data is stored such that the owner has the right to access personal information and correct inaccurate data with a phone call and knowledge of personal data not commonly known (Birth date, mothers maiden name, etc.)


ACC +
The data element is stored such that the owner has the right to access personal information and correct inaccurate data with a phone call and knowledge of personal data not commonly known (Birth date, mothers maiden name, etc.), the data is updated or purged regularly and all corrections are communicated to all users of the information

ACC + +  
The data element is stored such that the owner has the right to access personal information and correct inaccurate data with a phone call or online and knowledge of personal data not commonly known (Birth date, mothers maiden name, etc.), the data is updated or purged at least every six months and all corrections are corrected in every copy of the information that exists

In all cases, this variable should be followed by a telephone number that a consumer could call from any phone in the world to get information on how to correct the data.  An alternative would be to give an Email address, but I would not recommend this as an Email is easier to ignore than a telephone call.  If only an Email address is required, companies might be tempted to give an auto responder address that does not give real information.

This variable can also serve as a key field in a log of information given to providers.  I would recommend that the creation of a log be a requirement of the platform.  A log will substantially aid a consumer in finding the source of incorrect information.  Another portion of the platform should be requiring advertisements to give either the recipient information defined above or the telephone number just defined.

Security

Security is extremely weakly addressed in the current draft.  The term is the same, “Security”.  However, the usage has nothing to do with safeguarding of data except as a company would protect trade secrets it was disclosing.  I would recommend a complete restructuring of this area.

I recommend that “Security” be defined as whether the information asked for is protected from destruction or unauthorized alteration.  I would make this a class modifier that is defined using the key phrase SEC.  I would recommend using the European Convention as the standard.

Using the European Convention as the standard, an unmodified data element would be interpreted to mean that the data is protected from destruction, unauthorized modification and release to third parties.  If the data element has a plus next to it, the data element is stored such that equipment malfunction will not destroy the data, data can only be modified with the permission of the owner and only those with a need to know in the organization have access to the data.  If the data element has two pluses next to it, the data element is stored so that even a natural disaster will not destroy the data, the data can only be modified by the written, signed request of the owner and no one can access the data without a current need for the information and permission of the owner.  Conversely, if a data element has a minus next to it, the data is secure against unintentional disclosure, modification or release.  Lastly, if a data element has two minuses next to it, the organization makes no statement about security.  In summary the specification would look like this:

SEC – –
We make no statement about security

SEC –
The data is secure against unintentional disclosure, modification or release

SEC
The data is protected from destruction, unauthorized modification and release to third parties


SEC +
The data element is such that equipment malfunction will not destroy the data, data can only be modified with the permission of the owner and only those with a need to know in the organization have access to the data

SEC + +  
The data element is stored so that even a natural disaster will not destroy the data, the data can only be modified by the written, signed request of the owner and no one can access the data without a current need for the information and permission of the owner

Summary

Implementing the European Convention as whole into P3P the following definitions result.  Purpose Specification would defined as a class identifier with three modifiers; security and right of access and correction, and limitations on secondary use.  Each data element within the class could be modified in three ways; Limitation on secondary use, retention and collection of unnecessary data.

For example the statement below:
<Purpose = 5, Party = 206.215.147.35, SEC ++, ACC - - = 1-456-234-7890, REC - -, email, last_name, birth_date RET ++>
The statement forms a complete offer for the viewing of the web page.  They are gathering the information for compiling a list that will have your Email, last name and birth date in it.  The web site, not the author of the page, is gathering the list.  They will keep the list very secure, but are not going to let you have access to it, nor tell you what they are going to do with it.  The telephone number to change information is 1-456-234-7890.  Additionally, they are going to purge your birth date from the list as soon as possible.  Otherwise, any secondary use would be consistent with gathering a list, all the information gathered is essential to the gathering of a list and all information will by purged after they are done with the list. 

The example shows how a compact set of variables can transmit a lot of information that can be used by either the user, or the user’s agent to quickly make decisions about making a transaction.

United States Regulatory sources

The current draft does not address compliance with any privacy laws, either in the United States or otherwise.  This limits the usefulness of the platform in that it creates a vacuum in the area of compliance.  Because there are no ties to a statutory framework, the platform cannot then take advantage of the already established body of definitions, rules and guides.

In the following section I analyze several discrete US laws for language with can help define the privacy practices of a provider.  US law tends to concentrate on the providers rather than the information being traded.  Therefore I am introducing a new type of data element, the header element.  Header information is information that the provider gives about themselves, to familiarize consumers about the content and policies of the company before data about the consumer is requested.

Constitutional Law

Compliance with U.S. Constitutional principles is not addressed in the current draft.  By constitutional Principles I am primarily referring to the fourth amendment
.  Most users would find relevant the provider’s policy toward providing information to authorities.  This is important in light of the recent situation involving America Online
.  I would recommend adding two terms to this area.  I recommend using the terms interior and external as defined below.

Interior

I recommend that “Interior” be defined as the policy range that a provider will use to enforce any rules of use for the data provided.  I would make this header, or generic information section that is defined using the key phrase INT.  I would recommend that the standard be that the provider will bring suit upon finding through routine activities that a violation has occurred..

Using the above mentioned standard, an unmodified data element would be interpreted to mean that a provider will bring suit and attempt to recover damages associated with misuse of information provided.  If the misuse of data falls into the realm of criminal behavior, the behavior will also be reported to the relevant authorities.  If the data element has a plus next to it, the behavior will be reported to the authorities and the provider has one or more investigative mechanisms that they use to keep tabs on the use of the data.  If the data element has two pluses next to it, the provider considers the information critical to their business and will investigate and fully prosecute any misuse.  Conversely, if a data element has a minus next to it, the provider is not concerned about the use of the data, but if notified of any misuse, misquote or intellectual theft they may bring suit.  Lastly, if a data element has two minuses next to it, the organization provides the information without limits as to its use.  In summary the specification would look like this:

INT – –
We provide the information without limits as to its use

INT–
We are not concerned about the use of the data, but if notified of any misuse, misquote or intellectual theft we may bring suit.

INT
We will bring suit and attempt to recover damages associated with misuse of information provided.  If the misuse of data falls into the realm of criminal behavior, the behavior will also be reported to the relevant authorities.  We do not have any special techniques or devices that specifically monitor for misuse.


INT +
We will report the behavior to the authorities and we have one or more investigative mechanisms that we use to keep tabs on the use of the data.

INT + +  
we consider the information critical to our business and will investigate and fully prosecute any misuse.

Exterior

There is no current definition within P3P for how a company will react when approached by enforcement personnel about a situation exterior to the company.  I recommend using the term “Subpoena”.  Subpoena means an official request for information that will be enforced by the police and court system.

I recommend that “subpoena” be defined as the level of cooperation that will be given to authorities.  I would make this a header element that is defined using the key phrase EXT.  I would recommend using “will release information asked for and none other” as the standard.

Using the above mentioned standard, an unmodified data element would be interpreted to mean that the provider will fully comply with any subpoena, but not release any information not in the subpoena.  If the element has a plus next to it, the provider will only provide the information after verification that the subpoena is valid and notifying the customer of the information to be released.  If the data element has two pluses next to it, the provider will only release information with the individual’s consent.  Conversely, if a data element has a minus next to it, the provider will provide information to any authorized government official.  Lastly, if a data element has two minuses next to it, the organization makes no statement about releasing information.  In summary the specification would look like this:

EXT – –
We make no statement about releasing information

EXT –
We will provide information to any authorized government official

EXT
We will fully comply with any subpoena, but not release any information not in the subpoena


EXT +
We will only provide the information after verification that the subpoena is valid and notifying the customer of the information to be released

EXT + +  
We will only release information with the individual’s consent

Privacy Act

Organization of the data collected into collective databases is weakly addressed.  The privacy act in the U.S. was passed because of the concern about cooperation between governmental agencies.  The Internet has brought about the same concern in another context.  People are now concerned about automatic sharing of electronic information in the private sector.  The above defined European principle of Secondary Use.  I would recommend adding a term that defines the providers participation with industry databases.  I would start with “Credit” as the key word that the provider participates with Equifax for reporting of credit information. 

I recommend that “Credit” be defined as whether the provider will report credit, both good and bed to a credit reporting agency.  I would make this a header element that is defined using the key phrase CRE.  I would recommend using will report any deliquent payments and credit extended greater than $500.

Using the above mentioned standard, an unmodified data element would be interpreted to mean that the provider will report any delinquent payments over 30 days and any extension of credit greater than $500, capable of being used more than once.  If the data element has a plus next to it, the provider will only provide information about accounts that are delinquent more than 60 days.  If the data element has two pluses next to it, the provider does not participate in credit reporting.  Conversely, if a data element has a minus next to it, the provider will report any late payment and all credit extensions.  Lastly, if a data element has two minuses next to it, the provider makes no statement as to participation in any credit reporting.  In summary the specification would look like this:

CRE – –
We make no statement as to participation in any credit reporting

CRE –
We provider will report any late payment and all credit extensions

CRE
We will report any delinquent payments over 30 days and any extension of credit greater than $500, capable of being used more than once


CRE +
We will only provide information about accounts that are delinquent more than 60 days

CRE + + 
We do not participate in credit reporting

Civil Rights act(s)

Several uses of special information are addressed in U.S. law.  The current draft of P3P does not address the protection of sensitive information.  In the following sections I wil take several U.S. laws designed around protecting persecuted groups or sensitive information and suggext additions to P3P that would enhance compliance.

The first law that I will be examining is the civil rights acts.  The acts prohibit discrimination based on race, religion or nationality.  This will quickly become a concern if this data is available through P3P.  I therefore recommend that there be a data modifier that is attached to any information that specifies race, religion or nationality.  The modifier would be required for information that definitively identifies race, religion or nationality and would be optional for all others.

I recommend that discrimination be used as whether the information asked for will be used to customize the site.  I would make this a data element modifier that is defined using the key phrase DIS.  I would recommend using the Civil Rights Act of 1969 as the standard.

Using the above mentioned standard, an unmodified data element would be interpreted to mean that the data will be used to monitor usage without modifying any offers, presentations, or other part of the site.  If the data element has a plus next to it, the data element would be used to enhance the site for certain groups without modifying offers, or otherwise changing the site.  If the data element has two pluses next to it, the information will be used to offer incentives to groups that have been discriminated against by the company or provided for by law.  Conversely, if a data element has a minus next to it, the data will be used to give incentives to groups not required by law.  Lastly, if a data element has two minuses next to it, the organization makes no statement about the use of the information.  In summary the specification would look like this:

DIS – –
We make no statement about the use of the information

DIS –
The data will be used to give incentives to groups not required by law

DIS
The data will be used to monitor usage without modifying any offers, presentations, or other part of the site

DIS +
The data element will be used to enhance the site for certain groups without modifying offers, or otherwise changing the site

DIS + +  
The information will be used to offer incentives to groups that have been discriminated against by the company or provided for by law

Telephone Consumer Protection Act

The Telephone Consumer protection act is designed to protect those who use a telephone system from the indiscriminate release of who they associate with.  This is close to the Secondary Use principle of the European union, but differs because it is the use of information generated by the transaction, not provided by the consumer.  A closer analogy is the special protection for sensitive information, except that transaction generated information may be sensitive to only some people.  Therefore I recommend that a header element be created that addresses the use of transaction generated information by the provider be defined. 

I would make this a header element that is defined using the key phrase REL.  I would recommend that the data will be maintained only for legally required record keeping purposes be used as the standard.  The element would be a required header element.

Using the above mentioned standard, an unmodified data element would be interpreted to mean that transaction data will only be kept to provide for compliance with a law.  If the data element has a plus next to it, the transaction data will be kept for billing purposes only.  If the data element has two pluses next to it, the provider will not keep the transaction data.  Conversely, if a data element has a minus next to it, the transaction data will be used as information on future purchases, but will not be released.  Lastly, if a data element has two minuses next to it, the organization makes no statement about the use of transaction information.  In summary the specification would look like this:

REL – –
We make no statement about the use of transaction information

REL –
Transaction data will be used as information on future purchases, but will not be released

REL
Transaction data will only be kept to provide for compliance with a law


REL +
Transaction data will be kept for billing purposes only

REL + +  
Provider will not keep the transaction data

Right to financial Privacy Act

The Right to Financial Privacy Act was passed to address fears that financial data was being released without the owners knowledge or consent.  Financial record keeping is not addressed in the current draft.  There needs to be a standard for online providers of finacial services.  This will allow consumers to use a bank or other provider regardless of the country that it operates in.  I would recommend a complete restructuring of this area.

I recommend that those who take funds on deposit for future purchases use this variable as a header element.  I would make this a header element that is defined using the key phrase FIN.  I would recommend using American Right to Financial Privacy Act as the standard.

Using the Right to Financial Privacy Act as the standard, an unmodified data element would be interpreted to mean that any financial records kept will only be released if the owner is notified within 30 days.  If the data element has a plus next to it, the records will not be released without prior consent from the owner.  If the data element has two pluses next to it, the records will not be released.  Conversely, if a data element has a minus next to it, the records will not be released except to government entities.  Lastly, if a data element has two minuses next to it, the organization makes no statement about financial record release.  In summary the specification would look like this:

FIN – –
We make no statement about financial record release

FIN –
Financial records will not be released except to government entities

FIN
Financial records kept will only be released if the owner is notified within 30 days


FIN +
Financial records will not be released without prior consent from the owner

FIN + +  
Financial records will not be released

Americans with Disabilities Act

The Americans with Disabilities Act was passed to remedy discrimination based on disabilities.  This correlates to the release of pharmaceutical information.  Handling of medical information is not addressed in the current draft. Providers that handle medical data have a unique position relative to data privacy.  On one hand, consumers expect that their medical data will not be freely available.  On the other hand, chemical combinations and side effects must be tracked and identified.  I would recommend that P3P use a two step approach to this problem.  The first step would be to have a statement about reporting information about the drug sold to a consumer provided to the consumers doctor of choice.  The second variable would be release of the information generally.

Doctor Notification

I recommend that the first variable be defined around the system a provider has to notify a doctor of the consumers choice about the drug sold.  I would make this a header element that is optional.  The element would be signalled using the key phrase DOC.  I would recommend using notification of the doctor within 30 days as the standard.

Using the above mentioned standard, an unmodified data element would be interpreted to mean that chemical information will be reported to the consumers doctor of choice within 30 days, regardless of other data practices.  If the data element has a plus next to it, the consumers doctor will be notified within 2 weeks.  If the data element has two pluses next to it, the consumers doctor will be notified within two weeks and updates will be sent to them for six months about changes in status of the drug.  Conversely, if a data element has a minus next to it, the consumers doctor will be notified within six months.  Lastly, if a data element has two minuses next to it, the organization does not notify doctors.  In summary the specification would look like this:

DOC – –
This organization does not notify doctors

DOC –
Consumers doctor will be notified within six months

DOC
Chemical information will be reported to the consumers doctor of choice within 30 days, regardless of other data practices


DOC + Chemical information will be reported to the consumers doctor of choice within 2 weeks

DOC + +  
Chemical information will be reported to the consumers doctor of choice within 2 weeks and updates will be sent to them for six months about changes in status of the drug

General Release

I recommend that the second variable be defined around the release of information about consumers that purchase a drug.  I would make this a header element that is optional.  The element would be signalled using the key phrase PHA.  I would recommend using release of demographic data only as the standard.

Using the above mentioned standard, an unmodified data element would be interpreted to mean that data about the consumers use of the drug will only be released in aggregated form, reporting only the number of users.  If the data element has a plus next to it, the records, even in aggregate form, will not be released without prior consent from the owner.  If the data element has two pluses next to it, the records will not be released.  Conversely, if a data element has a minus next to it, the records will only be released to doctors and other pharmaceutical companies.  Lastly, if a data element has two minuses next to it, the organization makes no statement about record release.  In summary the specification would look like this:

PHA – –
We make no statement about record release

PHA –
Data about the consumers use of the drug will only be released to doctors and other pharmaceutical companies

PHA
Data about the consumers use of the drug will only be released in aggregated form, reporting only the number of users, with no breakout less than 50 users


PHA +
Data about the consumers use of the drug, even in aggregate form, will not be released without prior consent from the owner

PHA + +  
Data about the consumers use of the drug will not be released

Communications Decency Act

The Communications Decency Act, though in part invalidated by the U.S. Supreme court, remains a latent desire by many consumers.  The subject of morally objectionable material is currently not addressed in P3P.  I recommend that the subject be divided up into two sections, one addressing pornography, the other addressing obscenity.

Pornography

Presentation of pornographic material is currently not addressed.  This will change with the possibility that a consumer may release substantial information by visiting a web site.  Therefore I would suggest that P3P design an early warning system that will allow users to opt out of objectionable material before information can be gathered.  

I recommend that “Pornography” be defined as the showing of sexual body parts or fluids.  I would make this a header element that is defined using the key phrase PON.  I would recommend using no showing of sexual organs or bodily fluids as the standard.

Using the above mentioned standard, an unmodified data element would be interpreted to mean that the data will not show sexual organs, nor bodily fluids.  If the data element has a plus next to it, the data will not suggest nor show sexual organs or bodily fluids.  If the data element has two pluses next to it, the data has no pornographic elements or overtones.  Conversely, if a data element has a minus next to it, the data will show sexual organs, but not sexual contact or fluids.  Lastly, if a data element has two minuses next to it, the data contains pornography.  In summary the specification would look like this:

PON – –
The data contains pornography

PON –
The data will show sexual organs, but not sexual contact or fluids

PON
The data will not show sexual organs, or bodily fluids


PON +
The data will not suggest nor show sexual organs or bodily fluids

PON + +  
The data has no pornographic elements or overtones

Language

I recommend that “Profanity” be defined as language describing sexual acts, excretiatory functions, or blasphemy as defined by majority religions.  I would make this a header element that is defined using the key phrase PRO.  I would recommend using less than one word in fifty being profanity as the standard.

Using the above-mentioned standard, an unmodified data element would be interpreted to mean that the data has less than one word in fifty that would be considered profanity.  If the data element has a plus next to it, the data has random symbols replacing profanity.  If the data element has two pluses next to it, the data does not contain profanity.  Conversely, if a data element has a minus next to it, the data contains profanity in excess of one word in fifty.  Lastly, if a data element has two minuses next to it, the organization makes no statement about whether the data contains profanity.  In summary the specification would look like this:

PRO – –
We make no statement about whether the data contains profanity

PRO –
The data contains profanity in excess of one word in fifty

PRO
The data has less than one word in fifty that would be considered profanity


PRO +
The data has random symbols replacing profanity

PRO + +  
The data does not contain profanity

Summary

United States law provides a fertile ground for areas of special protection of data.  Using the already defined laws and definitions will advance P3P far quicker than starting from scratch.  I would therefor recommend that U.S. law be used as either header elements or optional data modifiers.  

Conclusions

While P3P is a positive initial step, it will require significant additional effort from parties not yet involved before becoming a useful tool.  The language as currently proposed favors industry.  The final proposal will have to benefit both consumers and industry if it is to be effective.

Additionally, Programmers will have to incorporate the terms into programs.  This will require statements attached to any recommendation that Microsoft and Netscape are going to include the platform in their browsers. Service providers will have to write agreements that use the terms. And users will have to trust the system enough to use it.  

Simplify Reporting Scheme

The current scheme within P3P is too complex.  The scheme should be simplified to use header elements, class identifiers, and data element modifiers.  The Header elements would define general principle s that govern the providers corporate policy.  Class identifiers define standards for a class of information requested.   Data element modifiers provide a relief valve for providers that wish a specific use for a piece of information.

The elements used above can be easily accommodated within the existing HTML structure.   By defining the above information and the request as a Meta tag, current browsers will ignore the requests for information and give the user no additional information.  As browsers begin to recognize the information, the users will be prompted to provide information.

There is still one large area left to be defined, the data elements themselves.  Effort needs to be expended to standardize the elements available to reduce problems of asking for one piece of information and receiving another.  This area is too important to be left to much further in the process.  I recommend that the P3P working group define at least 10-15 data elements to help the process before finalizing the platform. 

Use European Principles as a model

The principles defined in the European convention and further refined above need to be addressed in any platform that deals with privacy.  Because regulatory bodies in the European Union will look to the system as a way to monitor compliance, if the principles are not addressed up front, they will need to be added later.

Further, the incorporation of the principles into the platform will harmonize US and European practices, allowing freer commerce between the two.  This is especially important in light of the directives requirement to limit data flows to those who do not substantially comply.  The alternative might be European countries placing limits on the inclusion of P3P options sold in their country.  This would have a disastrous effect on  the overall acceptance of P3P.

Therefore I recommend the following.  Purpose Specification would defined as a class identifier with three modifiers; security and right of access and correction, and limitations on secondary use.  Each data element within the class could be modified in three ways; Limitation on secondary use, retention and collection of unnecessary data

Use U.S. law as options

U.S. law is concentrated on specific kinds of data and specific kinds of protections.  This limits the direct relationship to additional terms.   However, the large body of defined terms and accepted standards should not be ignored.  Especially as most of the laws address a concern of citizens that will like rise again unless addressed
.  Rather than add the terms piecemeal over time as abuses come to light, I recommend that U.S. law be provided as optional header information.  Specific terms can be used by companies within an industry to relate their internal policies
.

Therefore I recommend the following.  Use constitutional law to define relations with regulatory authorities.  Us the privacy act to define participation in industry databases.  Us the Civil Rights Act to relate policies about race, religion and nationality.  Use the telephone consumer protection act to relate policies about transaction generated information.  Use the Right to Financial Privacy Act in the financial services sector.  Use the Americans with Disabilities Act to relate medical practices.  Use the Communications Decency Act to relate obscenity/pornography.

By defining standards in the above-mentioned areas, P3P should gain wider acceptance than if these areas are added later.

� The project web page can be found online at � HYPERLINK http://www.w3c.org/P3P/ ��http://www.w3c.org/P3P/�.  The current copy of the working draft can be found online at � HYPERLINK http://www.w3.org/TR/1998/WD-P3P-harmonization ��http://www.w3.org/TR/1998/WD-P3P-harmonization�.  This paper was prepared using � HYPERLINK http://www.w3.org/TR/1998/WD-P3P-harmonization-19980330 ��http://www.w3.org/TR/1998/WD-P3P-harmonization-19980330�.  Other working drafts that compose the entire project are used later.  P3P as referred to in this paper means the combination of the vocabulary, grammatical model and data design, and architecture working draft.


� See online � HYPERLINK http://www.w3c.org/P3P/P3FAQ.html ��http://www.w3c.org/P3P/P3FAQ.html� Answer No. 1.  The language avoids any reference to the exchange of value during the use of the model.


� The Uniform Commercial Code is not currently being modified to use P3P, but as the framework becomes popular, the UCC will need to incorporate both the terms and the legal consequences of missing or omitted terms in an agreement.


� Paul M. Schwartz & Joel R. Reidenberg, Data Privacy law, 392(1996).  companies in the private sector are unwilling to restrict themselves more than required by law.


� Herbert Schilt, C The Complete Reference 13 (1987).  Stating that use of non-standard terms is disfavored generally and not allowed in large programming groups because of the difficulty in understanding new terms slows a project down.  Also warns that any new term used creates a detour in project completion because of the time required to define the term sufficient for use in all aspects of project.


� I am explicitly avoiding the issues of Simplicity, Layering and Defaults as these issues were addressed by Designing a Social Protocol: Lessons learned from the Platform for Privacy Preferences Project  Which can be found online at  � HYPERLINK http://www.w3.org/TR/NOTE-TPRC-970930/ ��http://www.w3.org/TR/NOTE-TPRC-970930/�.


� These, of course, do not define all of the models for mass commerce.  I am not going to evaluate the Communist form of commercial exchange, as it is fading in use.  Nor am I going to examine any of the experimental forms of commerce that are used in limited context such as bartering, tributes or tithing. 


� Paul M. Schwartz & Joel R. Reidenberg, Data Privacy law, 12(1996).


� This also includes language related topics such as Economics, Marketing and Communications.  While each of these academic disciplines have increased the ability of companies to mass market, they are beyond the scope of this paper.


� Even though the advent of telephones has created vocabulary of its own.  The vocabulary created by the advent of the telephone is well defined and shares the same definitions in the real world and the Internet.


� I am ignoring city and county laws, as well as industry standards, all of which may be a source for vocabulary and substantive law.  All readers are encouraged to check these sources before committing to a single definition.


� U.S. Const. art. I, sec.8, cl. 3


� Paul M. Schwartz & Joel R. Reidenberg, Data Privacy law, 9(1996).


� Va. State Law § 58.1-603


� Gateway 2000 Web Site, See Online 


� Of course U.S. law has other areas, but these are the most relevant.


�  15 USCA § 1


� Restatement of Contracts § 79.


� UCC §1-102


� UCC § 2-313


� UCC §1-205


� Restatement of Contracts §22


� I explore below several of the other laws, such as The Telephone Consumer Protection Act, There are too many to mention at length.


� 26 U.S.C.A. S 6050I


� There are other possibilities for arrangements, and some terms may not be required, but the United States is the best working model available.


� Council of Europe, Convention for the Protection of Individuals with Regard to Automatic Processing of Personal Data 20 I.L.M. 317 (1981). Directive 95/46/EC of the European Parliament 20 I.L.M.423 (1981).


� Id. at 423.


� Id at 317.


� Id at 424.


� Id at 425.


� Id at 424.


� Id at 424.


� Id at 425.


� Id at 425.


� Web Wide revenue estimated at 75 Billion, 200% of last years total.  Activmedia Research online at: � HYPERLINK http://www.activmedia.com/ ��http://www.activmedia.com/�.  


� Growth rate expected to decline. See online: � HYPERLINK http://www.zdnet.com/products/content/articles/199803/ads.stride/index.html ��http://www.zdnet.com/products/content/articles/199803/ads.stride/index.html�. 


� Poll taken of 1600 persons.  Poll can be found online: � HYPERLINK http://cgi.zdnet.com/zdpoll/question.html?pollid=287&action=a ��http://cgi.zdnet.com/zdpoll/question.html?pollid=287&action=a� 


� Estimated by Microsoft find online: � HYPERLINK http://www.zdnet.com/products/content/articles/199803/ads.stride/index.html ��http://www.zdnet.com/products/content/articles/199803/ads.stride/index.html� 


� Information gathered from personal experience while purchasing several hard drives, motherboards, RAM chips, shirts, artwork and plane tickets.


� Usually the arrangements include a surcharge for better service.


� This is always true with computer parts because of the extreme price fluctuations.


� I mention this standard because it is a common complaint among user groups, even though it is beyond the scope of both this paper and the P3P project.


� Most browser have an indicator in the lower right corner indicating whether SSL is being used.  Because there is not currently a method for users initiating a secure connection, the provider must use security in order for the transaction to have any encryption.


� But once again, an area beyond the scope of this paper.


� I mention deliveries as one area that needs developing, but that will be affected by the privacy standards set.  Privacy expectations on line will effect the way products are packaged, labelled and handled.


� This is a goal enunciated by EC Directorate General XV's Working Party on the Protection of Individuals with Regard to the Processing of Personal Data, First Orientations on Transfers of Personal Data to Third Countries -- Possible Ways Forward in Assessing Adequacy (June 26, 1997).


� TrustE, Zdnet (1998)


� Id at


� Government Regulation also seems to be a precursor to European Acceptance.  Angela Drolte, EC Privacy Working Group Tentatively Defines `Adequate Protection' of Data Privacy Rights EPLR Lead Report , (July 27,1997).


� Supra note13 at 312.


� See also Supra note 49.


� This area is beyond the scope of this paper, but is mentioned for completeness.


� Another are that is beyond the scope of this paper.


� This is a guess, based on my participation in like groups and a critical look at the authors of the P3P platform.


� I am actually adapting an idea found online known as the geek code.  See Online � HYPERLINK http://storm.sonic.net/dane/geek/ ��http://storm.sonic.net/dane/geek/�


� Supra note 1.


� Supra note 26.


� I am setting the system up from the perspective of a user, therefore anything that increases individual privacy is determined to be good and anything that decreases personal privacy is determined to be bad.  The system can also be set up from other equally valid perspectives, such as providers, governmental or financiers.  While the details would change, the system remains valid.


� Browsers already do this in interpreting HTML code.


� This is not a well-defined term, but the European Convention envisions this more as a Boolean element, but for consistency I would keep it as a range, though more work is needed to refine the variable into something useful.


� The European Convention envisions this as a Boolean variable more than a range.  However, this variable needs to be defined around a range because of the various responses that can be given.  The positive end of this range needs work on things a company can do to shorten the amount of time information is stored.


� U.S. Const. Amend IV.


� See � HYPERLINK http://www.geocities.com/Pentagon/9241/ ��http://www.geocities.com/Pentagon/9241/�


� Since most U.S. laws came about as a result of a perceived crisis, most laws are tailored to prevent specific behavior or a specific situation.  Since the on line world will be populated by the same people as the real world , these situations will likely recur unless made unacceptable from the start.


� P3P could thereby become a vehicle for companies to comply with any notification requirements in the laws.
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