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Goal: 
People can accomplish their 
daily computing tasks with 
the benefits of the web.



Let's talk about APIs that allow communication with
peripherals & other devices using low-level protocols.



Windows, Mac, etc apps



Chrome Apps



Electron Apps



Web Apps



“Lack of APIs” is #1 request from “Progressive Programmers” segment.
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Bluetooth

● Overview
● W3 community group
● MDN Docs
● Specification

2017 v56

2020 v79

2017 v6.0

2017 v43

from caniuse.org

USB

● Overview
● MDN Docs
● Specification

2017 v61

2020 v79

2017 v8.0

2017 v48

from caniuse.org

HID

● Overview
● MDN Docs
● Specification

2021 v89

2021 v89

2021 v75

from caniuse.org

Serial

● Overview
● MDN Docs
● Specification

2021 v89

2021 v89

2021 v75

from caniuse.org

https://web.dev/bluetooth/
https://www.w3.org/community/web-bluetooth/
https://developer.mozilla.org/en-US/docs/Web/API/Web_Bluetooth_API
https://webbluetoothcg.github.io/web-bluetooth/
http://caniuse.com
https://web.dev/usb/
https://developer.mozilla.org/en-US/docs/Web/API/USB
https://wicg.github.io/webusb/
http://caniuse.com
https://web.dev/hid/
https://developer.mozilla.org/en-US/docs/Web/API/HID
https://wicg.github.io/webhid/
http://caniuse.com
https://web.dev/serial/
https://developer.mozilla.org/en-US/docs/Web/API/serial
https://wicg.github.io/serial/
http://caniuse.com


USB,
Bluetooth, HID, Serial
28-day average over 5 years

↓2018
↓2022

USB



Bluetooth, HID, Serial
28-day average over 5 years

↓2018 ↓2022

HID

Bluetooth



Areas of Use



Education: NASA Tech 
Rise Telemetry Simulator



Education: Microsoft MakeCode
"Download your code onto physical hardware devices"



Education: Microsoft MakeCode
"Download your code onto physical hardware devices"



LEGO Education
Bluetooth
Serial



Education: VEX Robotics, The Pocket Lab, more…



Flash Tools: TI & NumWorks Graphing Calculators



Flash Tools: Android / GrapheneOS



Enterprise: Call Control



Entertainment: Stem Player

Web App using WebUSB is the
single application option.

Kanye West & Kano Computing

Exclusive distribution of Donda 2 album



Hobbyist: Microcontrollers
Esprino & ESP Web Tools

Javascript interpreter on microcontroller.
Web IDE 

https://www.espruino.com/ide/


Personal Electronics: Logitech Receiver



Personal Electronics: Wooting Keyboard Tooling



Personal Electronics: 
remap-keys.app

http://remap-keys.app


Health: Tidepool

Electron app to upload diabetes
data from devices.



Health: Xchart



People are getting tasks done.



Developer Experimentation
opportunity and potential



Developer
Experimentation

@Vincent_Scheib
Twitter collection
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Many possibilities.

Efficient cross platform development,
easy to use APIs,

and distribution are key motivators. 



Discussion



Security



Without Web APIs

● People will still use their devices.  But how?
● People will install native apps.
● Pros: install friction reduces how often this is done

(though security research shows it is not a barrier given incentives)
● Cons: Exposes people to security and privacy issues across many APIs, 

access to all devices



Security Model

● Balancing risk trade offs between
○ Installing Windows/Mac/etc apps with multi-device, multi-api access
○ Web Browser restricted access:

● Requires secure context.
● Permission granted one device to one site. Least privilege principle.
● Blocklist device or attributes.
● Users informed when the device is accessed.



WebUSB notification



Chrome’s Chooser Dialog



Risk: Exposing information about user's devices

Sites can not access list of user’s devices

Access to a device only after a person selects one via a chooser.



Risk: Device can be compromised, e.g. firmware update

Users must select and grant access to a device

Sites do not know ahead of time whether a vulnerable device is available.  
Attempting to connect to many devices is very noticeable.

Devices under active attack can be added to a blocklist



Risk: Cross origin data sharing

Users must grant access to device multiple times, for each origin.

Comparable to saving and opening a file between sites.



Risk: Devices not designed to be accessed by any website

'Not designed' or 'fundamentally unsafe to be accessed by browser'?

Native applications also provide any software to access any device

Devices that are fundamentally unsafe can be added to the blocklist



Risk: Users don't understand the permission

Chooser designed to be hard to "just click yes".  Must select a device first.  Then 
connect.

User agents can provide in context help

User agents may add more information to the permission dialog


