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1 Introduction

The context of this document is a request by the W3 Policy working group to gain insight into scenarios necessary to exersize the already extant requirements in the charter for UDDI integration with WS: Policy. 

The Web Services Policy Working Group is also chartered to standardize mechanisms for associating policy expressions with Web Service constructs. ... [Such as] A model for attaching policies to UDDI v2 and UDDI v3 entities. The model defines: 

· A partitioning of UDDI constructs into service provider, service, and endpoint policy subjects. 

· The semantics of attaching a policy to each policy subject. 

· How to combine policies attached to more than one UDDI entity within a policy subject. 

· A set of tModels for referencing and registering policy expressions in UDDI v2 and UDDI v3. (http://www.w3.org/2006/04/ws-policy-charter.html). 

This document contains use cases that describe some business based scenarios for the components of a SOA Infrastructure. In particular it documents scenarios where components must to be able to notify each other about changes in policy artifacts that comply with WS: Policy. It is assumed that they will do so by complying with the guidance above from the charter of the working group. The scope of this document is non technical, i.e. no solutions to these problems are proposed. Rather the document proposes a set of problems in which components must communicate using the glue of a standards based solution. It is up to the working group to choose to follow its current charter and adapt UDDI to solve these important problems, or to solve them by changing the scoope of the charter. It is important to Citigroup, the contributor of these scenarios that these problems do get addressed. It is further the view of Citigroup that the core UDDI specification is capable of solving these problems.

These notification use cases have been elaborated. Any supporting use cases (e.g. approval workflow etc. ) have been listed here without the adaquate detail; the reason we include this list of supporting use cases is to show how, without the realization of these base use cases these important supporting use cases could only be realized by having notices take place using a proprietary mechanisms; this would produce an anarchical environment and significantly inhibit our ablility to role out a policy framework using ws policy as its foundation.

2 Business Scenarios
Following are the Business Scenarios identified in the context of Policy Notification. These scenarios serve as a background for the below Notification Use Cases.

General considerations

It is assumed by that the policy environment is going to often be a federated one with multiple enforcement points, service owners and consumers. These service participants will exist in a multi platform multi vendor enviornment. All of these platforms and tools will have policy responsibilities. These policies will have to interoperate across boundreies such as: regulatory environments, organizational boundries, technology platforms, and geographies. The golden source
 of policy will not be hosted in one place in either an enterprise, or most B2B scenarios.

A change of a policy artifact in one location (golden source for that policy document) needs to be propagated to other repositories that cache the change. Additionally, all interested parties (service consumers, service providers, Web Service Management (WSM) agents, Stakeholders, etc.) must be capable of receiving a standards based automated notification of these changes.

This document expresses some of the key the scenarios and use cases related to these general considerations.
Assumptions

1. Policies will always be changed by human actors, i.e. policy change is always initiated and approved by human actors.

2. Bindings/Attachments of policies to endpoints can change automatically.

3. (a) Notification from machine to machine is in scope, this might take place using intermidiaries such as a UDDI repository, an ESB etc. (b) notification from machine to human is out of scope.
4. Policy Managers are different from policy enforcement agents. It will often be a Policy Manager’s responsibility to provision a policy change to the agents that they manage.

5. Policy can originate and change in at least two different places, such as a Registry using the UDDI standard, or some other standard model, though the UDDI model is preferred by the authors of this document, or policy Managers, or even policy enforcement points. 
Notification scenarios

1. Policy document is modified

2. New Policy document is created

3. Policy document is discontinued

4. Policy custody is migrated to another owner

5. New Policy/service binding/attachment is created; this is potentially a part of the end to end scenario in the case of 1, 2,3

6. Policy/service binding is removed; this is potentially a part of the end to end scenario in the case of 1, 2,3

Citigroup-specific examples of the changes that lead to notification

1. Business Information Security Officer (BISO), S. Holmes, decides that new encryption algorithm needs to be applied to the SOAP messages, rendering the previous version obsolete.

2. Adoption of a new WS-* standard profile, requiring additional compliance check. (WS-I SecureReliableMessaging profile, for example) (scenario 2, 5  and 6)

3. A business unit is reorganized and thus is subject to new divisions policies. E.g. retail brokerage moves from an Investment Bank to our Private Wealth Management division. This makes it’s policies the property of a new sector.(scenarios 4 and 6). This use case requires change of policy ownership from one business unit to another business unit. This would, potentially, also require a migration from one golden source to another golden source for the policy. (scenario 4, 5, and 6)

4. Policy is discontinued because an existing WS-* standard(e.g. WS-Notoification) has been deprecated and instead been replaced with a new WS-* standard (WS-EventNotification), or because of a proprietary decision around policy particular to our organizaiton (scenario 3 and 6).

3 Service Consumer Considerations

It is important to understand how a policy comes about and where its contents originate. It is understood that a policy is a result of multi-party negotiation process. Following are the scenarios that result in a new/updated policy, as applied to relationship between Service Consumer (Consumer) and Service Provider (Provider) entities.

· Provider doesn’t know who his Consumers will be and creates a policy with one goal in mind: ensure proper and secure utilization of the Service. In this case, the Provider-side policy is imposed on any future Consumer, who typically has little or no say in how the policy is formed/amended. The Consumer role is a passive one of a comliant user.

· Provider creates a basic default policy, so that Consumers, who don’t care have something to comply with. However, Provider leaves room for “Power” Consumers to come to the table with their own rules. Example would be a consumer bank that wants a certain level of encryption for all communications it is doing. Each Service Provider (internal or external) would have to utilize this level of encryption in order to get business from the bank. Such rules may in turn cause the Provide to make certain changes in the Service to accommodate Consumer’s requirements. In general, it is assumed that a negotiation process takes place before the combined Consumer-Provider policy is created. Such unified policy may then be enforced end to end at any SOAP node, be it consumer-side, in-network or provider-side. Any changes that Consumer institutes will lead to an iteration of the negotiation, and enforcement process. The key point here is that the stakeholder actors to these negotiations are not just the consumer and producer, but all intermidiaries, and all human owners of organizations with interests here.
· A variation of the case #2 in that it leaves Consumer more freedom in implementing the policy change. Consumer may decide that a change has to be implemented immediately, unless it requires code change. Consumer then changes the policy himself and notifies Provider post-factum. It is even possible that an intermediary can broker the new policy and that the producer might not be capable of executing the new consumer policy. This scenario makes the notion of a policy attachment more compex, but also more realisitic given the prevalence of ESB technology which matches up impedence mismatches between consumers and producers.
4 Actors

	Actor
	Type
	Description

	Policy Author
	Human
	An individual charged with creation of new policies, or versions of existing policies. 

	Policy Admin
	Human
	An individual or a group charged with policy administration responsibilities, other than policy creation. Such responsibilities include modification of policies, setting up approval workflow, configuration of things like reporting and audit,  as well as general maintenance of PM Component

	Approver
	Human
	An individual or a group charged with approval of certain stage in policy life cycle, such as creation, deployment, modification or deprecation/discontinuation.

	Business Service Owner
	Human
	An individual or a group responsible for maintenance of a Business Service. This actor’s activities, while important are out of scope for this document, 

	Consumer Application Owner
	Human
	An individual or a group responsible for maintenance of the consumer application. In this context, this actor is represented alternatively by Subscriber (party to be notified) or Policy Admin (party making adjustment to a policy). See Consumer Considerations section for details.

	Policy Stakeholder
	Human
	An individual or a group who take interest in policy life cycle.

	Subscriber
	Human
	An individual or a group, who is (voluntarily or forcefully) subscribed to receiving notifications about new policies or changes in the existing policies.

	PM Component
	System
	Policy Management component. Used to create, retrieve, update or delete policies and associated artifacts. May store all or a subset of existing policies.

	WSM Component
	System
	Web Services Management Component. Typically includes a component that manages runtime policies.

	Policy Enforcement Engine
	System
	Software agent that is directly responsible for enforcement of a policy and its assertions. 

	Policy Golden Source
	System
	A primary repository for a policy, the only place that maintains the master copy of the policy. Copies of the policy golden source can be made for performance purposes. In the case of a policy attachment only one golden source for the binding can exist.

	Policy System Of Record (PSOR)
	System
	Software (likely, a UDDI Registry) that stores a master reference for every policy, stored in the various repositories. Their may be many of these registries in a sophisticated enterprise.

	Governance Component
	System
	Software component that supports various SOA governance activities beyond Policy Management, such as Approval Workflow.


5 Diagrams

5.1 Use Case Diagram

This diagram represents all actors, use cases and their relationships.
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5.2 Sample Deployment Diagram

This diagram represents one alternative deployment and will be amended in the future to bring it closer to what actual deployment may look like.  At this point the goal is to generate some discussion.
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6 Use Case 1: Policy CRUD Operation
6.1 Summary

	Goal of Use Case:
	Common shell for use cases that affect state of the policy document or its dependent entities, such as policy bindings or attachments.

	Pre Conditions:
	

	Post Conditions (Success):
	Approval Workflow is executed where applicable. All interested parties have become aware of the change and full change payload was transferred where required.



	Post Conditions (Failure):
	

	Triggers:
	See triggers for respective extended UC’s: Create Policy, Version Policy, Discontinue Policy and Manage Policy Bindings


6.2 Main Path

	Step
	Actor
	Description
	Branches
Condition      Location

	1. 
	Policy Admin, PM Component
	Perform respective action, as described in extended UC’s: Create Policy, Version Policy, Discontinue Policy and Manage Policy Bindings.
	Never
	

	2. 
	PM Component
	Defer to Use Case: Approval Workflow
	Approval obtained?
	Yes, step 3
No, step 1

	3. 
	PM Component
	Defer to Policy Notification Use Case
	Always
	Policy Notification

	4. 
	PM Component
	If a change so warrants, initiates Use Case: Policy Sync
	Always
	Policy Sync


6.3 Diagrams

6.3.1 Sequence Diagram
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Use Case 2: Create Policy

6.4 Summary

	Goal of Use Case:
	In this use case, a new policy is conceived, created, classified and decorated.

	Pre Conditions:
	Policy has been defined by the Stakeholder and communicated to Policy Admin

	Post Conditions (Success):
	Well-formed, comprehensive Policy document is successfully created.

	Post Conditions (Failure):
	System fails to create well-formed, comprehensive Policy document. Includes conditions, such as:
Invalid Policy (due to syntax), Missing Policy, Partially Complete Policy (missing/invalid attachments), Missing Link in PSOR, Semantically Duplicate Policy, Syntactically Duplicate Policy

	Triggers:
	A New Policy Request submitted to Policy Admin.


6.5 Main Path

	Step
	Actor
	Description
	Branches
Condition      Location

	Flow continues from Policy CRUD Operation Use Case

	1
	Policy Author
	Enters a New Policy using PM Component UI 
	Never
	

	   2
	PM Component
	Generates WS Policy document and stores it
	Never
	End

	Flow returns to Policy CRUD Operation Use Case (step 2)


6.6 Diagrams

6.6.1 Sequence Diagram

[image: image4.emf]Perform Action

Policy Author

PM Component

Policy CRUD OperationUC

Generate and store Policy

Enter Policy

Process Input


Use Case 3: Version Policy

6.7 Summary

	Goal of Use Case:
	In this use case, a new version of a policy is conceived, created, classified and decorated.

	Pre Conditions:
	A new version of a Policy has been defined by the business service and/or consumer application stakeholder and communicated to policy admin

	Post Conditions (Success):
	Well-formed, comprehensive new version of Policy document is successfully created.

	Post Conditions (Failure):
	System fails to create well-formed, comprehensive new version of Policy document.

	Triggers:
	A Policy Version Request submitted to Policy Admin


6.8 Main Path

	Step
	Actor
	Description
	Branches
Condition      Location

	Flow continues from Policy CRUD Operation Use Case

	1
	Policy Author
	Enter a New Policy Version using PM Component UI 
	Never
	

	   2
	PM Component
	Generate a new version of WS Policy document and stores it.
	Never
	

	   3
	Policy Author
	Determine whether old version needs to be immediately retired; this decision has to go through approval workflow.
	To be retired?
	Yes, Step 4
No, Step 5

	   4
	PM Component
	Defer to Policy Notification Use Case to issue and send notification about the change to old version Subscribers. Specify that the old policy is to be retired and its usage is no longer supported.
	Always
	Policy Notification Use Case

	   5
	PM Component
	Defer to Policy Notification Use Case to issue and send notification about the change to old version Subscribers. Stress that the old policy is not immediately to be retired but the retirement is scheduled to a future date after which its usage will no longer be supported.
	Always
	Policy Notification Use Case

	Flow returns to Policy CRUD Operation Use Case (step 2)


6.9 Diagrams

6.9.1 Sequence Diagram
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7 Use Case 4: Discontinue Policy

7.1 Summary

	Goal of Use Case:
	In this use case, a version of a policy is declared as no longer in use. As a result, it should not be used in production environment. Conditionally, it may also need to be archived, which involved deletion of all policy instances but the one archived.

	Pre Conditions:
	Policy already exists and being enforced by the enforcement agent

	Post Conditions (Success):
	Policy is marked as “discontinued” and is archived for future audit reference.

	Post Conditions (Failure):
	· System fails to mark policy as “discontinued”

· System fails to archive policy

	Triggers:
	A Discontinue Policy Request submitted to Policy Admin, typically by a Stakeholder.


Main Path (no archiving required)
	Step
	Actor
	Description
	Branches
Condition      Location

	Flow continues from Policy CRUD Operation Use Case

	1
	Policy Admin
	Navigate to a Policy using PM Component UI.
	Never
	

	2
	Policy Admin
	Change status of a Policy to “discontinued”.
	Never
	

	3
	PM Component
	Mark Policy document and its dependent documents as “discontinued”.
	Never
	

	Flow returns to Policy CRUD Operation Use Case (step 2)


7.2 Alternate Paths

7.2.1 ALT 1: Discontinue with Archiving
	Step
	Actor
	Description
	Branches
Condition      Location

	Flow continues from Main Path after Step 3

	4
	PM Component
	Defer to Archive Policy Use Case
	Never
	

	Flow returns to Main Path


7.3 Diagrams

7.3.1 Sequence Diagram
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8 Use Case 5: Manage Policy Attachments
8.1 Summary 

	Goal of Use Case:
	In this use case, a manipulation is performed on policy attachments or bindings, by either adding new or removing an existing binding. Each attachment represents a specific EPR (Endpoint Reference) that is subject to the policy. The implementation of the use case may include variations as described in WS-PolicyAttachment spec. Options include embedded, WSDL-based or UDDI based attachement mechanism. No specific weight is given to the any particular option.

	Pre Conditions:
	Policy and its attachments exist and are well defined and accessible.

	Post Conditions (Success):
	A policy attachement successfully added/removed.

	Post Conditions (Failure):
	System fails to successfully add/remove a policy attachment.

	Triggers:
	A request to add/remove a policy attachment submitted to Policy Admin.


8.2 Main Path

	Step
	Actor
	Description
	Branches
Condition      Location

	Flow continues from Policy CRUD Operation Use Case

	1.
	Policy Admin
	Navigates to a Policy using PM Component UI.
	Manipulation?
	Add? ALT1
Remove? ALT2

	5. 
	Policy Admin
	Follow respective Alternative Path
	
	

	Flow returns to Policy CRUD Operation Use Case (Step 2)


8.3 Alternate Paths

8.3.1 ALT 1: Add New Attachment
	Step
	Actor
	Description
	Branches
Condition      Location

	6. 
	PM Admin
	Navigates to Add Attachment GUI and enters information for the new attachment.
	Never
	

	4.
	PM Component
	Validates and stores new attachment.
	Never
	End


8.3.2 ALT 2: Remove Attachment
	Step
	Actor
	Description
	Branches
Condition      Location

	3.
	PM Admin
	Navigates to Remove Attachment GUI and selects an attachment to remove
	Never
	

	4.
	PM Component
	Deletes an existing attachment.
	Never
	End


8.4 Diagrams

8.4.1 Sequence Diagram
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Use Case 6: Policy Notification

8.5 Summary

	Goal of Use Case:
	Notify all interested parties about the nature of the change in policy or its dependent entities. Establish communication channel with each subscriber and transfer all information pertaining to the change. This UC is independent of the nature of notification origin or target. In other words, same process has to take care of the notification, regardless of whether it is a business service owner posing as Policy Admin notifying Consumer, or a case of Consumer changing his policy section and letting Policy Admin know.

	Pre Conditions:
	Subscription List created and all interested parties subscribed.

Reliable communication channels are configured with each subscriber.

	Post Conditions (Success or Failure):
	Depends on the success or failure of two dependent Use Cases: Propagate Change and Manage Subscription List. If usage of one of them fails, than this Use Case fails too.

	Triggers:
	A change was introduced to PM Component in Use Case: Policy CRUD Operation


8.6 Main Path

	Step
	Actor
	Description
	Branches
Condition      Location

	1
	PM Component
	Collects all pertinent information about a change and forms a Notification Package. The Notification Package MUST include: identification of the Subscriber (either human or system), details of the change, references to human-readable documents linked to the policy and a reference to WS-Policy copy in the Golden Source.
	Never
	

	2
	PM Component
	Uses Use Case: Manage Subscription List to retrieve the list. Iterates on a Subscription List, for each subscriber redirects to Use Case: Propagate Change
	Never
	End


8.7 Diagrams

8.7.1 Sequence Diagram
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Use Case 7: Manage Subscription List

8.8 Summary

	Goal of Use Case:
	Allow manipulation of the Subscription List (SL) that contains subscribers to notifications about Policy changes. Includes both human and system subscribers. The SL is hosted by PM Component through API and Admin UI.

	Pre Conditions:
	Policy exists

	Post Conditions (Success):
	Subscription List manipulation succeeded.

	Post Conditions (Failure):
	Subscription List manipulation failed.

	Triggers:
	1. Invocation from Policy Notification Use Case, when a list needs to be retrieved.

2. Email from Subscriber to Policy Admin asking for addition to/removal from the Subscription List.

3. API invocation by a system component to facilitate addition/removal of a subscription.


8.9 Main Path

	Step
	Actor
	Description
	Branches
Condition      Location

	1
	PM Component
	Analyze manipulation request (Add Subscription, Bind Subscription, Remove Subscription, Find Subscription, Retrieve Subscription).
	Evaluate requested action
	Add, step 2
Bind, step 3
Remove, step 4
Find, step 5
Retrieve, step 6

	2
	PM Component
	For Add Subscription action, see Alternate Paths ALT 1 & 2
	Never
	

	3
	PM Component
	For Bind Subscription action, see Alternate Path ALT 3
	Never
	

	4
	PM Component
	For Remove Subscription action, see Alternate Path ALT 4
	Never
	

	5
	PM Component
	For Find Subscription action, see Alternate Path ALT 5
	Never
	

	6
	PM Component
	For Retrieve Subscription action, see Alternate Path ALT 6
	Never
	End


8.10 Alternate Paths

8.10.1 ALT 1: Add Subscription Manually

	Step
	Actor
	Description
	Branches
Condition      Location

	1
	Subscriber
	Send email to Policy Admin asking to be notified.
	Never
	

	2
	PM Admin
	Process subscription requests by manually adding a subscriber via Admin UI.
	Never
	

	3
	PM Admin
	Send an acknowledgement to Subscriber
	Never
	End


8.10.2 ALT 2: Add Subscription Automatically

	Step
	Actor
	Description
	Branches
Condition      Location

	1
	WSM Component, Enforcement Engine, Governance Component
	Communicate to Policy Manager component asking to be notified via an API
	Never
	

	2
	PM Component
	Automatically processes subscription request and establishes subscription
	Never
	

	3
	PM Component
	Sends an acknowledgement to the new subscriber
	Never
	End


8.10.3 ALT 3: Bind  Subscription

	Step
	Actor
	Description
	Branches
Condition      Location

	1
	PM Component
	Once Policy is created, apply criteria in order to determine individuals or systems to be notified. Example of the criteria: all policy owners MUST be notified whenever the policy changes; find out the policy attachments and make them subscribers

Enumerate this list:

· Who has to be bound to the policy, how does this relate to the track dependency use case. Doen’t Systinet have documentation of these use cases already formally articualated in its own internal docs?
	Never
	

	2
	PM Component
	Creates subscription for each of the parties.
	Never
	

	3
	PM Component
	Sends acknowledgements to new subscribers
	Never
	End


8.10.4 ALT 5: Remove Subscription

	Step
	Actor
	Description
	Branches
Condition      Location

	1
	Policy Admin
	Use PM Component UI to find subscription for a specific party
	Never
	

	2
	PM Component
	Provide form to enter criteria for subscription search.
	Never
	

	3
	PM Component
	Provide user with choice between multiple subscriptions.
	Never
	

	7. 
	Policy Admin
	Select a subscription from the list.
	Never
	

	5
	PM Component
	Defer to ALT 5: Retrieve Subscription to get subscription details.
	Never
	

	6
	PM Component
	Present subscription details on the screen.
	Never
	

	7
	PM Component
	Ask the user to confirm that this subscription has to be removed.
	Never
	

	8
	Policy Admin
	Confirm the removal.
	Never
	

	9
	PM Component
	Removes the subscription from the list
	Never
	End


8.10.5 ALT 5: Find Subscription

	Step
	Actor
	Description
	Branches
Condition      Location

	1
	Policy Admin
	Use PM Component UI to find subscription for a specific party
	Never
	

	2
	PM Component
	Provide form to enter criteria for subscription search.
	Never
	

	3
	PM Component
	Provide user with choice between multiple subscriptions.
	Never
	

	8. 
	Policy Admin
	Select a subscription from the list.
	Never
	

	5
	PM Component
	Defer to ALT 5: Retrieve Subscription to get subscription details.
	Never
	

	6
	PM Component
	Present subscription details on the screen.
	Never
	End


8.10.6 ALT 6: Retrieve Subscription

	Step
	Actor
	Description
	Branches
Condition      Location

	1
	PM Component
	Collect subscription id.
	Never
	

	2
	PM Component
	Search for subscription.
	Subscription found?
	Yes, step 3
No, step 4

	3
	PM Component
	Return subscription
	Never
	

	4
	PM Component
	Return “no subscription found”.
	Never
	End


8.11 Diagrams

8.11.1 Sequence Diagram
TBD
9 Use Case 8: Propagate Change

9.1 Summary

	Goal of Use Case:
	This use case addresses specifics of how the change is communicated to a member of a Subscription List and does the communication itself.

	Pre Conditions:
	Policy exists; policy has been changed;

	Post Conditions (Success):
	Notification was successfully and in full delivered to all interested parties.

	Post Conditions (Failure):
	Subscriber was not notified about the change in full. Subscriber failed to acknowledge notification. Subscriber failed to process notification and respond 

	Triggers:
	Invocation from Use Case: Policy Notification


Main Path

	Step
	Actor
	Description
	Branches
Condition      Location

	1
	PM Component
	Queries the type of a subscriber
	Is Human?
	Yes: step 2
No: step 3

	2
	PM Component
	Send an email to a human subscriber, clarifying nature of a change and recommended course of action. Attaches or refers to a Notification Package.
	Never
	

	3
	PM Component
	Establish communication channel with a system subscriber.
	Never
	

	4
	PM Component
	Uses communication channel with a system subscriber to communicate nature of a change and recommended course of action. Attaches or refers to a Notification Package..
	Never
	End


9.2 Diagrams

9.2.1 Sequence Diagram
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Use Case 9: Request Policy Change

9.3 Summary

	Goal of Use Case:
	This use case supports a semi manual process of requesting a policy change, where a communication (email) is sent to Policy Admin by a Stakeholder. Details of this use case are out of scope for this document and it is listed here for completeness.

	Pre Conditions:
	Policy Admin is identifiable. A communication channel set up between Stakeholder and Policy Admin.

	Post Conditions (Success):
	Approval Workflow successfully initiated and completed.

	Post Conditions (Failure):
	Failed to initiated or complete Approval Workflow.

	Triggers:
	Policy CRUD Operation finished; Approval Workflow has been set up for this operation.


10 Use Case 10: Approval Workflow

10.1 Summary

	Goal of Use Case:
	This use case covers an approval workflow which is initiated and managed by Governance Component. Details of this use case are out of scope for this document and it is listed here for completeness and to direct to a relevant Validate Policy UC

	Pre Conditions:
	Policy exists; 

	Post Conditions (Success):
	Approval Workflow successfully initiated and completed.

	Post Conditions (Failure):
	Failed to initiated or complete Approval Workflow.

	Triggers:
	Policy CRUD Operation finished; Approval Workflow has been set up for this operation.


10.2 Main Path

	Step
	Actor
	Description
	Branches
Condition      Location

	1
	Governance Component
	Execute Approval Workflow up to a Policy Validation step.
	Never
	

	2
	Governance Component
	Redirect to Validate Policy Use Case
	Never
	

	3
	Governance Component
	Continues Approval Workflow past Policy Validation step.
	Never
	End


Use Case 11: Policy Sync

10.3 Summary

I do not understand this use case. But I gues we are saying that there is a real time, and batch interface to update. If this is true than sub clas notify into real time and batch use cases.

	Goal of Use Case:
	This use case allows for periodical update of Policy Golden Source and Policy System Of Record.

	Pre Conditions:
	Policy exists; policy has been created or updated

	Post Conditions (Success):
	Policy Golden Source and/or Policy System Of Record have been successfully synced with policy changes

	Post Conditions (Failure):
	Sync of policy changes failed

	Triggers:
	


10.4 Main Path

	Step
	Actor
	Description
	Branches
Condition      Location

	1
	Policy Golden Source (PGS)
	PGS is notified about the change in Policy and is forwarded the change payload.
	Never
	

	2
	Policy System Of Record (PSOR)
	Where required, typically, for a new policy or a discontinued policy, PSOR is notified about the change in Policy and is forwarded the change payload to store/delete a reference to the Policy.
	Never
	End




10.5 Diagrams

10.5.1 Sequence Diagram
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11 Use Case 12: Migrate Custody

11.1 Summary

	Goal of Use Case:
	This use case allows for custody transfer of an active policy between two parties.

	Pre Conditions:
	Policy exists; 

	Post Conditions (Success):
	Custody successfully released by previous custodian and assumed by a new custodian.

	Post Conditions (Failure):
	System failed to fully transfer custody.

	Triggers:
	A Custody Transfer Request was submitted to Policy Admin.


11.2 Main Path

	Step
	Actor
	Description
	Branches
Condition      Location

	1
	Policy Admin
	Initiate approval workflow to approve the custody transfer.
	Never
	

	2
	Governance Component
	Execute the approval workflow and notify the Policy Admin.
	Approved?
	Yes, step 3
No, step 1

	3
	Governance Component
	Trigger removal of the policy from old Golden Source and addition of the policy into new Golden Source
	Success?
	Yes, step 4
No, error out

	4
	Policy Admin
	Log into System Of Record and transfers the custody of a specific policy.
	Never
	End


11.3 Diagrams

11.3.1 Sequence Diagram
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Use Case 13: Validate Policy
11.4 Summary

	Goal of Use Case:
	Execute multi-stage validation of the policy, i.e. determine whether or not the policy:
· Is well formed

· Is not duplicate

· Maintains referential integrity

· What else?

	Pre Conditions:
	Policy was stored. All references and attributes, which are subject for validation, are accessible.

	Post Conditions (Success):
	Validation executed and provided a clear outcome.

	Post Conditions (Failure):
	Outcome of validation is not certain or validation couldn’t be completed.

	Triggers:
	Policy was newly created or modified. Alternatively, an explicit request for standalone validation may be needed to re-validate in the context that may have changed.


11.5 Main Path

	Step
	Actor
	Description
	Branches
Condition      Location

	1
	PM Component
	Traverse all references in a cycle and confirm their validity. 
	Never
	

	2
	PM Component
	Where possible, invoke external API in order to check referential integrity.
	Never
	

	3
	PM Component
	Verifies that policy is not duplicate, syntactically or semantically
	Never
	

	4
	PM Component
	Runs verification of the formal syntax to ensure compliance with the language rules
	Never
	End


11.6 Diagrams

11.6.1 Sequence Diagram
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Use Case 14: Archive Policy

11.7 Summary

	Goal of Use Case:
	To retire a policy by physically deleting all its instances but one – the archived

	Pre Conditions:
	Policy exists and has not been archived

	Post Conditions (Success):
	Only one instance of the policy still exists and is marked archived

	Post Conditions (Failure):
	System fails to properly archive the policy

	Triggers:
	Discontinue Policy Use Case


11.8 Main Path

	Step
	Actor
	Description
	Branches
Condition      Location

	1
	PM Component
	Defer to Policy Notification Use Case to request cleanup of policy instances from all relevant parties
	Always
	Policy Notification Use Case

	2
	PM Component
	Mark policy as archived
	Never
	End


11.9 Diagrams

11.9.1 Sequence Diagram
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� A golden source is: contains the master set of records; when there is a change in a golden source’s record, the golden source associated with that record, is updated. In a well ordered information environment interested actors are informed of changes in golden source records that are significant to their roles. Traditionally this is accomplished with feeds, and or events.
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