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Warning

This document is not an OGC Standard. This document presents a discussion of technology issues considered in an initiative of the OGC Interoperability Program. This document does not represent an official position of the OGC. It is subject to change without notice and may not be referred to as an OGC Standard. However, the discussions in this document could very well lead to the definition of an OGC Standard. Recipients of this document are invited to submit, with their comments, notification of any relevant patent rights of which they are aware and to provide supporting documentation.

OGC® OWS-6 Security Engineering Report
NOTE: This is an EXCERPT of the full Report, 
listing only abbreviations and section 13, “OWS-6 Use Cases.” 

References may be found in the full Report, available at http://portal.opengeospatial.org/files/?artifact_id=35461 
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Most of the abbreviated terms listed in Subclause 5.1 of the OWS Common Implementation Standard [OGC 05-008] apply to this document, plus the following abbreviated terms.

CA



Certificate Authority
GeoPDP

Geospatially-enabled Policy Decision Point 
GeoXACML
Geospatial eXtensible Access Control Markup Language 
GPW


GeoProcessing Workflow 
IC-ISM


Intelligence Community Metadata Standard for Information Security Marking
PAP


Policy Administration Point 
PDP


Policy Decision Point 
PEP


Policy Enforcement Point
PKI



Public Key Infrastructure
SAML


Security Assertion Markup Language
SOAP


Simple Object Access Protocol
STS


Security Token Service
XACML

eXtensible Access Control Markup Language 
13 OWS-6 Use Cases 
Within OWS-6, a strong focus was put on security aspects between different security domains. The OWS-6 RFQ provided three distinct use cases as a basis for development and testing of security architectures and deployment for OGC web services. These three use cases are described in the following three clauses.

13.1 OWS-6 WS-Security Deployment
The OWS-6 SOAP use cases consist of a PEP which is used by a client as service endpoint. This PEP exposes a WS-MEX [15] interface, providing a WS-Policy [16] document that informs about the security preconditions, expressed in WS-SecurityPolicy [18]. These preconditions indicate the requirement for a SAML identity token, issued by a Security Token Service (STS) following the WS-Trust standard [19], to be submitted within the request.

The client reacts by requesting the required token at the STS. Therefore, it first uses the WS-MEX interface to request the WS-Policy description of the STS, in order to discover the STS’ preconditions for issuing the required token. In the OWS-6 use cases, this WS-Policy document requires the user’s credentials to be submitted using the WS-Security Username Token profile.

Consequently, the client submits a “RequestSecurityTokenRequest” to the STS, which is answered with the according SAML token. Once the client receives the token, it can be submitted within the service request as part of the request header, using the WS-Security SAML profile. [17].

The PEP receives the message, checks if all requirements expressed by the WS-Policy document are fulfilled, delegates the access decision to the PDP, and enforces this decision. In case of a ‘permit’ decision the request is passed on to the OWS. This is visualized in Figure 1. 
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Figure 1: Basic Security Deployment

This figure assumes the existence of SOAP OWS services and OWS clients capable of supporting WS-MEX, WS-Trust and WS-Security. All those assumptions are not fulfilled in the OWS-6 use cases. In contrast, the OWS services used do not support SOAP rather than HTTP-GET/KVP and HTTP-POST/XML. Thus, the PEP additionally acted as a SOAP wrapper for the OWS, following the SOAP wrapping approach as described in OGC document 07-158 [5].

As shown in Figure 2, the OWS client uses a security gateway component which exposes a standard OWS interface to the client based on HTTP-GET and –POST. The gateway has a GUI allowing a user to specify a URL of a secured service (the PEP URL). Once the URL is specified, the gateway requests the WS-Policy document and realizes the need for an authentication. Thus, it provides a login dialog on the GUI, requesting the user credentials. These credentials are used to request a SAML token at the STS.

After receiving the SAML token, the gateway receives OWS HTTP-GET and –POST requests, transforms them into SOAP including the SAML token in the SOAP header, and submits them to the PEP. Responses from the PEP, which are also SOAP responses, are then transformed back into HTTP and forwarded to the client.
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Figure 2: Actual OWS-6 Deployment
13.2 Within One Security Domain
As long as the OWS and the OWS client are both within the same security domain, there are no special requirements beyond the architecture described in the previous section. The PEP (on behalf of the OWS) communicates with the STS from its own security domain as token issuer. The STS is trusted by the client since it is in the same security domain, so it can directly request the required token from this STS and use it for authentication.
13.3 Between Trusted Security Domains
If the communication partners are from different security domains, a trust relationship between these domains is necessary. If those domains trust each other directly, the secured service refers in its WS-Policy document to both, its own and the other domain’s STS, accepting identity tokens from both issuers. See Figure 3 and Figure 4 below.
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Figure 3: Security between Trusted Security Domains
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Figure 4: Interactions between Trusted Domains
Alternatively, the service would not even have to trust the remote STS directly. There are two other options:

1. The service uses its own STS to convert the remote identity token into a token issued by the STS in Domain B, as shown in Figure 5.
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Figure 5: Trusted Domains, alternative 1

2. The PEP only refers to its own STS as trusted token issuer. The client accesses the STS from the provider’s domain, which accepts in its WS-Policy document identity tokens from the client’s STS. That would force the client to first authenticate at the own STS, let this identity token be converted by the provider’s STS, and use the converted token to access the secured service, as shown in Figure 6.
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Figure 6: Trusted Domains, alternative 2

13.4 Between Un-trusted Security Domains (Trust Establishment)
Secure communication between domains not being within a trust relationship requires trust establishment. Thus, a chain of trust relationships has to be created which provides a transitive trust relationship between the communication partners.

Figure 7 shows three security domains, with trust relationships between Domain A and Domain B as well as between Domain B and Domain C, but no direct trust relationship between Domain A and Domain C.
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Figure 7: Trust Establishment between Non-Trusted Domains
13.5 Between Un-trusted Security Domains (Forwarding)
Certain circumstances concerning network security aspects of the sponsors, the use case ‘Between Un-trusted Security Domains’ could not be realized as described in section 1.4, since no direct access between un-trusted networks can be accepted. Thus, Figure 8 shows an alternative which – strictly speaking – is not real communication between un-trusted domains but rather is a cascaded communication between trusted domains, based on the assumption that there are trust relationships between Domain A and B and between Domain B and C, but not between Domain A and C.

Since the Security Gateway offers a pure OWS interface, it is possible to protect this Gateway in Domain B with a PEP once more. Thus, Domain C only has to allow access to its OWS to Domain B, acting on behalf of Domain A.
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Figure 8: Un-trusted Domains - Forwarding
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