Comments – 
Section 2

2.1 Document Status Quo
(feel that this section needs some constraints)
The Working Group will catalog existing presentation of security information within the WG charter and stated goals. 

Section 7
(Security context supports WG charter and goals)
This section provides a list of security services and information available to Users and User Agents. The security services and capabilities discussed are defined to support the WG charter and scope; this is not an exhaustive security list.

Section 7.1 

Section 7.1 – Propose that HTTP gets moved to be merged with new 7.2. Security services are structured and presented in layers.
7.1 Internet Services and Infrastructure

A secure web enabled data session relies on many capabilities. Several standards bodies work together in order to provide secure internet capabilities. 
· PKIX – A secure session relies on the authenticity and validity of X.509 certificates. The certificates used to support secure forms of HTTP can be verified in real time providing a higher degree of trust.
· Certificate Authorities (CA) 

· Local Authority 

· Intranet Authority 

· 3rd Party Internet Authority 

· CRL  

· OCSP 

· DNS, DNSSEC 

Section 7.2 – HTML 

NOTE: In the weekly meetings it was discussed that application languages support user agents (i.e., User Agent is just code). In term of security context, I think Section 7.2 (language HTML) can be folded into the User Agent, or this section would need to discuss all languages that can be employed to develop a User Agent. 
New Section 7.2 
7.2 Protocols: HTTP and Secure forms of HTTP 

WSC WG is focusing on HTTP and secure forms of HTTP to support interactive user sessions.  
HTTP

The HTTP protocol is a standardized protocol defined by W3C, HTTP has basic security capabilities and usually is used with other protocols and infrastructure to support trust and secure data sessions.
· “Authenticate header”, fields contained in the HTTP header packet.

· Basic (ID / Password) 

· Digest (Additional name value pairs e.g. user name + realm + password) 

· Integrated (GSS-API, Intranet / SSO domains)
· Status Codes
· Informational
· Success
· Redirection
· Client Error
· Server Error
HTTPs (SSL / TLS)
HTTP has several secure formats to provide a level of "Trust" in the user session. WSC WG is focusing on HTTPs noted in this document as HTTP using SSL or HTTP / TLS. Secure forms of HTTP provide a level of trust that the user is connected to desired endpoint and encryption provides confidentiality. 

· HTTPs - HTTP encapsulated in the SSL protocol standardized port service is port 443 

· HTTP / TLS - In addition backwards compatibility support for SSL. TLS has additional functionality and supports additional connection capabilities and new ciphers that are not in the SSL specification. 

HTTPs Security Services

HTTPs makes use a number of security services. The setup of an HTTPs session uses configuration settings in the server and the User Agent to negotiate a configuration that is mutually acceptable. This is a transport layer security capability that is used to prevent eavesdropping, tampering and message forgery, and can also be used with PKIX infrastructure to ensure that the user has initiated a session with the intended endpoint.
· X.509 Certificates 

· Server/Client certificate(s) 

· Certificate verification client/server 

· Verification of certificate authenticity 

· distinguished name 

· validity timeframe 

· Certificate chain 

· Use of PKIX infrastructure 

· Cipher suite, negotiation of encryption services used to secure the data session and ensure that data integrity is retained during transmission. 
· public key algorithm and key length 

· symmetric key algorithm and key length 

· message digest algorithm 

· Extended Validation EV_Cert 

Section 7.3 - Provided by SSL

Thought is that SSL does not provide infrastructure services (CRL, PKIX, OCSP) – SSL makes use of them. In addition SSL is only one flavor of Secured HTTP – so I recommend the heading be changed to Secured HTTP because Secure HTTP is a protocol but I am open to ideas.
NOTE: In line with the creation of an Infrastructure heading the protocols noted above PKIX, CRL, OCSP be moved to that heading and SSL folded into HTTPs
New Section 7.3 created
Section 7.3 

7.3 User Agents – Client Application
User Agents use code, protocol, Internet Infrastructure and application capabilities (e.g. HTML, Java Script, Java, Windows .NET, APIs, HTTPs, DNS and PKIX). For WSC User Agents allow the User to connect and use data services provided by Web Servers in an interactive session. The User Agent must exchange information with the Web Server in order to negotiate a connection. If the connection is negotiated to use HTTPs, additional configuration settings are exchanged including cipher settings and certificate strings.  It is expected that the User Agent makes use of code and language capabilities to support security, data and message integrity and helps the user make correct decisions within the context of the web session and safe browsing.
HTML, Code Capabilities
· Target URI for a hyperlink or form submission 

· URIs, anchors, embedded images and other elements that contain URIs as parameters 

· Status Codes 

User Agents 
· Visible security clues presented to user in a consistent manner
· PKI verification of certificates if verification required 

· Does the content come from multiple domains? 

· Authentication mechanism(s) Robustness 

· One Factor (Shared Secret, something you know) 

· ID / Password 

· Personalized access ID/ Password with additional fields customized by user (graphic and/or text fields) 

· Two Factor (something you have / something you are) 

· Smart Cards, tokens (e.g. USB, CaC, RSA SecureID) 

· Biometrics 

· Page Status – User agent must deal with protocol status codes and application status codes and responses. 
· Page errors 

· presence of dynamic content 

· installed certificate authorities 

· installed search engines 

· default window layout 

· default bookmarks 

· default configuration 

· Bookmarks 

· Browsing History 

· Pre-installed certificates 

Section 7.4 DNS

NOTE: DNS Moved to Section 7.1 – at least that is what I intended.
Section 7.4

7.4 Web Server / Application Security
The Web Server and User Agent must negotiate a configuration that is mutually acceptable as noted in the User Agent section. Application security adds additional safe guards in addition to transport layer security (HTTPs). Application security can provide additional security context in order to maintain session security or enhance web server security to ensure that user data is private and secure from both external and internal attacks.
Connection Security 

· User Agent / Web Server config - connection (e.g. HTTP protocol used in a secure mode) 

· Acceptable Ciphers negotiated 

· Certificate Authentication (verify the client cert) 

Hosted Application Security 

· Authentication Robustness 

· Additional fields/services used by the web server to verify the users authenticity
· Password customization

· Tokens, Biometrics
Section 7.5

7.5 User

The user plays a key role in supporting security. The User Agent, Internet Infrastructure and protocols help support secure sessions and present information in a meaningful manner; the User must be able to use this information to support configuration of the User Agent and use of the User Agent.
Users could have a way marking the "trust" of a particular site. The trust level would indicate that the user was given the site URL from a trusted source and that the user has a high degree of confidence in the URL. 
· submitted form values 

· bookmarks 

· browsing history 

· site introductions 

· introductions from friends / trusted source
· certificates added by the User to the User Agent 

· How was the URL entered? 

· typed into address bar 

· pasted into address bar 

· clicked hyperlink 

· command from another application 

· user agent customization 
Section 7.5

7.6 Third Party Security Services
Third Party security services are becoming more common supporting the security and trust in the data session created between the User Agent and Web Service. Third Party services enable User Agents use standardized mechanisms to rank/rate sites in terms of trustworthiness and present information to the user in order to support User judgments.
· Reputation service 

· Hyperlinks on visited web pages 

· Search engine results 

. 

Section 8

8.1 Widely deployed, strong cryptography 
I would like to see more text in this section for example.
Security infrastructure, protocols and Public Key technology continues to evolve using stronger and more robust ciphers and extensions on defined protocols as deficiencies and weaknesses are uncovered. Specific examples of active working groups include SSL Ev Certificate, DNSSEC and TLS.
