1. Architecture Security Consideration 

Web services use message-based approach to enable complex interactions that can include the routing of messages through several nodes that can belong to various trust domains. In general Web services can expose service provider’s data to security threats and risks. Implementers of Web services must use caution and good programming practices when designing Web services.

Organizations that implement Web services must be able to conduct business in a secure fashion. This implies that all stages of a Web services such as publishing, discovery, management, routing and use should be performed in a secure manner. Web services implementers must be able to utilize security services such as authentication, authorization, encryption and auditing. 
Implementing Web services require an end-to-end security solution that can be used regardless of the nodes messages traverse as depicted in Figure 1. Implementers must note that traditional, connection-oriented, point-to-point security tools as depicted in Figure 2, does not meet the full end-to-end security requirements of Web services. 
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Figure 1: End-to-end Security Model


Figure 2: Point-to-point Security Model

Note: Add a paragraph to state:

The WSA work view security as a feature that could be used across the whole web services stack. The WSA architecture does not conflict with other work that is done in OASIS and W3C WG regarding security. Some of the work is being standardized and the rest may or may not be standardized.

1.1 Web Services Security Requirements

There are various threats that can affect Web Services messages. For example, message could be modified or read by unauthorized entities, or messages can be sent to Web services that lack appropriate security claims to make them processable. Listed below are the requirements for Web Services security:

1. Authentication to verify identity

2. Authorization to access resources 

3. Confidentiality such that information is accessible only to intended parties 

4. Data integrity of transactions and communications 

5. Non-repudiation so that party to a transaction cannot deny the transaction 

6. Policy enforcement within and across distributed administrative domains that ensures controlled access to systems and their components. 

1.2 Web Services Basic Security Elements

Web Services can expose organization business systems and make them more accessible to external customers and partners. Web Services technologies can flow through firewalls, and can be tunneled through existing ports and protocols. 

Web Services standardizes the application-level communication formats across business systems. This creates a great opportunity for designing and implementing tools at the XML message level that provide consistent enforcement of application level security policies.

Web services security dictates the use of appropriate corporate wide policies that may need to be integrated with external cross-enterprise policy and trust resolution. Organizations may need to implement the capabilities that are listed next.

1.2.1 Cross Domain Identities

Web services requestors and providers may communicate with each other using various identity verification schemes from different security domains. Many systems define role based access privileges based on identity. It is important for Web services to be able to support the mapping of identities across multiple domains and even within a single domain. 

1.2.2 Distributed Policies

Security Policies that is associated with client, service and discovery mechanism can be used to define the interaction order, privileges and flow of request and responses between parties. These polices can be validated at run time in the context of interaction. Each party in an interaction validates its own policies. 

 

1.2.3 Trust Policies

Trust Policies are distributed policies that apply to the safety of the environment of the other side’s party in an interaction. A client needs to “trust” the environment of a service and the service needs to “trust” the environment of the client. Trust policies may be recursive – they may be defined against trust policies of involved parties and even whole domains. An example of this is “I will trust you if you trust my friend and my friend trust you”.

 

Distributed Identities, Policies and Trust can be described and processed by a machine. For example, an X.509 certificate can be embedded in an XML message, thus describing the sender’s Identity. A Policy can be described in XML and attached to the service contract. This allows security to apply to loosely coupled systems without explicit human involvement. Machines could process, resolve and adjust security based on the given descriptions. This is one of the most important advantages of SOA.

 

1.2.4 Secure Discovery Mechanism

Secure Discovery Mechanism enforces policies that govern publication of a service and discovery of it by clients. For example, developers of SOA applications for the procurement department may not be allowed to discover services available in the human resources department, if those developers are not entitled to use Human Resources services. When publishing a service, an identity is usually necessary to assert service publication policies, except for some cases of peer-to-peer discovery. When a client discovers a service, it may or may not provide an Identity; discovery may well be anonymous.

In Figure 3, the basic security elements are illustrated.
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Figure 3: Basic Security Elements

1.3 Available Standards

This section provides a brief description of current available standards that meets the basic web services security requirements that are illustrated in Figure 3.

1.3.1 Security Assertion Markup Language (SAML)

TBD

1.3.2 XML Key Management Specification (XKMS)

TBD

1.3.3 XACML: Communicating Policy Information

TBD

1.3.4. Single Sign On (SSO)
TBD

1.3.5 Message Integrity and Confidentiality

XML-Signature / XML-Encryption
TBD

1.4 Possible Standards Track Recommendations

This section covers some techniques that could become a standard

1.4.1 WS-Security

TBD
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