5.6.1 Optional behavior at runtime




The target scope of an assertion is an important factor for Assertion Authors to consider as it determines the granularity of the scope for which the behavior is to be engaged. For example, if an assertion has a scope of endpoint policy subject the behavior indicated by that assertion applies to all messages exchanged, in both directions (e.g. both request and response messages), with the specific endpoint to which the policy alternative including that assertion is attached. 
Certain behaviors might provide in their specification for the optional use of that behavior in the context of a subset of a given interaction.
 When such optional behaviors are indicated by attaching assertions with only one side of an interaction, such as an inbound message of a request-response, the engagement in the context of the rest of the interaction, such as the outbound message, will be undefined. Therefore, Assertion Authors are encouraged to consider the implications of attachment of an assertion that indicates such optional behavior at a message policy subject on the interaction as a whole. For example, if reliable messaging (RM) is applied to a request message because the policy attached to the inbound message in a request-response operation had an alternative that included RM in its assertions, is the application of RM to the outbound message permitted, even if there is no policy alternative attached to that subject? Leaving the semantics either unspecified, or incompletely specified, may result in implementations making assumptions that might have undesirable consequences. This is especially important if the assertion is applicable to more than one specific policy subject. The approach taken by WS-RM Policy [Web Services Reliable Messaging Policy Assertion] was to provide for their assertion to be attached at either or both message and endpoint policy subjects, and to require the use of endpoint policy subject when message policy subject is used. The combination directly addresses the unstated semantic that if RM is used for inbound messages, that it MAY be used for outbound messages, even if the assertion is not attached to the outbound message (and vice-versa).
Best Practice 18: Consider entire message exchange pattern when specifying Assertions that represent optional behavior related to a subset of that message exchange pattern when considering appropriate policy subject attachment points.
Assertion Authors should associate assertions that represent optional behavior with the appropriate policy subject and use the smallest possible granularity (See Best Practice 28) to limit the degree to which optional behavior applies.

Behaviors that must be engaged in the context of an interaction must not be marked with wsp:Optional=’true’,since this creates two alternatives, one with, and one without that assertion. This would allow the policy consumer to select the policy alternative that does not contain that assertion, and thus result in an interaction that did not engage the required behavior that was indicated by that assertion.

Best Practice 19: Limit use of Optional Assertions
Assertion Authors should disallow use of the wsp:Optional attribute on assertions that represent behaviors that must be engaged.

Behaviors must be engaged with respect to messages that are targeted to the provider so that the provider can determine that the optional behavior is engaged. In other words, the need for self describing messages [5.3.3 Self Describing Messages ] should not be forgotten. An explicit, out of band mechanism might be necessary to enable a client to indicate that the optional behavior is engaged. (Such an out of band mechanism is outside the scope of WS-Policy Framework).

Best Practice 20: Indicate use of an Optional Assertion
When a given behavior may be optional, it must be possible for both message participants to determine that the assertion has been selected by both parties, either out of band or as reflected by the message content.

The Web Services Policy Primer document contains an example that outlines the use of MTOM as an optional behavior that can be engaged by a consumer. Related to this behavior is an assertion that identifies the use of MIME Multipart/Related serialization [MTOMPolicy]. Policy-aware clients that recognize and engage this policy assertion will use Optimized MIME Serialization for messages.

The semantics of the MTOM assertion declare that the behavior must be reflected in messages by requiring that they use an obvious wire format (MIME Multipart/Related serialization). Thus, this optional behavior is self describing. For example, an inbound message to a web service that requires MTOM must adhere to Optimized MIME Serialization. By examining the message, the provider can determine whether the policy alternate that contains the MTOM assertion is being obeyed ( Best Practice: Indicate use of an Optional Assertion).

Note that if a MTOM assertion were only bound to the policy subject representing the inbound message, then it would not be clear to the service provider whether the outbound messages generated by that provider should also utilize that behavior. Thus this assertion should be associated at the granularity of an entire message exchange. The semantics of the assertion should specify this to avoid inappropriate assumptions by implementations. 
