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What Is Identity Federation?

OAuth, OpenlID, SAML, Federated Identity Management, authorization vs.
authentication, credentials, SSO, security domains, and so on and so and so on...

There are a lot of terms associated with identity federation - and it’s often pretty
confusing.

At its most basic, though, identity federation is simply about linking an individual’s
digital identity across different sites or services.

(example: using a Twitter account to log in to a media site)



Advertising

IS arguably one of
the economic
backbones of the
web

Why Talk About It Here?

Federated
dentity

could be
considered one of
the usability
backbones of the
internet

The Overlop

Is they both rely on
the same web
primitives:
third-party cookies,
link decoration, etc.
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g éb One Example Of Federated |dentity

Clicks to login to a site Chooses an ldentity Back to the Relying Party
User can choose to login Provider With the Identity Provider
directly to the site or with an If they’re not logged in, sending back authentication
|dentity Provider presented with the login / authorization data

form for the IDP



Behind The Scenes
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User Agent

Go to application

Relying Party

>

Redirect to IDP

|[dentity Provider

>

If not logged in, return login form
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Submit form with login credentials

>
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Send back auth data

Pass auth data to Relying Party

Return application page

Validate data

Check if logged in

Verify credentials



Some Of The Challenges Involved

e Many of the proposed privacy changes

for tracking will also disrupt federated
identity.

It has its own privacy concerns since it
can also be used to collect data about
users:

o |dentity Providers can see which
sites a user visits

o Relying Parties can learn
Information about the user from
the Identity Provider

o Often uses global identifiers like
email addresses

It's @ massive problem. Identity
federation has been around a long
time - and different protocols (SAML,
OAuth, OIDC, etc), implementations
and use cases have evolved online.

It's used by very diverse institutions:
B2B, B2C, B2E, financial, federal, health
services, universities for both students
and researchers, etc.

The solution can't require all of these
different parties to do too much work,
or it won't be feasible in a timely
manner.
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Formerly Known As WeblD

{ XN C) GitHub - fedidcg/FedCM: Apriv X +

e Thisis Google’s proposal for how to E— T e

support Federated Identity without
. . FedID CG Federated Credentials Management
third-party cookies.

This is the repository for the W3C's FedID CG Federated Credentials Management API.

e |t's currently only focused on the Frpnen epneREoHE e
. . . Work-in-progress specification: https://fedidcg.github.io/FedCM/
third-party cookie dependency, since W
t h atls t h e m O St p re SSI n g C h a n g e. As the web has evolved there have been ongoing privacy-oriented changes (example) and underlying privacy

principles. With those changes some underlying assumptions of the web are changing. One of those changes is
the deprecation of third-party cookies. While overall good for the web, third-party cookie deprecation leaves
holes in how some existing systems on the web were designed and deployed.

Federated Credentials Management API aims to fill the specific hole left by the removal of third-party cookies on

e They are also trying to require the least
a m O u nt Of WO rk fro m Re |y| n g Pa rt I eS ::Z:r:teer: It%geir;r;iri]?ttit:za;x\t:;segzsyrter:i::l:;third-party cookies or navigational redirects in order to function as

g 0 The explainer and spec provide a potential APl and the rational behind how that APl was designed.
(the Sites/Services).
Contributing

() |t,S a Ct I Ve |y b e I n g d I SC u Ssed I n t h e Much of the FedCM specification has evolved due to the experimentation detailed in the explainer. The explainer

documents give a good overview of the why of the FedCM API. Please read over the documents to understand

Federated |dent|tv CG. | how the current API has evolved.

There are several wavs to contribute to the Federated Credential Manaaement API.



https://github.com/fedidcg/FedCM
https://www.w3.org/community/fed-id/

Google Considered Three Alternatives

Permission-0riented

The user-agent tries to
warn users about
potential tracking risks -
and prompts the user for
their permission to
continue.

Mediation-Oriented

The user-agent acts as a
mediator between the
Relying Party and the
ldentity Provider. The
user-agent can then
control what data is
exchanged.

Delegotion-Oriented

The user-agent still acts
as the mediator - but in
this scenario they take
over more work from
the |dentity Provider to
stop the IdP from
observing which sites
the user is visiting.




Mediation-Oriented Is The Focus For Now
. User Agent

https://example.com

IDP2

Welcome!

Relying Party

https://example.com

Welcome!

or
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your@email.com

-

.

% %k kK k

Sign Up

forgot password

Y

Use your accounts.idp.com profile to sign
into example.com and create an account
with the information below:

NAME Sam Goto

EMAIL Share my email

samuelgoto@gmail.com

Forward to

samuelgoto@gmail.com

Graphic by Google



The Use Cases Google Considered

e Sign-Up
e Sign-In
o Prompted Sign-In
o Auto Sign-In
e Sign-out
o Relying Party
o ldentity Provider

e Session Management
e Revocation / Account Cancellation
o With the Relying Party

o With the Identity Provider

e Authorization
o The user also has access to the resources
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.\) The Current Status

e The FedID CG is gathering and documenting different use cases, and working with Google on
the proposal.

e (Outstanding questions/concerns:

O

What should the role of the user-agent be here? Many of the browser vendors are also
identity providers, which is problematic.

Google and Microsoft are active in the FedID CG - but we really need more involvement
from the other browsers. Will they support the FedCM proposal or are expecting other
APIs to be used?

What's the relationship going to be like between the privacy APIs in general in terms of
federated identity?



For More Information

Identity vs. Browser Changes video e FedCM Proposal:
from the 2021 OAuth Security https://aithub.com/fedidcg/FedCM

Workshop: PDF of the slides o The FedCM HOWTO
Authentication vs. Federation vs. SSO e FedCM Draft Report:

overview article https://fedidcq.githubio/FedCM/
Common Federated Identity Protocols:

e FedCM at BlinkOn 15: video and slides
OpenlD Connect vs. OAuth vs. SAML

minutes

-9

Federated Identity articles on
ScienceDirect



https://youtu.be/XJKwxj9hB2k
https://github.com/fedidcg/meetings/blob/main/2021/OSW2021-Identity_vs_Browser.pdf
https://medium.com/@robert.broeckelmann/authentication-vs-federation-vs-sso-9586b06b1380
https://www.hackedu.com/blog/analysis-of-common-federated-identity-protocols-openid-connect-vs-oauth-2.0-vs-saml-2.0
https://www.hackedu.com/blog/analysis-of-common-federated-identity-protocols-openid-connect-vs-oauth-2.0-vs-saml-2.0
https://www.hackedu.com/blog/analysis-of-common-federated-identity-protocols-openid-connect-vs-oauth-2.0-vs-saml-2.0
https://www.sciencedirect.com/topics/computer-science/federated-identity
https://github.com/fedidcg/FedCM
https://github.com/fedidcg/FedCM/blob/main/explainer/HOWTO.md
https://fedidcg.github.io/FedCM/
https://youtu.be/9la0cBhVXac
https://docs.google.com/presentation/d/1M1bBZvBJa-eUp9jmGWqxouyToSepmfKQ-7NfMe2bNe4/edit?usp=sharing
https://watch.videodelivery.net/29bab61e04e8cabf1517e5885c9fe4cf
https://www.w3.org/2021/10/21-fcm-minutes.html

Thank You!

If you'd like to join the FedID CG, you can do so at:
https://www.w3.0rg/community/fed-id/



https://www.w3.org/community/fed-id/

Employee

Another Example Of Federated |dentity
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