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Tracking and its usages on the Web

(Web Activity) Tracking

 „Tracking is the collection of data regarding a particular user's activity across 
multiple distinct contexts and the retention, use, or sharing of data derived from 
that activity outside the context in which it occurred. “ (TPE Sec 2.2)

Why Tracking?

 Targeted Advertising: Display ads that are relevant for a user

 Frequency Capping: Ensuring diversity in ads

 Web Metrics: Independent measurement of KPI

Many Mechanisms:

 Cookies (can be deleted), IP Addresses (course grained), Fingerprints (privacy 
invasive), ...

https://www.w3.org/2011/tracking-protection/drafts/tracking-dnt.html
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Objectives of the TPWG as defined in its Charter

Focus Areas:

• Notice: Enable users to understand what data is collected and how it is 
used.

• Consent/Choice: Allow users to opt-in and opt-out of web-tracking

Out of Scope:

• Enforcement: The working group does not plan to prescribe a specific 
approach/policy for web-sites to respect a user’s preference.

• User Interface: The WG will not specify the exact presentation to the user. 

https://www.w3.org/2016/11/tracking-protection-wg.html
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Candidate Recommendation:
Tracking Preference Expression (TPE)

1. Tracking Status Resource (TSR):
Notice explaining tracking policy 
of a web-site at a well-known 
URL.

2. Do Not Track (DNT) Header: 
Preference not to be tracked or 
consent for tracking.

3. User-granted Exceptions: 
Javascript API to modify choice

4. Tracking Status (Tk) Header:
Detailed status for special cases 
(e.g. Offline consent).

User 
Agent

Web
Site

1. General Notice via TSR

2. Choice via DNT Header

(4. Notice via Tk Header)

3.  Dialogue via Javascript
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User-granted Exceptions to Manage Consent

Javascript API: Store consent and opt-in to 
tracking

• Site-Wide Exception: All resources on a site 
will receive DNT;0

• Web-wide Exception: A domain receives 
DNT;0 wherever it appears

Advantages over Cookies for Consent:

• Sub-resources obtain consent

• Transparency for users and persistence

User 
Agent

Web
Site

1. General Notice via TSR

2. Choice via DNT Header

(4. Notice via Tk Header)

3.  Dialogue via Javascript



DNT set in >11% of HTTP requests

Based on 1M hits per day to >5000 European consumer facing sites
Courtesy: Baycloud Systems 

www.baycloud.com



Thousands of sites are implementing at least 
aspects of Do-Not-Track

Courtesy: Baycloud Systems 
www.baycloud.com



Do-Not-Track Consent API & Tracking Status 
Resource active on >3,000 Unilever brand sites

Courtesy: Baycloud Systems 
www.baycloud.com
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Next Step for 2017:  Finalize TPE Recommendation

• Core Goal:

• Use DNT Javascript API to manage consent for tracking

• Simplify compliance with GDPR and emerging regulation

• + Implementation and validation:

• Does TPE help with EU consent requirements?

• What additional notice information is required?

• + Foster Adoption – Join our effort and our working group!

• User-agents: Browsers and Plugins

• Sites


