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Serious policy makers already know that the electric power systems of the US are under steady, serious and growing cyberattack[footnoteRef:1][footnoteRef:2]. IEEEUSA strongly supports a broad spectrum of new efforts to enhance the security of the grid, such as those discussed by leading technical experts on that issue[footnoteRef:3], within the scope of the IEEEUSA position on cybersecurity across all sectors[footnoteRef:4]. [1:  John Siciliano, Nation's largest grid operator suffers 4,000 attempted cyberattacks per month, former chief says, Washington Examiner, April 2018, https://www.washingtonexaminer.com/nations-largest-grid-operator-suffers-4-000-attempted-cyberattacks-per-month-former-chief-says]  [2:  He, H., & Yan, J. (2016). Cyber-physical attacks and defences in the smart grid: a survey. IET Cyber-Physical Systems: Theory & Applications, 1(1), 13-27. http://digital-library.theiet.org/content/journals/10.1049/iet-cps.2016.0019]  [3:  Landwehr, C. E., & Valdes, A. (2017). Building Code for Power System Software Security. Technical Report. IEEE Computer Society, Mar. http://www.landwehr.org/2017-05-building-code-for.pdf]  [4:  IEEE-USA, Cybersecurity, May 2014, https://ieeeusa.org/wp-content/uploads/2017/02/Cybersecurity0514.pdf] 


Important as these new measures are, there is an urgent need to do more, in order to reverse a massive recent growth in the vulnerability of the US power grid to larger coordinated attacks on the power grid from hostile states or similar organized groups. There are three major reasons for this growth in vulnerability[footnoteRef:5]: (1) massive leaks of US developed cyberattack software and methods previously developed for operations like Stuxnet; (2) growing need and use for networked control of power grids, for the sake of reliability, energy security, sustainability and efficiency; and (3) growing issues related to the sources and maintenance of operating systems like SE-Linux which software vendors rely on in supplying software and services to power grid operators.  [5:  P. Werbos, AI Intelligence for the Grid 16 Years Later: Progress, Challenges and Lessons for Other Sectors, Proc. IJCNN 2018, IEEE, 2018. www.werbos.com/E/GridIOT.pdf.
] 


In the past, the US relied heavily on backdoors in operating systems, in chips and in communication systems, to make it possible to monitor communications of terrorists, drug dealers and other hostile parties, and to support capabilities like Stuxnet attacks on other threats. The Information Assurance component of the National Security Agency (NSA) was able to manage and limit access to backdoors, especially through its support of SE-Linux, so that the US power grid would not be vulnerable to a Stuxnet kind of attack in reverse. However, the US has firmly lost that advantage, and it would be very risky to base policy on the assumption that we will recover it. We need to face up to what has been lost, and move quickly to plug our own massive vulnerability. It seems unlikely that we can do so in a way which retains the offensive cyberattack capability, but technology should make it possible to restore the traditional balance between privacy and intelligence of traditional wiretapping capability.

Backdoors in chips and in communication systems present many complications beyond the scope of this position paper, requiring new long-term efforts to catch up with nations like China in their areas of greatest strength. But for operating systems, technologies for quick improvements already exist5 , can now be discussed more openly, and call for urgent action. Advanced unbreakable operating systems also reduce the authentication problem in cybersecurity, because they can ensure that only a small group of administrators can access critical sectors of a system. 

IEEEUSA recommends:

1. A coordinated public-private effort to move quickly in developing new upgraded operating systems , such as an upgraded version of SE-Linux, using formal methods to guarantee that they have no write-capable backdoors at all. 
2. Accelerated RD&D to develop open transparent machine validation of operating system (OS) software, to verify unbreakability and allow steady improvements without a lag between innovation and security
3. Availability of such operating systems to all operators of critical electric power infrastructure, and, as appropriate, to from power grids to vehicle networks and financial networks as wellespecially. 
4. Accelerated research to extend the secure OS technology to parallel computing systems which are needed for emerging new grid control technology. .
5. Development of special OS software without any backdoors at all for small systems like embedded control chips (a crucial part of the growing Internet of Things) but with capacity too limited to be used in devices like smartphones.  




