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The problem
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Expressing legal rules (1)

Expression of Policies in Machine 
Readable Format

Data Protection Policies

Abstract legal requirements
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Expressing legal rules (2)

‘One of the primary challenges involves
bridging the gap between very abstract legal
requirements and the very detailed business
policies’

De Vos et al., ‘ODRL Policy Modelling and Compliance Checking’ (2019) 11784 LNCS, 35
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The vagueness of the GDPR

• Examples:
o Article 25(2) GDPR

▪ By default the controllers should 
only process data which are 
necessary for each specific purpose

o Article 5(1)(e)
▪ Personal data shall be kept for no 

longer than is necessary
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The market data example
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The need for a ‘bridge’

Expression of Policies in Machine 
Readable Format

Data Protection Policies

Abstract legal requirements



A solution
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An overview of the official documents

• Codes of conduct (articles 40-41 GDPR)

o Texts with data protection policies about a domain of 
activities

o Voluntary instrument

o A mechanism that monitors compliance

• Certification schemes (articles 42-43 GDPR)

o A process that leads to a certificate of compliance with the 
GDPR

o Certifying compliance with pre-determined criteria

o Voluntary instrument

o A mechanism that monitors compliance
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Process of approval

Draft submitted by 
stakeholders

Approval by the National 
Authority

Approval at EU level

Codes of Conduct

Draft submitted by scheme 
owners

Approval by the National 
Authority

Approval at EU level

Certification Schemes
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Legal certainty
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Approved documents

Certification SchemesCodes of Conduct



Approved policies
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Specifications

1. Internal policies for training employees and 

handling data subject requests

2. Notifications, alerts and information for

the data subjects

3. Detailed Security measures

4. Grounds for processing

5. Processing agreement details

6. Detailed data protection policies

7. Quantification of risks

8. Records of processing
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Detailed data protection policies

DEFINITION DATA TO BE 

PROVIDED BY THE 

SENDING ENTITY

DATA PROVIDED FROM 

OTHER ENTITIES

(Per claim)

Data of the owner of the 

vehicle declared in the 

claim (identification, 

name and surname, 

address, telephone or 

current account) with 

claims previously 

declared in the 

information System as 

policyholder or owner

- Claim number

- Identification

- Address

- Phone

- Banking Data

▪ Entity

▪ Claim Number

▪ Figure received by the 

person consulted

▪ Date of occurrence

▪ Type of claim

▪ Sinister situation

▪ Refused lack of coverage

▪ (Y/N)

▪ Refused Vehicle location

▪ (Y/N)

▪ Refused by judgement

▪ Remains secured (Y/N)
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Conclusion

• Officially approved means of compliance

• Opportunities for building profiles and enriching vocabularies

• Development of useful tools for compliance and compliance 

checking
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Suggestions for discussion



Thank you for your 
attention
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