Redraft of W3C DNT community group comments

Introduction

Our concerns (high level), apply to both TPE and TCS docs

Universal Declaration of Human Rights, Article 19, provides the right to "seek, receive and impart information and ideas through any media and regardless of frontiers."

Tracking Preference Expression

Dec. 19 draft: http://www.w3.org/2011/tracking-protection/drafts/tracking-dnt.html

High-level comments

Status quo is not normative.

Introduction written from industry standpoint; e.g. rationale for DNT is "we don't want to offend the user because this leads to lost revenue," rather than "the user has certain privacy rights that we must respect.”

Reference EU/Canada.

Users have civil liberties concerns as well.

Unsourced statements such as "Advertising revenue is the single largest source of funding on the Web" - is this actually true?

We want to eliminate “cross-site” from this document.

Closed issues (from WG perspective, we can comment)

ISSUE-2: What is the meaning of DNT (Do Not Track) header?  

[CLOSED] "Does the presence of a DNT header field on requests always indicate an explicit choice." The answer we agreed upon is "yes."

ISSUE-50: Are DNT headers sent to first parties? Yes

ISSUE-70: Does a past HTTP request with DNT set affect future HTTP requests? No

ISSUE-40: Enable Do Not Track just for a session, rather than being stored

[CLOSED] Resolved in DNT Call 2011-10-26: The user agents are free to send different DNT values for different sessions. We agreed that this is a user-interface issue and out of scope on its own.

ISSUE-68: Should there be functionality for syncing preferences about tracking across different browsers?

[CLOSED] Resolved in DNT Call 2011-10-26: The user agents may or may not sync. However, this is out of scope for this spec.

ISSUE-42: Feedback to the user from the browser when Do Not Track is turned on

Major issues

Basic DNT config (3 states):  

DNT=1 (enabled, header sent)

DNT=0 (enabled, header sent)

Silence (user-agent lacks any DNT capability, or user did not set DNT, no header sent)

ISSUE-13: What are the requirements for DNT on apps/native software in addition to browsers?

Agree that W3C should use “the term user agent to refer to any of the various client programs capable of initiating HTTP requests, including browsers, spiders (web-based robots), command-line tools, native applications, and mobile apps.”

Q:  

ISSUE-4: What is the default for DNT in client configuration (opt-in or opt-out)?

Current spec is agnostic, leaves it up to user-agent, so a browser MAY ship with DNT enabled [“We do not specify how that preference is configured: the user agent is responsible for determining the user experience by which this preference is set.]

Lee:  OK

ISSUE-95: May an institution or network provider set a tracking preference for a user?

[current language] “An HTTP intermediary must not add, delete, or modify the DNT header field in requests forwarded through that intermediary unless that intermediary has been specifically installed or configured to do so by the user making the requests. For example, an Internet Service Provider must not inject DNT: 1 on behalf of all of their users who have not selected a choice.”

The debate was about employers, libraries etc.:

“There are some situations where an entity other than the user wishes to express a Do Not Track preference on the user's behalf. Such situations may include those where the user has designated another person as their system's administrator, such as in a shared computing environment like an employer's network, or a public-use computer system like a library.  If a non-user wishes to express a Do Not Track preference on a user's behalf, this SHOULD be done by configuring the user's agent to send the desired signal.”

Lee:  I think we’re better off by flatly prohibiting any modification. We don’t want anyone to override a user’s choice without specific user consent.  Obviously, however, the spec cannot technically prevent ISPs, employers, etc. from using TOS/agreements to permit intermediary modification.

ISSUE-78: What is the difference between absence of DNT header and DNT = 0?

[PENDING REVIEW] Proposed text above defines that a "0" may only be sent when DNT is enabled and some mechanism known to the user agent has specifically made an exception for this origin server. Note that we have not defined such a mechanism (and probably won't do so). If DNT is disabled or not implemented, no DNT header field is sent. 

In the absence of regulatory, legal, or other requirements, servers are free to interpret the lack of a DNT header as they find most appropriate for the given user, particularly when considered in light of the user's privacy expectations and cultural circumstances.

Lee:  OK, I think we have to say that DNT silence is just silence as a tech spec, but of course this segues to 

ISSUE-98: Consider applicable laws and regulations, such as Article 5(3) of the EU ePrivacy Directive

Lee:  Our position will simply be that DNT silence will be meaningful in EU, Canada because their legal regimes have more stringent consent rules.

ISSUE-81: Do we need a response at all from server?

[PENDING REVIEW] Yes: The users expect to be able to see whether a DNT header is accepted, rejected, or sent into the void. 

ISSUE-79: Should a server respond if a user sent DNT:0?

ISSUE-51: Should 1st party have any response to DNT signal?

ISSUE-105: Response header without request header?

If DNT=1, site MUST send response header (for compliance validation) (if no response header sent, this would mean non-compliance with spec)

If DNT=0, site MAY send response header (Issue-78)

If no DNT header at all, site MAY send response header

Lee:  OK

5.6 Status code for Tracking Required:  An HTTP error response status code might be useful for indicating that the site refuses service unless the user either logs into a subscription account or agrees to an exception to DNT for this site and its contracted third-party sites.

Lee:  Agree

ISSUE-46: Enable users to do more granular blocking based on whether the site responds honoring Do Not Track

Lee:  Agree, I think

ISSUE-43: Sites should be able to let the user know their options when they arrive with Do Not Track

Lee:  Agree, I think

Postponed issues (again, from WG perspective)

ISSUE-44: Ability to measure/detect who is honoring Do Not Track at a technical level

[POSTPONED] The info at the well-known URI declares whether a server promises to follow DNT. Whether it actually does (or just pretends to do so) is hard to determine and should be addressed later.

ISSUE-64: How does site preference management work with DNT

[POSTPONED] To what extent cookies can be used for preference management (such as storing a language preference) will be resolved later.

The following issues appear open and undefined, and I intend to ignore them for now.

ISSUE-27: How should the "opt back in" mechanism be designed?

ISSUE-47: Should the response from the server point to a URI of a policy (or an existing protocol) rather than a single bit in the protocol?

ISSUE-80: Instead of responding with a Link: header URI, does it make sense to use a well-known location for this policy?

ISSUE-87: Should there be an option for the server to respond with "I don't know what my policy is"

ISSUE-61: A site could publish a list of the other domains that are associated with them

ISSUE-76: Should a server echo the DNT header to confirm receipt?

ISSUE-48: Response from the server could both acknowledge receipt of a value and (separately) whether the server will honor it

ISSUE-90: Interaction of DNT with caching and intermediaries

Action 31:  proposal for a user-agent-managed site-specific exemption
Context:  User sends DNT=1.  The first party wants User to exempt specific third parties from DNT.  How is this done?

Lee:  This looks very technical and I'm not sure I can say anything meaningful here.

Tracking Compliance and Scope

Dec. 14 draft:  http://www.w3.org/2011/tracking-protection/drafts/tracking-compliance.html

Key immediate issues

Defining first- and third-parties:  Jonathan/Tom

Lee:  I propose to AGREE with Jonathan/Tom’s draft, with a few comments about widgets.

ISSUE-10: What is a first party?

ISSUE-49: Third party as first party - is a third party that collects data on behalf of the first party treated the same way as the first party?

ISSUE-26: Providing data to 3rd-party widgets -- does that imply consent?

ISSUE-5: What is the definition of tracking?

“Behavioral tracking is the collection and retention of transactional data about the web-based activities of a particular user, computer, or device across non-commonly branded entities in a form that allows activities across non-commonly branded entities to be attributed to a particular user, computer, or device, over time, for any purpose other than the explicitly-excepted purposes specified below.”

Lee/John initial attempt:  “Tracking is the collection of data about Internet activities of a user, computer, or device (including mobile phones and devices), over time and across a Website or Websites….”

Lee redraft:  “Tracking is the collection of data about the web-based activities of a user, computer, or device (including mobile phones and devices), over time and across a Website or Websites… ”

Lee:  I don’t see need for the draft’s limitation to “transactional data,” defined as “information about the user's interactions with various websites, services, or widgets which could be used to create a record of a user’s system information, online communications, transactions and other activities, including websites visited, pages and ads viewed, purchases made, etc.”—or the rest of it.  

ISSUE-16: What does it mean to collect data? (caching, logging, storage, retention, accumulation, profile etc.)

Lee:  ALL of these should be included within “collect data,” but accommodations can be made for specific contexts.  Two big issues that perhaps should be addressed generally:  de-identification; real-time or near-real-time deletion (ephemeral storage).

ISSUE-92: If data collection (even very specific with IP address, user agent, referrer) is time-limited, with very limited retention, is that still tracking?

Lee:  yes, but may be permitted in specific contexts (draft assigned, nothing yet, Jonathan is editor)

Aleecia’s comment:  “Contrast to issue-31, which is about how data retention may or may not interact with specific exemptions. This asks if ephemeral data collection still counts as tracking. Note that the FTC staff report calls for DNT to cover collection, but the details are vague. For example, does DNT apply to Apache log files in any way?”
ISSUE-89: Does DNT mean at a high level: (a) no customization, users are seen for the first time, every time. (b) DNT is about data moving between sites.

ISSUE-97: Re-direction, shortened URLs, click analytics -- what kind of tracking is this?

ISSUE-36: Should DNT opt-outs distinguish between behavioral targeting and other personalization?

Context:  User sends DNT=1.  How much third-party content personalization is permissible?  The proposal would generally prohibit use of previously collected data, but would permit personalization based on reverse-IP lookup geolocation, user-manually-configured settings, and ugly catch-all ("expectations") [there is a draft here]

Aleecia’s comment:  “Another question where the answer might just be "no". If yes, how, where, and why?”
Lee:  criticize catch-all; Jeff seems OK with reverse-IP lookup geolocation

Issue 30:  offline data

Current draft asks:  “Should we address the association of first party data with third party data? What does this standard say about a first party associating offline data from a third party with their own data and then using that in targeting? How about the first party associating it with third party data and/or selling it to a third party?”

Lee: I think we should take the position that DNT=1 means

--first parties MUST not offline transfer any data to any third parties that they could not online transfer to

--first parties MUST not offline transfer any data to any parties not subject to DNT (because that could easily circumvent DNT)

--third parties MUST not offline receive any data from any parties subject to DNT that they could not online receive

Less clear on “pure” offline append:  first or third parties buying offline data about DNT=1 users from parties not subject to DNT (e.g., Catalina Marketing specializes in grocery store convenience card data brokering, which is mostly offline; is it beyond DNT "jurisdiction" to say that websites can't buy this data?  Maybe a SHOULD NOT?)

Issue 32:  sharing of data between entities via cookie syncing/identity brokering

Lee:  will criticize current proposal, on Jonathan’s recommendation

Issue-88, different rules for impression of and interaction with 3rd-party ads/content
Lee:  draft assigned, nothing yet

Aleecia’s comment:  “This may be handled the same way as Issue-26 (Providing data to 3rd-party widgets -- does that imply consent?) unless there is a use case that suggests not to. Are these still two different issues, or will one unified approach suffice?”
Key follow-on issues

Exemptions generally?  Current draft suggests these possibilities:

Third party non-behavioral ad and content delivery.

Third party analytics and other siloed service providers.

Certain third party ad reporting.

De-identified cross-site analytics or market research and/or data that is, with high confidence, not reasonably linkable to a specific user, computer, or device.

Data collected for fraud prevention and other security purposes.

Behavioral tracking that is obviously necessary to complete a transaction that the user has affirmatively chosen to engage in.

ISSUE-22: Still have "operational use" of data (auditing of where ads are shown, impression tracking, etc.)

Lee: Below is the current draft.  The Q is whether these are worthy of exemptions.  I think we need to understand how these actually work, so I think our comments will be very high-level.  

Aleecia’s comment:  “This issue is a request for additional exemptions for advertising billing and operations. The risk in one direction is we wind up with advertisers collecting exactly the same data they do today, which will almost certainly result in scathing press coverage and privacy advocates coming out against DNT, perhaps also not be strong enough to avoid regulation. In the other direction we risk creating substantial barriers to adoption by requiring companies re-architect their systems, and perhaps change business models. Is there a middle ground?”

Frequency Capping - A form of historical tracking to ensure the number of times a user sees the same ad is kept to a minimum.

Financial Logging - Ad impressions and clicks (and sometimes conversions) events are tied to financial transactions (this is how online advertising is billed) and therefore must be collected and stored for billing and auditing purposes.

Aggregated Reporting - Similar to Financial Logging, as advertising is a billed event it must be reported on to advertisers. This does not occur at a "per user" level.

3rd Party Auditing - Online advertising is a billed event and there are concerns with accuracy in impression counting and quality of placement so 3rd party auditors provide an independent reporting service to advertisers and agencies so they can compare reporting for accuracy.

Security - From traditional security attacks to more elaborate fraudulent activity, ad networks must have the ability to log data about suspected bad actors to discern and filter their activities from legitimate transactions. This information is sometimes shared across 3rd parties in cooperatives to help reduce the daisy-chain effect of attacks across the ad ecosystem.

Issue 31:  minimization for exemptions -- to what extent will minimization be required for use of a particular exemption? (conditional exemptions)

Context:  User sends DNT=1.  Because of exemptions (e.g. analytics), third parties can collect User data.  What data minimization is required to validly use such an exemption?  The proposal covers outsourcing/siloing, aggregate data, frequency capping, and click-fraud.

Aleecia’s comment:  “As with other issues, the answer for issue-31 could be "not at all". Or it could be that exemptions only apply if data is held no longer than a certain amount of time. Or some exemptions could have minimization requirements, while others do not, or have different requirements. And if there are minimization requirements, what does that entail: what steps must companies take?”

See separate draft.

Lee:  ?

ISSUE-23: Possible exemption for analytics, ISSUE-34: Possible exemption for aggregate analytics

Lee:  draft is assigned (Jonathan is editor), nothing yet

Aleecia’s comment:  “Here we have something invisible and unknown to users, but have strong business interests in the resulting data. Google analytics offers an opt-out. Can carefully designed aggregate data be sufficient for both business use cases and user privacy?”
ISSUE-73: In order for analytics or other contracting to count as first-party: by contract, by technical silo, both silo and contract

ISSUE-24: Possible exemption for fraud detection and defense

Lee:  draft is assigned (Peter is editor), nothing yet

Aleecia’s comment: This is non-trivial. At the Princeton workshop we heard all data must be collected and kept indefinitely, just in case some day it might be used for anti-fraud measures. We also heard that fraud has historically been used as an excuse to justify data collection that then winds up out of the collector's control, by lawsuit or law enforcement, and must be narrowly scoped. We have not taken up this issue as a group. What seems like a reasonable balance? Do we know of any use cases where DNT would change any current practices?
ISSUE-25: Possible exemption for research purposes, ISSUE-74: Are surveys out of scope?

Lee:  draft is assigned, nothing yet.

Aleecia’s comment:  “Is this something that can be handled on a site-specific exemption ("opting back in") basis? If not, what use case illustrates why not, and, what proposal will address that use case in a way that will not violate user expectations?”

ISSUE-28: Exception for mandatory legal process

Lee:  draft is assigned, nothing yet.

Aleecia’s comment:  “Presumably DNT does not ask entities to break laws, and we might want some text along those lines. Are there ways in which sites should communicate with users about any places where laws conflict with DNT compliance? If so, how? Any implications for when new laws come into force?”
ISSUE-75: How do companies claim exemptions and is that technical or not?

Compliance

First-party compliance obligations

Current text:  “If an operator of a first party domain stores a request to which a [DNT-ON] header is attached, that operator must not transmit information about that stored communication to a third party, outside of the explicitly expressed exceptions as defined in this standard.”

See previous CG draft for our current language.

ISSUE-55: What is relationship between behavioral advertising and tracking, subset, different items?

ISSUE-17: Data use by 1st Party (overlap issue)

ISSUE-54: Can first party provide targeting based on registration information even while sending DNT

Lee:  draft assigned, nothing yet (this is an obvious Facebook/Google-relevant issue).

Aleecia’s comment:  “See also issues 71 and 65, and note that this applies to first parties. If a user registers with a site, but is not currently logged in, is that registration information still something companies can use even with DNT?”
ISSUE-59: Should the first party be informed about whether the user has sent a DNT header to third parties on their site?

ISSUE-91: Might want prohibitions on first parties re-selling data to get around the intent of DNT (overlap issue)

Third-party compliance obligations

Current text:  “If the operator of a third-party domain receives a communication to which a [DNT-ON] header is attached:  

1. that operator must not collect or use information related to that communication outside of the explicitly expressed exceptions as defined within this standard; 

2. that operator must not use information about previous communications in which the operator was a third party, outside of the explicitly expressed exceptions as defined within this standard;

3. that operator [must not or should not] retain information about previous communications in which the operator was a third party, outside of the explicitly expressed exceptions as defined within this standard.”

ISSUE-71: Does DNT also affect past collection or use of past collection of info?

Lee:  draft assigned, nothing yet.

Aleecia’s comment:  “This is particularly of interest in Europe, where consent may only apply to information that will be collected in the future, not retrospectively. If DNT does affect prior data collection, how does that work in practice? What are companies responsible for? We have not discussed this in detail as a group.”
Location

Current draft text: “This specification does not place limitations on the use of geolocation technologies by the operators of third-party domains.”

ISSUE-39: Tracking of geographic data (however it's determined, or used)

Aleecia’s comment: “We have talked about this as a group a few times, and it seems as though consensus is likely to fall somewhere between it's ok to identify country of origin and it's not ok to go to zip-plus-four level. The final details, and how we express that in an international context, has not been put into text.”
Lee:  IMHO consensus right now seems to be that DNT=1 should block all third-party geolocation except IP-based or user-supplied (this ties into personalization), but I don't understand how this would apply in mobile context to the wireless carrier.  We probably should argue that it blocks carrier geolocation, but this would still be subject to exemptions and TOS and what law permits.  Nevertheless it enables users to express the preference, which can’t be bad, can it?  I should add that I don’t know how non-US law handles carrier geolocation.

Miscellaneous issues

Issue 14:  Global legal regime issues (already addressed)

EU

Canada

Issue 15:  what special treatment for children’s data?

Current draft specification:  “The DNT:1 header does not require special treatment for children because DNT:1 means no tracking regardless of whether the user is a child or not.  Note that operator handling of children's data may also be governed by local laws and regulations, such as COPPA in US.

Examples and use cases:  A child using a browser with DNT:1 visits a website.   By default, the website does not know that the user is a child. Since it sees DNT:1 it records no data about the user (subject to the exceptions in this spec).

Deferred issues?

6.2 Interaction with existing user privacy controls

Current Draft Text:  If the operator of a third-party domain receives a request to which there is no DNT header attached but detects that it has set an "opt-out" cookie for that particular device, the operator may comply with the behavioral tracking prohibitions on third-party domains that receive the DNT header as specified in x.x (currently 4.3) of this specification, and must comply with the assurances that the operator previously made to the user in association with the user "opting out" from the third party and the setting of the opt-out cookie.

ISSUE-35: How will DNT interact with existing opt-out programs (industry self-reg, other)?

ISSUE-52: What if conflict between opt-out cookie and DNT?

ISSUE-53: How should opt-out cookie and DNT signal interact?

ISSUE-56: What if DNT is unspecified and an opt-out cookie is present?

ISSUE-57: What if an opt-out cookie exists but an "opt back in" out-of-band is present?

ISSUE-58: What if DNT is explicitly set to 0 and an opt-out cookie is present?

Lee: My review indicates very incomplete discussion thus far.  A draft has been assigned on the above issues as a cluster, but I haven’t seen it yet.

ISSUE-65: How does logged in and logged out state work?

Lee:  draft assigned, nothing yet

Aleecia’s comment: “Much of the discussion around DNT assumes a lower concern for users who understand they are interacting with a given party. Does logging in change their DNT status? What if that log in is in a different tab or buried window? How long may that login status reasonably persist? If logging in does not change their DNT status, how do use cases work there (site-specific exemption, something else?)”
Ignore issues?

