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Background & Design Goals



The Problem, Gen 1



The Problem, Gen 2

digital credential presentation on the web 

currently relies on primitives such as 

custom schemes and QR codes which have 

poor security properties and an even 

worse user experience



Custom schemes in the wild

mdoc://
openid4vp://
eudi-wallet://

eudi-openid4vp://
mdoc-openid4vp://

openid-credential-offer://



Challenges with custom schemes

● invocation from insecure contexts

● on-device phishing via app 
selection

● no requestor origin / identity

● not standardized & not 
guaranteed

● context switch during app launch

● no graceful fallback from errors
poor UX for credential selection
(users don’t understand wallet selection)



Learnings from passkeys

users think about accounts and 
credentials, not authenticators

caller context is key

cross-device authentication 
needs to be secure, easy, and 
resistant to phishing



Design Principles

● Separate the act of requesting from the specific protocol, allowing 
flexibility in both the protocol and credential formats. This way, the pace of 
changes in browsers won't hinder progress or block new developments.

● Require request transparency, enabling user-agent inspection for risk 
analysis

● Assume response opacity (encrypted responses), enabling verifiers and 
holders to control where potentially sensitive PII is exposed

● Prevent website from silently querying for the availability of digital 
credentials and communicating with credential providers without explicit 
user consent



Components & Layering



Relationship to other protocols and specifications

 W3C
 Digital
 Credentials
 API

OpenID

Verifiable
Presentations

(OID4VP)

Verifiable Credential
Issuance

(OID4VCI)

ISO mdoc

SD-JWT VC
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others?
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Roles and Responsibilities

OS Platform
(app platform)

Credential Provider
(app/wallet)

Browser
(web platform)

Credential selector
( presentation )

Provider selector
( issuance )

<<<<<< Permission >>>>>> Holder consent

Presentation & 
Issuance Protocols

( verifier / RP authentication, 
selective disclosure, signing, 

encryption )
Cross-device

transport

Interaction with
OS platform 

Native app
requests

Secure context 
validation

Holder verificationAPI surface

Key management

Basic request 
validation



tcslides.link/dc-layers

FIDO CTAP 2.2

Digital 
Credentials
API

https://tcslides.link/osw-3pc






The API



let cred = await
  navigator.credentials.get({
     signal: controller.signal,
     digital: {
       requests: [{
         protocol: "openid4vp-v1-unsigned",
         data: { …request }
       }]
     }
  });

Presentation



Presentation

Who is 
asking?

What are 
they asking 
for?

Who can 
provide it?

credential-centric



Demo



Work Status



Evolution

2021 2023 2025+
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Digital 

Credentials 
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Current Major Items

● Define issuance (credentials.create)

● Protocol registry criteria

● Migration to Federated Identity WG and FPWD



DC API vs FedCM API



DC API vs FedCM API* (Presentation Only)

Federation-
centricDC 

API
Fed
CM

Protocol 
Agnostic

* current functionality

CredManTypically uses
OID4VP

Typically uses
OIDC

Avoids redirects 
& custom 
schemes

same context

cross device

cross context

same device



Discussion


