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NEWS £a
Convicted Arsonist Busted

Driving Fake Firetruck Into
Palisades Fire Evac Site
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lamag € LATEST: Convicted Oregon
arsonist Dustin Nehl and his wife,
Jennifer, were arrested for allegedly
impersonating firefighters and
entering a Los Angeles evacuation
zone in a fake fire truck.

The couple claimed to belong to a
nonexistent fire department and wore
official-looking gear to bypass
security.

Authorities said the truck, purchased
at an auction, had "Roaring River Fire
Department” painted on it,
misleadingly suggesting legitimacy.

This incident is part of a troubling
pattern, with recent cases of
impostors exploiting evacuation
zones in California.
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Problem

e Uniforms can be faked

e |dentification can be faked

It is difficult to get a real-time, "big picture” view

of verified responders in a large scale incident.




Vision

Deploy the right people,
with the right training,
to the right location,

at the right time.

Rapidly and accurately secure the perimeter.




Challenges

Power is down and then intermittent
Networks are usually down at critical times
Not everyone has a mobile wallet
Environments are dirty

Many jurisdictions are responding

o Response isinherently decentralized




Current Focus: Secure Physical Credentials

i Office of Emergency Services (> <9 on-verifierveresdev 4+ (@

Verified Credential
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First Responder Credential ID: 12345

Evaluator

Verify a physical

Civil Engineer
Expires 04-21-2028

Back

Evaluator
Not Deployed




Physical Verifiable Credentials Technology

e W3C Verifiable Credentials v2.0
e First Responder Vocabulary

e ECDSA Data Integrity v1.0

e CBOR-LD

e \erifiable Credential Barcodes
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https://www.w3.org/TR/vc-data-model-2.0/
https://w3id.org/first-responder/
https://www.w3.org/TR/vc-di-ecdsa/
https://json-ld.github.io/cbor-ld-spec/
https://w3c-ccg.github.io/vc-barcodes/

Current Focus: Secure Digital Credentials

First responder badge identification
Medical Technician
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Description
First responder badge identification
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Displays

ID 3857923-24

Samantha Doe

DEPLOYMENT  2020-03-18
) || EXPIRATION  2027-12-31

FIRSTRESPONDER: MEDICAL TECHNICIAN

—

Verify a digital, offline-capable,
First Responder Credential

B

NFC DEMO VERIFIER

Digital Bazaar™

HCE Initialized: @ Reset

This demo showcases the use of NFC to
receive a Verifiable Credential (VC) payload
from a mobile device.

RESULTS (Waiting for device)

Successfully Verified

Overview Details

Badge ID
3857923-24
- Name
‘;—‘ Samantha Doe
Job
Emergency Medical Technician

Jurisdiction

Georgia

Issuer

National Registry of Emergency
Medical Technicians
Expiration
2028-01-01T00:00:00Z
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Physical Verifiable Credentials Technology

e W3C Verifiable Credentials v2.0
e First Responder Vocabulary
e CBOR-LD

e \erifiable Credentials over Wireless
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https://www.w3.org/TR/vc-data-model-2.0/
https://w3id.org/first-responder/
https://json-ld.github.io/cbor-ld-spec/
https://digitalbazaar.github.io/vc-wireless/
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http://www.youtube.com/watch?v=hSG-J0LFqfk

Next Steps

e Pilotdeployments in multiple large US states
e Expecting production deployments soon
e Suggest key CCG specs to go standards track in VCWG
o VCAPI
o CBOR-LD
o VCBarcodes
o VCsover Wireless
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