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ABSTRACT In recent years, the decentralized identity management approach known as Self-Sovereign
Identity (SSI) has gained popularity. It aims to give individuals and organizations more control over their
identities and credentials. Unfortunately, the adoption of SSI is impeded because the SSI community
frequently overlooks the requirements of organizations. The organization’s roles as an issuer, verifier, and
especially as a holder of Verifiable Credentials (VCs) remain largely unexplored. This is partly because
SSI emerged as a user-centric approach focusing on privacy benefits for individuals who act as credential
holders. To address this issue, we conducted a multi-method study to identify an initial set of general
requirements for organizational SSI software. We used a triangulation approach consisting of a literature
review, expert interviews, and product analysis. As a result, we present a comprehensive set of requirements
grouped into three main categories: credential management, organizational identity and relationships, and
additional requirements. We also examined potential constraints to SSI development and wider adoption in
organizational settings. Furthermore, we present gaps between the found organizational-centric requirements
and current SSI solutions. Thus, these requirements can serve as a starting point for developing better-tailored
SSI software, which represents organizational needs and use cases more closely than current solutions.

INDEX TERMS Enterprise SSI, Enterprise Wallet, Identity Management System, Organizational Wallet,

Organizational SSI, Self-Sovereign Identity, SSI, Verifiable Credentials.

I. INTRODUCTION

Organizations process various credentials as part of their
daily operations. For example, employee badges are issued to
members of an organization, serving as proof of membership
to both internal and external relying parties. Organizations
can verify credentials issued by other organizations and held
by individuals, such as educational diplomas. Lastly, organi-
zations can serve as holders of credentials like carbon emis-
sion allowances or commercial registry excerpts, which they
can present to other organizations for establishing business
relations.

Often these credentials are still physical documents and
their processing can be a time-consuming, costly, and labori-
ous task that may require specialized personnel. For example,
initiating business between two companies — where each
other’s identities must be verified — can take weeks or even
months [1]. In the past, however, there was often a lack of
digital alternatives to physical credentials, which presented a
challenge for businesses.

With the rise of Self-Sovereign Identity (SSI) and Ver-
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ifiable Credentials (VCs), this may change. SSI is a new
decentralized digital identity management paradigm that aims
to give individuals and organizations more control over their
identity and credentials [2]. VCs enable organizations to
digitize credentials in a standardized and verifiable manner.
It is crucial to highlight that VCs are not limited solely to
identity credentials. They can be any attribute attestation from
a trusted third party about an entity.

This change is also supported by legislation such as the
ongoing revision of the Electronic Identification, Authenti-
cation, and Trust Services (eIDAS) regulation. The eIDAS
revision introduces European Digital Identity (EUDI) wallets
that both individuals and organizations can use to manage
their VCs. This entails offering legal person ID VCs which
can be used to electronically identify legal entities in the
European Union.

Although the SSI domain is relatively new, it has gained
increasing research popularity in recent years [3], [4]. How-
ever, most studies on SSI have focused on the use of wallets
by individuals as credential holders. Organizations’ roles as
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issuers and verifiers have been recognized but remain largely
unexplored. Details of the issuance and verification process
have rarely been discussed. Also, the fact that organizations
can act as credential holders is frequently overlooked.

However, SSI offers several benefits for organizations,
such as cost savings and increased efficiency through the
automation of business processes [5], [6]. The UK’s National
Health Service (NHS) utilized VCs to deploy a digital staff
passport during the COVID-19 pandemic, thereby drastically
reducing verification time by enabling health professionals
to move swiftly between hospitals of the NHS without time-
consuming re-verification [7], [8].

Nevertheless, several challenges remain, including infras-
tructure development, high investment needs, fundamental
changes to existing systems and processes, and a lack of un-
derstanding of SSI [5]. Furthermore, solutions such as wallets
for organizations are still at a very early stage of development
and often lack basic functionality [9], making the use of SSI
and VCs in organizations even more challenging.

Thus, there is an urgent need for further research in this
area to better understand the requirements of organizations
regarding SSI and VCs. The main objective of this study is
to address this gap and provide an initial overview of the
requirements of organizations for SSI software by answering
the following research questions:

« RQI: What potential requirements do organizations

have for SSI software?

« RQ2: What gaps exist between the identified require-

ments and current SSI solutions?

The identified requirements aim to establish a initial the-
oretical base and to structure the research area on organi-
zational SSI software. Furthermore, they can aid SSI soft-
ware vendors in developing SSI products that better meet
organizations’ needs. Despite their importance, industry- and
organization-specific requirements were beyond the scope of
our research. We also excluded most requirements relating to
specific technologies, such as credential formats or crypto-
graphic algorithms, as there are various ways to implement
SSIand VCs and it is not clear yet which options will prevail.
Thus, we focused on requirements for SSI and VCs, indepen-
dently of a specific technology stack.

The remainder of this article is structured as follows: The
background section provides necessary knowledge about the
basics of SSI and presents related work on SSI for organi-
zations. The methodology section explains the approach of a
combination of literature review, expert interviews, and prod-
uct analysis to gain a comprehensive understanding of orga-
nizational SSI software requirements. The identified require-
ments for organizational SSI software are presented in the
following three sections: Credential Management, Organiza-
tional Identity and Relationships, and Additional Require-
ments. Subsequently, we elaborate on potential constraints
that may impact the fulfillment of identified requirements.
Afterward, the gaps between the identified requirements and
state-of-the-art solutions are shown. In the discussion sec-
tion, the implications for practitioners and researchers are
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explored. Furthermore, some limitations of the study are
discussed in this section. Finally, the conclusion summarizes
the main findings and presents an outlook for future research.

Il. BACKGROUND

SSIis an emerging decentralized digital identity management
paradigm that aims to give individuals and organizations more
control over their identity and credentials [2]. In the SSI
model, digital wallets store and manage VCs. Additionally,
systems are required to handle the issuance and verification
of these credentials, which are usually carried out by or-
ganizations. These systems are often known as agents. The
following section explains SSI’s foundations and technolog-
ical components: Verifiable Credentials and Presentations,
the Roles in SSI, Wallets, Agents, Decentralized Identifiers
(DID), and Verifiable Data Registries (VDR). Related work
is discussed at the end of this section.

A. VERIFIABLE CREDENTIALS AND PRESENTATIONS
As the introduction mentions, VCs can be considered digital
equivalents of physical credentials. Still, they go beyond just
replicating physical documents and thus enable entirely new
forms of interactions that are unattainable with traditional
paper- or plastic-based credentials [10]. The W3C broadly
defines VCs as a set of claims made by an issuer about one
or more subjects. They are signed by the issuer with a crypto-
graphic signature proving their authenticity and integrity [11].
When a holder presents a VC to a verifier, it is usually
presented as a Verifiable Presentation (VP). A VP is a context-
specific collection of claims of one or more VCs signed by
the holder and presented to a verifier. One advantage of VPs
is that they allow for selective disclosure. Selective disclosure
is the possibility of showing only a part of a credential when
presented. In this manner, sensitive data can be kept secret if
not required by the verifier [2].

B. ROLES IN SSI

In SSI, various roles interact with VCs. These are the issuer,
verifier, and holder, which are part of a trust triangle, as
shown in Fig. 1, representing the various trust relationships
between the roles. For example, the verifier has to trust that
the issuer issues the VC correctly and is authorized to do
so. Central to establishing trust are governance frameworks.
A governance framework is a set of business, legal, and
technical rules [12] that govern the handling and structure
of VCs [10], such as which credentials an entity can issue.
Governance frameworks introduce a multi-layered approach
to establishing trust, from the technical to the application
layer [12].

In contrast to other depictions of the trust triangle, which
position the governance framework below the issuer and
verifier, we argue that the governance framework should be
situated in the middle. This is because the holder’s trust in
the issuer and verifier depends on the governance framework.
Hence, the governance framework is fundamental not only
as a set of rules for issuers and verifiers, but also as a risk
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assessment tool for the holder [13]. Placing it in the center
of the triangle highlights its vital function in establishing
and sustaining trust based on a set of collectively recognized
regulations.

Presents Proof

Governance

Framework

Verifier

FIGURE 1. Revised SSI Trust Triangle: In addition to being issuers and
verifiers, organizations can also act as holders. To establish trust,
governance frameworks are essential. Contrary to conventional
depictions, the governance framework occupies the center, emphasizing
its role in establishing trust between the holder, issuer, and verifier.

Each VC has an issuer who issues it. The issuer is respon-
sible for ensuring the issued VCs contain accurate and up-
dated data. Examples of issuers include government agencies
(identification documents), educational institutions (diplo-
mas), and companies (employee IDs, job references) [11].

The issued VCs are sent to the holder, who stores them
in their wallet. Although holders often refer to individuals,
organizations or objects (such as an IoT device) can also be
holders. In addition, the holder is often the subject of the
credential about whom the credential provides information.
However, the holder and subject can also be distinct from each
other. For example, when parents manage their children’s
credentials [11].

Upon request, the holder sends its VCs or VPs as proof
to a verifier, which verifies their validity. This includes ver-
ifying the cryptographic proof(s), validating that the issuer
is authorized to issue the credential, and more. For example,
a verifier may be an employer who wishes to verify a job
applicant’s identity. The verifier is responsible for ensuring
that the verified VCs are valid and that the information they
contain is sufficient for the intended purpose [11].

C. WALLETS, AGENTS, AND VERIFIABLE DATA REGISTRIES
There are several definitions of wallets and agents in the field
of SSI. Sometimes, both terms are used synonymously. It is
also problematic that the term agent already has numerous
other meanings. We decided to use the definitions provided
by Preukschat et al., which defines a wallet as software (and
optionally hardware) that allows the holder of the wallet “to
generate, store, manage, and protect cryptographic keys and

VOLUME 11, 2023

other sensitive private data, such as credentials.” [2]. Thus
digital wallets are essentially the digital equivalent of a phys-
ical wallet in the real world and VCs correspond to the cards,
bills, or tickets they hold. The agent is used to interact with
the wallet. Moreover, the agent communicates and exchanges
credentials with other agents. Agents can be divided into two
categories based on their operating location: edge and cloud.
Edge agents run on the owner’s local device, whereas cloud
agents run in a cloud [2].

VDRs allow the storage of various data necessary to use
VCs. These include data such as DIDs, which are discussed in
more detail in the following section, and the revocation status
of a VC. There may be not only one VDR but several that are
often specialized in storing specific data [11].

D. DECENTRALIZED IDENTIFIERS

According to the W3C a DID is a globally unique digital
identifier for an entity managed in a decentralized environ-
ment without dependence on a centralized entity [14]. VCs
are often combined with DIDs, but this is not mandatory [2].
A DID consists of three parts: the DID URI scheme identi-
fier, the DID method identifier, and the DID method-specific
identifier, as shown in Fig. 2. The method is a mechanism by
which a particular type of DID and its associated document is
created, deleted, updated, or deactivated. There are over 160
distinct methods, with their numbers increasing steadily [15].

Scheme
Lt
did:methodl:gxampleidentifier;

T |
DID Method DID Method-Specific Identifier

FIGURE 2. Parts of a DID

The DID subject can be authenticated through the DID doc-
ument because it contains the necessary data, such as public
cryptographic keys. It can also store data from other entities,
such as the public key of a DID delegate, who can represent
the subject. This may be identical to a DID controller that can
modify the DID document associated with the DID [14].

E. RELATED WORK

As noted in the introduction, SSI research with its user-
centric approach, often focuses on the individual. Therefore,
the body of academic literature is not very extensive on
SSI in organizations. Glockler et al. conducted a review of
requirements for Enterprise Identity and Access Management
(EIAM) systems and how SSI can offer benefits [16]. Based
on the found requirements, they developed an IAM SSI pro-
totype, which was subsequently reviewed by twelve experts
with a background in the IAM or SSI industry. The experts
acknowledged the advantages of extending IAM systems with
SSI. However, as noted by the authors, EIAM systems are just
one application of SSI, while our work provides a broader
perspective.
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Another important study on digital wallets was conducted
by O’Donnell, who identified the functions of digital wallets
in his Wallet Report, along with various industry partners
[17]. In a 2021 update of the report, he criticizes that agents
have not yet achieved a serious level of functionality [9].
Although these reports mention several important general
requirements regarding wallets, they only briefly touch on
organizational wallets. According to O’Donnell, the differ-
ences between personal and enterprise wallets are delegation,
scale, specialization of agents, such as compliance agents, and
additional security considerations, such as a trust framework
or penetration testing.

Ansaroudi et al. listed some functional and non-functional
requirements for digital wallets [18]. However, their require-
ments are quite general and their main focus is on the tech-
nical analysis of wallets. Furthermore, research has been
conducted on the usability of SSI [19]-[22]. Although it is
mainly based on wallets for individuals, some of the findings
can be applied to organizations.

Bochnia et al. presented a taxonomy of organizational
credentials consisting of ten dimensions within the three per-
spectives representation, content, and processing [23]. They
used their taxonomy to compare physical credentials with
VCs, arguing that VCs already offer many of the capabilities
of physical credentials but still lack some, such as modifi-
ability or transferability. Delegation, although an important
feature for organizations, was also seen as an unresolved issue
as it is not standardized and vendor-specific. However, they
question whether VCs need to replicate physical credentials
one-to-one, or whether it is possible to redesign business
processes with revised credentials.

Moreover, the EU Digital Identity Wallet Consortium,
which started in April 2023, is working on a European so-
lution for organizational wallets for eIDAS 2.0. The project
started recently and is based on the European Architecture
and Reference Framework (ARF). However, the ARF and
European Digital Identity Wallet Initiative are still in an early
stage of development and are subject to fundamental changes.
The goal of the revision is to add SSI to eIDAS while contin-
uing to rely on existing eIDAS infrastructures, such as trust
providers [24].

The Global Legal Entity Identifier Foundation (GLEIF) is
working on a global system of organizational identities based
on the Legal Entity Identifier (LEI) and the Verifiable LEI
(VLEI). Organizations in several countries are required to own
an LEI to participate in financial transactions. Thus, the LEI is
already established in the financial sector. The vLEI is based
on VCs and can be used by organizations as an organizational
ID derived from their LEI. There are also vLEIs issued to
employees that can be used to represent the organization [25].

lll. METHODOLOGY

We triangulated using three different research methods, which
are explained in the following sections. This approach al-
lowed us to gain an extensive overview of the requirements
of organizations regarding SSI.
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A. LITERATURE REVIEW

As previously noted, the literature on SSI in organizations
is sparse. However, because there is some overlap between
the requirements for SSI software for individuals and orga-
nizations, the literature focusing on SSI for individuals was
included. Systematic mapping studies [3], [4] have served as
important references for identifying relevant research.

The literature from related areas, such as public key infras-
tructures (PKIs) and X.509 certificates, was also reviewed
to identify overlooked requirements that have not yet been
considered in the SSI domain. Additionally, we utilized the
internal documents provided by our partners from the ID-
Ideal' project. The project focuses on using and managing
digital identities in business and government use cases. The
provided process documents analyze existing business pro-
cesses and demonstrate their potential implementation using
SSI.

B. INTERVIEWS

We conducted semi-structured interviews with ten experts in
the SSI space from industry and research. The experts were
from German-speaking countries and their experience with
SSIranged from a few months to several years, with a median
experience of 3 years. The majority also had prior experi-
ence in the broader field of digital identities. Each expert
was approached individually because of their experience in
working on projects of the showcase program Secure Digital
Identities, which is funded by the German Federal Ministry
for Economic Affairs and Climate Action. The expert profiles
are presented in Table 1.

We opted for semi-structured interviews because SSI soft-
ware in organizations is relatively new and not thoroughly
explored. The semi-structured approach allowed us to provide
guidance while still allowing interviewees to elaborate on
their thoughts. This allowed us to ask follow-up questions and
explore topics of interest more deeply.

TABLE 1. Profile of Experts

No. Organization SSI Experience  Job Position

1 SSI Provider 1 4 Years Sales

2 SSI Provider 2 4 Years Lead Product Manager
3 Research Institute 1 4 Months Research Associate
4 Research Institute 1 5 Years Department Head
5 Research Institute 2 3 Years Research Associate
6 University 3 Years Research Associate
7 Research Institute 3 3 Months Research Associate
8 Project Company 1 Year Lead Consultant

9 IT Service Provider 1 Year Project Lead

10 Blockchain Company 4 Years CEO

In advance, we determined that the optimal length for the
expert interviews would be approximately 20-30 min. Before
the interviews, the experts received an interview guide to
prepare to answer the questions accordingly. This guide in-
cluded key questions and topics we wanted to explore, mainly

Thttps://id-ideal.de/en/
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organizational SSI and wallets and their potential features
and use cases. The guide given to the experts beforehand
was intentionally open-ended to prevent the interview from
being too rigid and to allow divergent and different ideas
to be presented. These questions as well as some additional
questions asked during the interviews can be found in the
Appendix.

The interviews were conducted using videoconferencing
software to generate the transcripts automatically. In addition,
all interviews were recorded with the interviewee’s consent
to revise the transcript afterward. A method of analysis was
considered before conducting the interviews. Due to the semi-
structured interview approach, we could not fully predict the
direction of the interviews. Therefore, we decided to use the
method of categorizing the corresponding statements after the
interviews. Thus, the transcriptions were thoroughly reviewed
and important statements that fit the research question were
highlighted. In the second pass, the statements were catego-
rized and prioritized based on their relevance to understand-
ing the research question. The results of this categorization
were summarized in a spreadsheet for ease of reference.

At a later stage, the transcriptions were revisited and ana-
lyzed again using a broader knowledge base. Certain state-
ments previously considered less important were reconsid-
ered and recognized as significant.

C. PRODUCT ANALYSIS

The existing organizational SSI software products are gener-
ally in the early stages of development. Various systems have
been analyzed to determine the current state of the art. SSI
systems that only focus on VC use cases for individuals were
excluded from the start as our main focus was on the usage
of VCs by organizations, which led to the exclusion of many
current SSI solutions. We focused on analyzing ready-to-use
SSI products rather than software development kits (SDKs).
This enabled us to gain an understanding of the products’
functionality and their ability to fulfill organizational require-
ments. Analyzing SDKs would have meant developing our
own solution based on the SDKs, which could have skewed
the analysis.

Access to a test version and extensive documentation were
necessary conditions for a closer examination. Furthermore,
only vendors and products with a certain degree of maturity
were considered. Unfortunately, we were unable to analyze
a single system that uses VLEIs, as these systems are still
in early development and no VLEI vendor was willing to
give us access to a test version just yet. Finally, six systems
satisfied our requirements and were selected for the final
product analysis, as presented in Table 2. Nevertheless, the
SSI space is evolving rapidly, with new products and vendors
constantly emerging, while others may lose relevance or even
exit the market, such as Jolocom.

The first step involved examining each system individually,
exploring its features, and grouping them into categories. We
then compared different systems according to the identified
categories. Features offered by multiple vendors were con-
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TABLE 2. The analyzed products and their vendors

Vendor  Product Link

Bosch Business Partner Agent (BPA) https://orgwallet.de

Esatus Esatus SOWL, Esatus Wallet https://esatus.com

Jolocom  Jolocom SmartAgent, Jolocom Smart-  Out of Business
Wallet

Neosfer  Lissi Agent, Lissi Wallet https://lissi.id

Spherity  CARO https://spherity.com

Trinsic Trinsic Studio, Trinsic Platform, Trinsic  https:/trinsic.id
Wallet

sidered important. However, selected features provided by a
single system were sometimes also deemed important if they
appeared to be useful to organizations and it was likely that
other vendors might offer these features in the future. Finally,
requirements were derived from these features.

D. TRIANGULATION

Using a multi-method approach to gain a holistic view seemed
reasonable since the topic of SSI for organizations is rather
new. Therefore, a triangulation was carried out across several
methods. Each identified requirement found by one method
was cross-referenced with the other methods. When multiple
methods confirmed a requirement, it added to its credibil-
ity. Throughout this process, some of the requirements were
refined. They were split into finer-grained requirements or
merged into a single requirement based on new knowledge
from a particular source. Overall, this approach enabled us to
derive a comprehensive set of requirements for organizational
SSI software. The requirements were formulated using phrase
templates as a guideline based upon the work of Rupp ef al.
[26] as shown in Fig 3.

SHOULD PROVIDE [actor]

WITH THE ABILITY TO process verb*
SHALL object
MAY

BE ABLE TO

FIGURE 3. The phrase template used for the requirements allows to
select one of the following “should,” “shall,” or “may” based on priority.
Adapted from [26].

IV. REQUIREMENTS
This section presents the requirements in three groups: Cre-
dential Management, Organizational Identity and Relation-
ships, and Additional Requirements. Each group contains
several requirements categories. Within each category, a
unique prefix precedes all requirement IDs. The larger cat-
egories have been further subdivided, with each subcategory
receiving its own prefix. For example, CSO1 is the first re-
quirement of the Credential Schema Management category,
IV-TRO1 is the first requirement of the subcategory Trusted
Issuer/Verifier belonging to the Issuance, Verification, Pre-
sentation category.

For each group, we provide a table that shows the mapping
between identified requirement (sub)categories and the meth-
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ods. If identified in the literature, we will cite a maximum of
two sources for brevity. Preference was given to those sources
that addressed the requirement early or in particular detail. If
it was identified by one of the other methods, we add an X to
the column to indicate that it was identified by that particular
method.

A. CREDENTIAL MANAGEMENT

Credential management is a key aspect of SSI. It encom-
passes operations that are possible with a credential from
issuance to revocation. Organizations require SSI software
solutions with feature-rich credential management to fully
utilize VCs and their capabilities. Although some of the pre-
sented credential management requirements may seem basic,
our product analysis revealed significant gaps between the
identified requirements and current systems in several areas
of credential management, which we will explore in section
VI. For example, certain systems offer limited options for
validity restrictions and verification. This highlights the need
for feature-rich solutions. Table 3 shows the mapping between
the requirement categories and methods.

Store

Present

Validate

Revoke
Delete
Modify

Transfer

Backup

Restore

Archive

FIGURE 4. Credential operations

According to the credential lifecycle of the Verifiable Cre-
dentials Data Model v1.1 [11], the following operations are
possible: an issuer can issue a VC to a holder, revoke the
credential, or respond to a status request from the verifier. The
holder can store an issued credential, present the credential
to the verifier, transfer it to someone else who becomes the
new holder, and delete the credential. The verifier can verify
a credential presented by the holder or verify the credential
status either by contacting the issuer directly or by requesting
a registry. Additionally, these operations may be associated
with specific terms of use or policies. Existing terms of use
or policies are significant sources for identifying the require-
ments of a particular use case.

6

O’Donnell mentions three other operations: backup, re-
store, and archiving, both of which are performed by the
holder [17]. Richter et al. further propose the operation mod-
ification. This operation describes a change of the credential
by a new role, the modifier. Also, it includes the destruction
of the credential (which corresponds to the delete operation
in the Verifiable Credentials Data Model).

In the end, we identified twelve credential operations as
shown in Fig. 4, which extends the Verifiable Credentials
Data Model with the operations modify, backup, restore, and
archive proposed by O’Donnell and Richter et al.. Unlike
Richter et al., we consider modify, delete, and revoke as
separate operations due to their distinct requirements. Fur-
thermore, we are introducing the validate operation, which
focuses on the validity of VCs. Although the operation is
mentioned in the Verifiable Credentials Data Model, it is
considered out of scope by the specification, as it depends
largely on the specific business logic of the verifier [11].
Nevertheless, it is possible to identify certain overarching
requirements related to validation that are applicable across
different contexts. In the next sections, we explore the fol-
lowing aspects of credential management:

1) Credential Schema Management
2) Credential Requests and Offers
3) Issuance, Presentation, and Verification
4) Revocation and Validation
5) Storage
6) Backup and Recovery
7) Transfer
8) Modification
9) Deletion
10) Archiving

1) Credential Schema Management

Credential Schema Management involves governing and
managing schemas that establish the framework for creden-
tials. The possible schema operations are similar to credential
operations. However, some required schema operations like
archiving, for example, are discussed in the corresponding
sections of credential management.

The schema may be created by the issuer or provided
by third-party entities like associations. Besides serving as
templates during issuance, verifiers also use them to verify
credentials properly. Thus, these schemas must be publicly
accessible, such as stored in a VDR. Because the specifica-
tions for the contents of a schema may evolve, it should be
able to update, revoke, and version schemas. Additionally,
the issuer authorized to grant credentials for specific schemas
should be verifiable. For instance, a schema intended for
university degrees must only be used by universities to issue
credentials.

Create Schema (CS01) The system shall provide the orga-
nization with the ability to create a schema.

Version Schema (CS02) The system should provide the or-
ganization with the ability to version schemas.

VOLUME 11, 2023

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/



This article has been accepted for publication in IEEE Access. This is the author's version which has not been fully edited and

content may change prior to final publication. Citation information: DOI 10.1109/ACCESS.2023.3349095

IEEE Access

Bochnia et al.: Self-Sovereign Identity for Organizations: Requirements for Enterprise Software

Retrieve 3rd Party Schema (CS03) The system should
provide the organization with the ability to retrieve
schemas from a third party during issuance or verifica-
tion.

Revoke Schema (CS04) The system should provide the or-
ganization with the ability to revoke a schema that is no
longer used for issuance. However, it is advisable that
the schema can still be used for verification unless all
credentials issued with this schema are no longer valid.

Validate Schema of Credential (CS05) The system shall
provide the organization with the ability to validate a
schema used by a certain VC. For example, if the issuer
is authorized to use this schema.

2) Credential Requests and Offers
Organizations must be able to initiate specific credential re-
quests or offers depending on their role in a specific credential
interaction to interact with one another. This is not limited to
issuing and verifying credentials but also includes the broader
aspects of the credential lifecycle, such as modifications,
renewals, and revocations.

Verifiers may send credential requests to holders. Holders
can provide the necessary credentials or decline, preferably
providing a reason. The holder’s wallet should assist in re-
sponding to the request by displaying the requested claims
and recommending matching credentials. There may also be
cases where the holder offers a credential presentation to a
verifier without a previous request. This is especially true
when the verifier may not be fully aware of the specific
credentials the holder holds and when multiple types of cre-
dentials may meet the verifier’s criteria. However, verifica-
tions initiated by the holder may not be able to be processed
automatically (for example, if the specific credential type is
unknown to the verifier).

Furthermore, the holder must also be able to request a
specific credential from the issuer. An issuer may deny an
issuance request but should provide a reason. In some cases,
such as ticket purchases, workflows may automatically ini-
tiate credential issuance and offer a credential to the holder
without a direct request. However, the holder should still be
able to decline a request unless they have previously autho-
rized their wallet to auto-accept requests from trusted issuers
(see also IV-TRO1 and AMO1).

Holder-Initiated Requests (CR01) The system shall pro-
vide the organization as a holder with the ability to
initiate requests for issuance, modifications, renewals, or
revocations.

Issuer-Initiated Offer (CR02) The system should provide
the organization as an issuer with the ability to initiate
offers for credential issuance, modifications, renewals,
or revocations.

Verifier-Initiated Requests (CR03) The system shall pro-
vide the organization as a verifier with the ability to
request credentials from the holder.

Holder-Initiated Offer (CR04) The system should provide
the organization as a holder with the ability to offer a
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credential presentation to a verifier.

Holder Response to Offers and Requests (CR05) The sys-
tem shall provide the holder with the ability to accept or
reject offers and requests while providing an optional
reason if rejected.

3) Issuance, Presentation, and Verification
Credential issuance, presentation, and verification are the
fundamental operations performed with credentials. As the
requirements for these operations are partially interdepen-
dent, they are covered in a single section for conciseness.
The requirements in this section do not apply to every or-
ganization, as some organizations may not perform all three
operations since some may only need to verify credentials.
An organization must be able to prove to a third party that
it is a trustworthy entity in the role of either an issuer or a
verifier. Achieving this depends on the applied governance
frameworks, with various mechanisms for verifying trusted
issuers and verifiers. Trust in issuers is especially crucial, as
they play a central role in the trust of VCs, and fraudulent
issuers can inflict significant harm. Moreover, there are a
considerably larger number of verifiers than issuers. Given
that verifying an organization as a trusted entity typically
requires manual labor, it may be reasonable to only verify
issuers. Nevertheless, there may be scenarios where specific
credentials can only be shared with particular parties, neces-
sitating the vetting of verifiers.

Trusted Issuer (IV-TR01) The system shall provide the or-
ganization with the ability to prove its status as a trusted
issuer to a third party.

Truster Verifier (IV-TR02) The system shall provide the
organization with the ability to prove its status as a
trusted verifier to a third party.

The verifier may decide that certain requests can only be
answered if the credential has certain schemas and/or is issued
by certain issuers. For example, ISO 9001 certifications can
only be performed by certain certification bodies. Thus, if
an organization wants to verify the ISO 9001 certificate of
another organization, it would limit the accepted issuers to
the authorized certification bodies.

Schema Restrictions (IV-SR01) The system shall provide
the organization as a verifier with the ability to restrict
accepted credentials based on their schema.

Issuer Restrictions (IV-SR02) The system shall provide the
organization as a verifier with the ability to restrict ac-
cepted credentials based on the issuer.

The issuer should be able to restrict who can present the
issued credential to the authorized holder(s) and device(s).
Additionally, the verifier must be able to verify that only an
authorized entity presents the credential. In particular, iden-
tifying credentials are good candidates for credential binding
[23].

Credential Binding for Issuance (IV-CB01) The system
shall provide the organization as an issuer with the
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ability to set restrictions on who or which devices can
present the issued credentials.

Credential Binding for Verification (IV-CB02) The sys-
tem shall provide the organization as a verifier with the
ability to verify that the entity presenting the credential
is indeed authorized.

For particularly valuable credentials, organizations acting
as issuers may want to limit the issuance to wallets that meet
certain criteria, such as certification by an accreditation body.
This is especially important for credentials where misuse
could result in severe consequences, such as those issued by
government agencies. Therefore, wallets must also be able to
demonstrate that they satisfy the required characteristics.

Wallet Restrictions IV-WCO01) The system shall provide
the organization as an issuer with the ability to specify
criteria that wallets must meet for issuing high-value
credentials.

Wallet Compliance IV-WC02) The system shall be able to
demonstrate that it meets the issuer-defined criteria for
receiving high-value credentials.

The concept of multiple issuers addresses scenarios where
multiple parties issue a single credential such as joint degrees.
Although there are many other use cases, see also section
IV-B6, the implementation with VCs is still likely to be prob-
lematic at present because the specification does not support
the feature and is unlikely to be supported in the revised 2.0
version [27]. However, individual issuers may offer separate
credentials that can be combined into a composite credential
or a single issuer can issue credentials on behalf of a group of
organizations.

Multi-Issuer Credentials (IV-MI01) The system may pro-
vide multiple organizations with the ability to issue a
single credential.

Organizations can utilize terms of use to specify the con-
ditions under which a verifiable credential is issued. For
example, whether a credential may be transferred to another
party. These terms could serve as a contract and have legal
implications. Ideally, the terms of use should be (at least
partially) technically and legally enforceable. This reduces
the likelihood of misuse, which is important for issuing or-
ganizations.

Credential Terms of Use (IV-CT01) The system should
provide the organization with the ability to specify terms
of use for each credential they issue. Ideally, they should
not only be specified but also technically and legally
enforceable.

4) Validation and Revocation

Validity involves conditions that must be met for a credential
to be considered valid. From a technical perspective, verifying
most validity constraints, such as the expiration date, is often
identical to verifying any other claim on the credential. From
a business perspective, however, they are two different things
because validity affects all other credential claims.

8

‘ Temporarily revoked ]

‘ Permanently revoked ’

FIGURE 5. Possible states of a credential regarding validity and revocation

An important aspect of validity is revocation, which allows
issuers to withdraw previously issued credentials. A special
feature is that the revocation state is stored outside the cre-
dential. Fig. 5 illustrates the possible states of a credential.
Fig. 6 shows the general flow for verifying that a credential is
valid and not revoked.

As known from X.509 certificates, it is possible that the
revocation status cannot be determined. This also applies to
VCs. In this case, the verifier must decide whether to treat
the credential as unrevoked (soft fail) or revoked (hard fail),
as illustrated in Fig. 6. It may also be possible to treat it as
temporarily unrevoked and try to re-verify it later.

Revocation Status Issuer (VR-RE(01) The system shall
provide the organization as an issuer with the ability to
include a mechanism for revocation status.

Revocation Status Verifier (VR-RE02) The system shall
provide the organization as a verifier with the ability to
verify the revocation status of a credential. Since it is not
part of the credential, the verifier needs to use additional
means, such as a VDR, to check the revocation status.

Unknown Revocation State (VR-RE03) The system shall
provide the organization as a verifier with the ability
to decide how to treat a credential whose revocation
status can not be determined. It may be treated as either
unrevoked (soft fail) or revoked (hard fail) and may also
provide an option to re-verify later.

Bochnia et al. [23] define the following validity restrictions
for credentials:

o Number of uses, e. g., only once

« Time, e. g., expiration date, start date, time frame

e Revocation status

o Unlimited (no restrictions)

An issuer must be able to enforce these restrictions and a
verifier must be able to verify these restrictions.

Validity Constraints Issuer (VR-CT01) The system shall
provide the organization as an issuer with the ability to
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Is it valid?

Yes

Is it revoked?

Not determinable No

=

o] ‘ Hard fail or soft fail? ’ Yes

Soft fail Hard fail
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‘ Accept credential ’ ‘ Reject credential ‘

FIGURE 6. Procedure for checking validity and revocation status

restrict the validity of a credential. These may include
the number of uses, time constraints, such as an expira-
tion date, and a revocation status.

Validity Constraints Verifier (VR-CT02) The system shall
provide the organization as a verifier with the ability to
verify the validity restrictions of a credential.

In addition to simple validations that check whether a
given attribute is equal to, less than, or greater than a given
value, many complex validations are required for realistic use
cases. These include regular expressions, validating multi-
ple attributes linked with boolean operators, date validation,
checking if an attribute value is in a list, and many more.

Complex Validation Issuer (VR-CV01) The system may
provide the organization as an issuer with the ability
to specify complex validation rules, including regular
expressions, boolean operators, date constraints, and list
checks.

Complex Validation Verifier (VR-CV02) The system may
provide the organization as a verifier with the ability to
verify complex validation rules as stated in VR-CVOL.

Currently, most SSI systems offer either permanent or no
revocation. Temporary revocation has not been widely sup-
ported yet. However, it may be necessary. For example, sup-
pose a holder is unsure whether their private key and access to
their wallet has been lost. In that case, temporary revocation
is preferable to permanent revocation because it is reversible
and does not require the issuance of a new credential.
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Permanent Revocation (VR-PT01) The system shall pro-
vide the organization as an issuer with the ability to
revoke a credential permanently.

Temporary Revocation (VR-PT02) The system may pro-
vide the organization as a verifier with the ability to
revoke a credential temporarily.

When an issuer revokes a credential, the issuer should pro-
vide the reason for the revocation and possibly a revocation
history, as this may be relevant to the holder and verifier.

Revocation History and Reason (VR-HI0O1) The system
should provide the organization as an issuer with the
ability to provide the reason for the revocation and
possibly a revocation history, as this may be relevant to
the holder and verifier.

5) Storage

Organizations must be able to store the credentials issued
to them. In this section, we discuss requirements regarding
storage.

“The wallet design for private individuals, a mobile
app, is not suitable for companies or institutions
and, conversely, a cloud wallet that is hosted by
someone else, where several people have access,
is in my opinion not suitable for a single natural
person.” (Expert 1)

When storing their credentials, organizations can choose
between on-premise and cloud wallets. While an on-premise
wallet aligns better with SSI's core principles, the demand for
cloud wallets is growing due to their ease of access [9]. It is
worth noting that some wallet providers offer both cloud and
on-premises options, allowing organizations to choose based
on their specific needs.

On-Premise Storage (ST-LCO01) The system should be able
to be hosted on-premise for organizations that prioritize
data sovereignty and control.

Cloud Storage (ST-LC02) The system should be able to be
hosted in the cloud for organizations that prioritize ease
of access and do not mind a compromise on certain SSI
principles.

Organizations often have complex structures consisting of
various units or departments. Thus, organizations may use
multiple wallets to store their credentials. This segregation al-
lows for greater control and separated duties but also requires
the ability to manage multiple wallets effectively.

Multiple Wallets (ST-MWO01) The system should provide
the organization with the ability to operate multiple
wallets, potentially segregated by organizational units or
departments.

For enhanced security, the organization should have the
option to store its credentials and keys in a wallet with (hot
storage) or without (cold storage) internet access. While hot
storage is suitable for everyday use and quicker transactions,
cold storage is more secure and thus better suitable for infre-
quently used items, such as recovery keys.
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Hot Storage Option (ST-HC01) The system should be able
to allow storage on a wallet with an internet connection,
which is suitable for everyday use.

Cold Storage Option (ST-HC02) The system should be
able to allow storage on a wallet, which is not internet-
accessible and is more secure for storing infrequently
used items like recovery keys.

6) Backup and Recovery

The ability to back up and restore a wallet is essential, given

the critical nature of the stored data. In the event of a sys-

tem failure, they can ensure that the data contained in the
wallet is not lost. It is recommended that these backups be
performed automatically at regular intervals and encrypted

[2]. Additionally, strict authorization protocols should be in

place to guarantee that only authorized personnel within the

organization can perform data recovery.

Scheduled Backups (BR01) The system shall be able to
perform automatic backups of wallet data at regular
intervals.

Encrypted Backups (BR02) The system shall be able to
encrypt backups to maintain data confidentiality.

Recovery (BR03) The system shall provide authorized per-
sonnel with the ability to recover data from backups.

7) Transfer

Unlike physical credentials, which can be physically trans-
ferred from one entity to another, digital credentials are much
more complicated to transfer [23]. This is because it is tech-
nically possible for digital credentials to be easily duplicated,
which is undesirable in most cases. Thus, it is no coincidence
that the Verifiable Credentials Data Model v1.1 mentions
the transfer of credentials as a possible operation but does
not specify how this should be done [11]. In addition, the
transferability of credentials may be restricted by a holder or
device binding (as a countermeasure against duplication) or
by other issuer specifications, see also IV-CBO1, IV-CB02,
and IV-CTO1. Credentials can be transferred to another holder
or a wallet of the same holder.

There are three types of transfers between wallets: between
wallets of the same vendor, between interoperable wallets,
and between non-interoperable wallets. While transfers be-
tween wallets of the same issuer or between interoperable
wallets should be possible, transfers between not interop-
erable wallets are difficult. Issuers may offer solutions that
allow credentials to be transferred between not interoperable
wallets. Most importantly, transferring between wallets from
different vendors should be possible as this reduces the risk
of vendor lock-in.

It is also important to consider if the credential is trans-
ferred to another wallet of the same holder or to a different
holder. Transferring a credential to another wallet of the same
holder is usually less problematic as the ownership of the cre-
dential does not change. If the holder of a credential changes,
the original credential should usually be revoked and deleted
from the previous holder’s wallet after the transfer. Otherwise,
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the credential is merely copied, which is undesirable in many

cases.

Intra-Vendor Wallet Transfers (TR01) The system should
provide the organization with the ability to transfer cre-
dentials between wallets provided by the same vendor.

Inter-Vendor Wallet Transfers (TR02) The system should
provide the organization with the ability to transfer cre-
dentials between interoperable wallets from different
vendors to avoid vendor lock-in.

Non-Interoperable Wallet Transfers (TR03) The system
may provide the organization with the ability to transfer
credentials between non-interoperable wallets, possibly
through issuer-led or third-party solutions.

Remove Credential upon Holder Change (TR04) The sys-
tem shall be able to remove the credential from the
wallet upon a successful transfer to a new holder to avoid
duplication. For instance, by revoking and deleting the
credential.

Issuer Control on Transfer (TR05) The system may pro-
vide the organization as an issuer with the ability to con-
trol the transfer process, especially if the holder changes.
See also IV-CBO1, IV-CBO02, and IV-CTO1.

8) Modification
The modification of VCs is currently not widely considered
in research and industry. From a technical standpoint, modi-
fying is similar to issuing a new credential because the VC’s
content is cryptographically signed and changing the content
requires a new signature. Modification is required for creden-
tial templates [28]. An example is the vaccination passport,
which only becomes a valid credential when the vaccinators
make entries. These individual entries form the modification
history. In such cases, the issuer explicitly desires or even
requires the modification. In addition, it specifies that only
people with certain qualifications are authorized to make a
change. Nonetheless, not all VCs may need to be modifiable,
but they should be able to replace physical credentials that are.
In this case, however, a change in the processes is required.
In the vaccination passport example, each passport modifi-
cation could be a new credential. All individual vaccination
credentials could be part of a composite credential.
Modification (MDO01) The system may provide the organi-
zation with the ability to modify a VC if it is authorized.
Support for Credential Templates (MD02) The system
should provide the organization with the ability to handle
credential templates that can be modified over time.

9) Deletion
Deletion of VCs is possible, but it is difficult to determine
whether a VC has been deleted. It is preferable to revoke a
VC when it is no longer necessary. Deleting VCs is mainly
performed to avoid clutter in the wallet. It may be necessary
to delete a VC if it is being transferred to another wallet in the
organization and a duplicate copy should not be kept.
Revocation Over Deletion (DE01) The system should pro-
vide the organization with the ability to delete VCs
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primarily to avoid wallet clutter. The system should
encourage organizations to use revocation over deletion
for invalidating credentials.

10) Archiving

Due to legal requirements, organizations often need to retain
certain documents for extended periods. Thus, some VCs
used by organizations may need to be preserved for long
periods. However, the specific requirements for archiving
depend on legal requirements and internal policies. For our
archiving requirements, we relied on eIDAS and its planned
revision.

Preservation services are defined in eIDAS Art. 34 and 40
[29]. Their main goal is to extend the trustworthiness of elec-
tronic signatures beyond the technological validity period,
e. g., by using the European Telecommunications Standards
Institute (ETSI) standards of the Advanced Electronic Signa-
ture (AdES) family, which define electronic signatures that
are suitable for long-term storage [30]. However, preserva-
tion services only focus on electronic signatures, seals, and
certificates. Thus, in Art. 45g of the eIDAS revision archiving
services are proposed, which are required to ensure ““receipt,
storage, deletion, and transmission of electronic data or docu-
ments to guarantee their integrity, the accuracy of their origin,
and legal features throughout the conservation period” [31].

Long-Term Storage (AR01) The system shall provide the
organization with the ability to store VCs and associated
data in long-term storage to comply with legal require-
ments and organizational policies. However, this does
not mean that every VC has to be archived.

Compatibility with existing Archiving Solutions (AR02)
The system shall be able to work with existing archiving
solutions. For example, the preservation and archiving
services according to eIDAS.

Integrity Preservation (AR03) The system shall be able to
ensure the integrity of all archived VCs and associated
data throughout the required period.

Origin Accuracy (AR04) The system shall be able to guar-
antee the accuracy of the origin of all archived VCs and
associated data throughout the required period.

Legal Feature Preservation (AR05) The system shall be
able to ensure that all legal features of archived VCs and
associated data are preserved throughout the required
period.

B. ORGANIZATIONAL IDENTITY AND RELATIONSHIPS

While the previous section focused on how credentials need to
be managed by organizations, this section is more concerned
with the organization itself. This includes the identity of the
organization, its relationship to other entities, and the internal
management of the organization in terms of users, permis-
sions, and organizational units. Table 5 shows the mapping
between the requirement categories and methods.
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TABLE 3. Mapping between requirements and methods for credential
management

Prefix Requirement Category L I P
CS Credential Schema Mangement [17] X X
CR Credential Requests and Offers 21, [17] X X
IV-TR Trusted Issuer/Verifier [17] X X
IV-SR Schema and Issuer Verification Con- - X X
straints
1V-CB Credential Binding 21, [17] - X
IV-WC Wallet Compliance for High-Value [2] - X
Credentials
IV-MI1 Multiple Issuers [27] - -
IV-CT Terms of Use [11],[10] - -
VR-RE Revocation State [11], [32] X X
VR-CT Validity Constraints [23] X X
VR-CV  Complex Validations - - X
VR-PT Permanent and Temporary Revocation [17], [32] X X
VR-HI Revocation History and Reason [33] - X
ST-LO Location 2] X X
ST-MW  Multiple Wallets [21, [17] X -
ST-HC Hot and Cold Storage 2], [17] - -
BR Backup and Recovery 2], [17] X X
TR Transfer [2], [10] - -
MD Modification [10] - -
DE Deletion [17] - X
AR Archiving [34],[30] - -

L = Literature, I = Interviews, P = Product Analysis

1) Organizational Identity

Organizational identity is a key aspect of SSI software for
organizations. Ideally, each organization has a unique digital
identity that distinguishes it from other organizations. To do
this, an organization needs to prove its identity to others and
verify the identity of other organizations. However, like peo-
ple who have various ways to prove their identities — such as a
national ID card, driver’s license, or passport — organizations
will also have multiple options for identification as they may
own multiple unique identifiers, such as a value-added tax
identification number (VATIN), Data Universal Numbering
System (DUNS) number or a LEL

“In the company, there is something like a client ca-

pability, ... that there are multiple organizations un-
derneath — especially when the company is among
the larger ones — which then are somehow sub-
identities of the original company.” (Expert 6)

To prove their identity, organizations need organizational
ID credentials. Depending on the type of organization, differ-
ent credentials are possible, such as a trade register excerpt, a
bank account confirmation, or a LEI entry. A public organiza-
tion likely needs a different ID type than a private company.
For the LEI, an organizational ID already exists on a VC basis
with the vLEI provided by GLEIF [25]. Moreover, the EU is
working on the Organizational Digital ID (OID) as an ID for
organizations [24].

Moreover, large organizations often consist of smaller or-
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ganizations, such as a company and its subsidiaries or a state
and its agencies. Thus, it is necessary to create a link between
organizational IDs that are related since it is important to
prove that an organization is indeed a subsidiary of another
organization in certain cases.

Organizational Identity Credentials (OI01) The system
shall provide the organization with the ability to own and
prove its digital identity which is represented by one or
more VCs issued by an authoritative third party.

Public Key Identifier Binding (O102) The system shall
provide the organization with the ability to make its
identifier public. See also IV-TRO1 and IV-TR02

Hierarchical Relationships (OI03) The system shall pro-
vide the organization with the ability to establish hier-
archical relationships between the organization’s ID and
its sub-entities, like sub-organizations, subsidiaries, and
departments. Thus, the organization can prove that it is
the parent of a given sub-entity and vice versa.

2) Relationship Management

Relationship management is also essential for organizations.
According to Windley, the purpose of identity systems is not
to manage identities but to support digital relationships based
on those identities [35]. These relationships can take different
forms, as the organization can take on the role of an issuer,
verifier, or holder.

“This means that the topic of Organization Wal-
let differs significantly from the topic of Human
Wallet in that I have to represent such multiple
relationships. I can initiate a contract or establish a
relationship from within the company, for example,
but in the end, the action is always triggered by a
person, and thus a human identity, which makes the
whole matter a bit more complicated.” (Expert 10)

It should be possible to establish, change, and delete a
relationship with all interaction partners. Onboarding new
interaction partners as an organization acting as an issuer is
particularly relevant because of the current low adoption of
SSI [36]. They could, for example, provide the future holder
with a link to download a compatible wallet or offer a cloud
wallet service.

Some of these relationships may involve secure and per-
sistent channels. However, not every communication protocol
may allow for establishing persistent channels prior to the cre-
dential exchange. Thus, the system may also need to support
the exchange of credentials without such a persistent chan-
nel. Furthermore, providing a relationship history to record
conducted transactions may be useful.

The system must ensure mutual identity verification when
exchanging credentials between interaction partners. This in-
cludes the ability for each party to verify the other party’s
identity. For example, by presenting a type of identity VC
issued by a trusted issuer for organizational identities (see also
IV-TRO1 and OIO1). This is vital to ensure that VCs are not
illegally obtained or presented by unauthorized third parties.
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From an enterprise perspective, relationships can be cate-
gorized as business-to-consumer (B2C), business-to-business
(B2B), and business-to-administration (B2A). Depending on
the relationship type, there are different requirements. In
B2C, the number of interaction partners is usually much
larger than in B2B or B2A. As aresult, automated transactions
are often more prevalent because of the larger number of
records being processed, see also section IV-C5.

Finally, many organizations already use existing systems
for relationship management, such as accounting, Enterprise
Resource Planning (ERP), and Customer Relationship Man-
agement (CRM) systems. As a result, an SSI system should
ideally be able to integrate with the existing business infras-
tructure. This is discussed in more detail in section IV-C2.

Multiple Roles (RMO01) The system shall provide the orga-
nization with the ability to take on multiple roles — such
as issuer, verifier, and holder — within the same SSI
ecosystem.

Mutual Identity Verification (RM02) The system shall
provide the organization with the ability to verify the
other party’s identity and vice versa.

Relationship Establishment (RM03) The system should
provide the organization with the ability to establish a
relationship with interaction partners. This may include
the establishment of a secured and persistent channel be-
tween the parties and saving relevant information about
the other party, such as master data.

Onboard Interaction Partners (RM04) The system should
provide the organization with the ability to support the
issuance of credentials to entities that do not yet have a
wallet.

Relationship Modification (RM0S5) The system should
provide the organization with the ability to modify a
relationship with an interaction partner.

Relationship Termination (RM06) The system should pro-
vide the organization with the ability to terminate a
relationship with an interaction partner.

Relationship Types (RM07) The system may provide the
organization with the ability to handle different types of
relationships in a different way, e. g., by differentiating
between suppliers and customers.

Relationship History (RM08) The system should be able to
keep a relationship history that records all transactions
conducted with interaction partners.

3) SSl as an IAM

Organizations often have traditional IAM systems that man-
age user identities and their associated rights based on at-
tributes or roles. Leveraging SSI for IAM and managing
permission based on VCs may offer benefits such as faster
on- and off-boarding, selective disclosure, and a higher degree
of automation for better manageability [16]. For example,
Microsoft has integrated verifiable credentials (VCs) in their
IAM solution Entra, previously called Azure Active Directory
[37]. However, according to Glockler et al. and Glaude and
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Kudra, most traditional IAM providers show little interest in
using SSI inside IAMs [16], [38].

“Is the employee authorized to do certain things?
For example, if one has completed a training, it
can then be entered into the wallet, and certain
processes can process this entry... I do believe that
with this, one can also rethink the rights system
and authorization system within a company. This is
a topic that is gaining more complexity in today’s
world.” (Expert 8)

SSI as an IAM (SI01) The system may be able to be part
of an IAM system and be used to manage access to the
organization’s resources.

4) User and Permission Management

Whereas the previous section described how an SSI system
can help manage permissions to the organization’s resources,
this section focuses on users and permissions within the SSI
software. Among the experts, one of the most frequently cited
key differences between wallets for individuals and those for
organizations is user management, as multiple users use it. In
particular, permission management and delegation (see next
section) were identified as unresolved issues. Some experts
even argued that wallets for individuals and organizations are
mainly technically identical, differing only in user adminis-
tration and permission management.

“I believe the biggest difference is the target audi-
ence. For a private individual, the individual should
have sovereignty over their data, and not a group of
people having control over my data, but really just
one person. In companies, multiple people should
have access to the company’s data, and that, 1
believe, is the main difference that needs to be con-
sidered. Therefore, I think two different approaches
are needed now with the wallet topic.” (Expert 1)

Currently, there is no consensus on the required permis-
sions and roles in SSI systems. Some systems only distin-
guish between administrators and regular users, which is
insufficient for larger organizations. Other systems offer finer
granularity, such as permission to issue credentials, request
proofs, and read-only access for auditing purposes. A list of
potential permissions and roles based on our triangulation is
given in Table 4.

Multiple Users (UP01) The system should be able to handle
multiple users.

Roles and Permissions (UP02) The system should provide
administrators of the organization with the ability to
assign roles and/or permissions to other users. See also
Table 4 for potential permissions and roles.

5) Delegation

Delegating tasks and responsibilities is another important
topic for organizations as it allows them to use their resources
effectively. To do this, organizations may employ delegation
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TABLE 4. Potential roles and associated permissions.

Permission Description

Administrators Extensive privileges. Can give permissions to
other users.

Delegate Can act on behalf of the organization. There will
likely be different types of delegation and certain
types may have greater limitations than others.

Issuer Can issue credentials, may be restricted to certain
schemes.

Presenter Can present credentials in the name of the organi-
zation.

Verifier Can request proof from a holder.

Schema Editor

Proof Template Editor
Policy Editor

Auditor

Can manage schemas.

Can manage proof templates.

Can manage policies.

Read-only access for auditing purposes.

credentials to employees, machines, and software, allowing
those entities to act on behalf of the organization.

“Who actually creates the corporate wallet in the

first place? Who authorizes others? And is the per-
son, who authorizes these other authorized indi-
viduals, themselves authorized to authorize others?
Yes, that is super complex.” (Expert 10)

GLEIF defines two types of delegation credentials. Official
Organizational Role (OOR) and Engagement Context Role
(ECR) credentials are issued to natural persons. The former
is for official positions, as defined in ISO 5009, like the
company’s CEO. In contrast, the latter is for non-official
positions like a buyer at a company [39]. Cucko et al. intro-
duce Verifiable Mandates as a type of delegation credential
[40]. They stress the need for constraints on such delegation
credentials, see also VR-CTO1 and VR-CTO02.

Delegation Credentials (DL01) The system shall provide
the organization with the ability to issue delegation cre-
dentials to natural persons, machines, or software agents.

Types of Delegation (DL02) The system should provide the
organization with the ability to employ different types
of delegation. Official representatives are typically
recorded in an external registry, like a trade register,
whereas other types of delegates are not.

Sub-Delegation (DL03) The system may provide autho-
rized employees of the organization with the ability to
delegate to their subordinates.

6) Organizational Units

Representing different organizational units is a feature com-
monly found in other enterprise software such as ERP or ac-
counting systems. Some of the reviewed systems already offer
a similar tenant feature. SSI software that supports organi-
zational units is important for effectively managing complex
organizations with multiple sub-units, such as departments or
subsidiaries, within a single software instance. While each
sub-unit may possess its distinct data and configurations,
some components, such as universal policies or credentials,
could be shared across the entire organizational structure.
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As organizations have a complex structure, various sub-
units may act as issuers. These sub-units do not have to
be legally independent entities. If they are not legally in-
dependent, they can only issue on behalf of the associated
organization. In this case, it may be required that both the
organization and the organizational unit are stored as issuers
(see IV-MIO1) inside the credential, even if the organizational
unit is its own legal entity.

Organizational Units (OUO1) The system shall be able to
support the concept of organizational units.

Sub-Unit Issuance (OU02) The system may provide an or-
ganization unit with the ability to issue credentials inde-
pendently. However, it may be necessary to include the
parent organization and unit as an issuer. See also I'V-
MIO1.

Delegated Issuance (OU03) The system should provide the
organization units with the ability to issue credentials on
behalf of the associated parent organization when nec-
essary, especially when the sub-unit lacks the authority
to issue credentials independently.

TABLE 5. Mapping between requirements and methods for
Organizational Identity, Relationship and User Management

Prefix Requirement Category L I P
(0) 1 Organizational ID [24],[25] X X
RM Relationship Management - X X
SI SSI as an IAM [16], [41] X X
UupP User and Permission Management [17] X X
DL Delegation [2],[401 X -
ouU Organizational Units - - X

L = Literature, I = Interviews, P = Product Analysis

C. ADDITIONAL REQUIREMENTS

This section delves into other important requirements for SSI
in organizations that did not fit into the previous sections. Ta-
ble 6 shows the mapping between the requirement categories
and methods.

1) Compliance

Ensuring compliance with legal requirements and internal
guidelines is crucial for organizations. It minimizes the risk
of potential violations, which can lead to consequences such
as loss of reputation and fines. Lemieux er al. mention that
SSI solutions that do not capture the exchange of transaction
data can be problematic for audit and accountability purposes
because there is no proof that the exchange occurred. They
suggest a proof registry to ensure that proof data can be
validated in the event of a dispute or audit [42]. While log-
ging proofs are important, logging other activities within the
system is also necessary for auditing purposes and detection
of potential compliance violations.

The four-eyes principle can help improve compliance in
organizational SSI systems. It states that at least two people
must independently review and confirm certain actions or de-
cisions to prevent error or abuse. Multi-signature is a possible
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implementation of the four-eyes principle and refers to a set of
procedures in which multiple authorized parties must provide
digital signatures to approve a transaction or action within a
system [43]. Itis already used in cryptocurrencies but can also
be applied to SSI, for example, when issuing a credential that
needs to be approved by multiple actors [44].

Activity Logging (CA01) The system shall be able to log all
activities related to the credential operations and other
activities like changes to permissions or relationships
while adhering to data privacy regulations.

Multi-Signature (CA02) The system shall provide the or-
ganization with the ability to use multi-signature by re-
quiring at least two authorized parties to approve certain
transactions or actions.

Custom Compliance Rules (CA03) The system should
provide the organization with the ability to configure
custom compliance rules such as the four-eyes principle.

Real-Time Alerts (CA04) The system may be able to pro-
vide real-time alerts for potential compliance violations.

2) Interfaces for Integration

Interfaces can be divided into two categories: Interfaces be-
tween SSI systems and interfaces with other systems, such
as ERP systems. Using SSI-specific interfaces such as DID-
Comm is unsuitable to communicate with established non-
SSI systems. Instead, it is advisable to rely on established
interfaces as illustrated in Fig. 7. Expert 2 highlighted some
systems in B2C companies requiring integration, while Ex-
pert 4 mentioned the topic of legacy systems:

“Then, of course, one must look at how to integrate,

for example, support, ticket, CRM systems, and
so on. These connections need to be established.”
(Expert 2)

“One point that comes to my mind is the topic of
legacy systems, meaning that I also have to con-
sider what is the system landscape I am operating
in?” (Expert 4)

In particular, providing a REST interface facilitates com-
munication with other systems due to its widespread use
[45]. Many SSI agents already provide a REST interface,
underscoring its importance. SSI software can be integrated
into existing business processes through this interface, pro-
vided the REST interface offers sufficient functionality. As
an alternative to REST, SOAP may be required for XML
document exchange, particularly for legacy systems.

Regarding SSI-specific interfaces, the DIDComm proto-
col, designed as a communication interface between differ-
ent SSI systems, has not yet reached the expected level of
adoption [9]. A new version of the DIDComm specification
is currently under development [46]. Another interface that
has recently gained popularity in the SSI world is OpenID for
Verifiable Credentials (OID4VC). The advantage of OID4VC
is that it is based on the already established OpenID Connect
protocol. Ultimately, it remains to be seen which interfaces
will prevail in SSIL.
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FIGURE 7. Interfaces between SSI systems from different organizations
and interfaces between SSI and non-SSI enterprise systems within an
organization. Note: This diagram is simplified for clarity. Other interfaces
are possible.

Interfaces for Integration (IF01) The system should be
able to provide interfaces that allow integration into
existing enterprise systems and processes.

REST Interface (IF02) The system should be able to pro-
vide a REST API for integration with traditional enter-
prise systems like ERP or accounting software.

SOAP Interface (IF03) The system may be able to offer a
SOAP interface for integration with legacy systems that
rely on XML document exchange.

DIDComm Interface (IF04) The system may be able to use
the DIDComm protocol for SSI-to-SSI communication.

OID4VC Interface (IF0S) The system may be able to use
OID4VC as an SSI-to-SSI and even as an SSI-to-Non-
SSI interface.

3) Interoperability

An organization’s SSI system can only interact with others
utilizing an interoperable system. For instance, an organiza-
tion can only receive credentials from issuers if the wallet is
compatible with the format of the credentials issued by the
issuer. Expert 5 states why interoperability is needed:

“We have not only internal corporate identity man-
agement, but an identity management that is so in-
teroperable that it can also be used across company
boundaries.” (Expert 5)

Several initiatives have been undertaken to achieve inter-
operability in the context of SSI. Among these initiatives, the
Hyperledger group has developed Aries Interop Profile 1.0
and 2.0, which ensures interoperability among different Aries
agents [47]. Furthermore, the W3C Credentials Community
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Group is working on an interoperability test suite for the

Verifiable Credentials v2.0 data model [48].

A recent and extensive examination of the interoperability
among SSI systems and a reference model for accomplishing
interoperability is presented by Yildiz et al. [49]. They also
recognize interoperability as essential to the success of SSI
but acknowledge that current solutions lack interoperability.
O’Donnell believes that interoperability between SSI systems
is currently not achievable due to immature standards and the
lack of an interoperability compliance suite [50]. He advises
focusing on business functionality first and approaching in-
teroperability in small steps [9], [S0].

In addition to interoperability between SSI solutions, it is
also critical that they are interoperable with other systems
in the enterprise, such as ERP or accounting systems, which
presents an additional interoperability challenge. An impor-
tant difference is that these enterprise systems are mature
and feature established communication protocols and data
formats. Thus, achieved interoperability with an enterprise
system will be more stable and require less maintenance than
interoperability to another SSI system due to different degrees
of maturity and development pace.

SSI-to-SSI Interoperability (IN0O1) The system may be
able to interoperate with other SSI systems. The system
shall be able to interoperate with other SSI systems
once interoperability compliance suites are available and
recognized.

Enterprise System Interoperability (IN02) The system
should be able to interoperate with enterprise systems
employed by the organizations.

4) Batch Processing

Batch Processing is essential in B2C or administration-to-

consumer (A2C) scenarios where organizations must interact

with numerous partners efficiently.

Batch Processing (BP01) The system shall be able to ex-
ecute credential operations on a batch of credentials
simultaneously.

5) Automated and Manual Operations
Although it is more efficient to automate operations as much
as possible, in some cases, manual operations by humans may
be required, for instance, due to legal restrictions or process
requirements. However, the system should support automated
operations without human intervention, e. g., automated cre-
dential offers and requests, as it provides the opportunity
for efficiency gains. For example, the automatic presentation
and verification of organizational identities can significantly
accelerate the onboarding process for new interaction part-
ners. Renewing expiring credentials automatically is another
possible option.
Automated Operations (AM01) The system shall be able
to execute credential operations automatically.
Manual Operations (AM02) The system shall provide the
user with the ability to execute credential operations
manually.
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6) Offline Capability

Offline capability allows organizations to handle credentials
in cases where internet connectivity is not guaranteed or re-
quired. In this case, alternative communication protocols like
NFC or Bluetooth (LE) are required. In particular, checking
the revocation status is challenging because this information
is typically stored outside the credentials. Keeping a local
copy of data necessary for successful verification, such as
schemas or revocation registry entries, may be an option.
Another option would be to perform a verification without
the revocation status first, followed by a revocation status
validation when the internet connectivity is restored.

Offline Capability (OC01) The system may be able to per-
form operations without an internet connection by using
local communication protocols. However, some opera-
tions may not work or be restricted without an internet
connection.

Local Cache (OC02) The system may be able to cache cer-
tain data (e. g., schemas) to allow offline execution of
credential operations. This cached data may also be used
in online mode for efficiency reasons.

7) Data Organization

Data organization is the system’s ability to handle a variety
of credentials and related data objects, such as schemas, re-
lationships, transactions, and proofs, in an organized manner.
It is required because organizations deal with a large variety
of these items and require an organized way to do so. By pro-
viding functionalities like searching, categorizing, grouping,
and sorting SSI systems, organizations can handle credentials
in an organized way.

Search (DA01) The system should provide the organization
with the ability to search for data objects.

Categorize (DA02) The system should provide the organi-
zation with the ability to categorize data objects.

Grouping (DA03) The system should provide the organi-
zation with the ability to categorize data objects. For
example, several related credentials may be grouped into
a single composite credential.

Sort (DA04) The system should provide the organization
with the ability to sort data objects.

8) Notifications

In many cases, affected parties should be notified after a

specific operation as they aid parties in remaining informed

about the status of their credentials. For example, when a new

credential is issued or revoked.

Notifications (NO1) The system should be able to create
notifications.

9) Security

There are numerous security requirements for SSI software
for organizations, as they have much higher security needs.
Given the complexity of this topic and our team’s lack of
specialized expertise in cybersecurity, we did not go into
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detailed security analysis. This decision was made to avoid
potential incomplete security requirements, which could pose
a potential risk to organizations implementing SSI solutions
based on these requirements. However, Pohn e al. provided
a comprehensive review of potential threats and countermea-
sures for SSI using the STRIDE threat identification model
[51]. STRIDE focuses on spoofing, tampering, repudiation,
information disclosure, denial of service, and elevation of
privilege. Pohn et al. briefly touch on organizational aspects
such as processes, trust, and governance, but they acknowl-
edge that this area is largely unexplored and an area for future
research.

TABLE 6. Mapping between requirements and methods for further
requirements and potential constraints

Prefix Requirement Category L I P
CA Compliance [17] X X
IF Interfaces for Integration [2], [52] - X
IN Interoperability [49],[53] X X
BP Batch Processing [171, [2] X X
AM Automated and Manual Operations - X -
oC Offline Capability [21, [17] - -
DA Data Organization [21] - X
NO Notifications [17], [21] - X
- Security [2], [51] X -

L = Literature, I = Interviews, P = Product Analysis

V. POTENTIAL CONSTRAINTS

Due to many potential constraints, we will cover only a
few selected ones relevant to many use cases and industries.
These include technological, organizational, and legal aspects
that should be considered when implementing SSI systems
for organizations. The mapping between the constraints and
sources can be found in Table 7.

A. EIDAS 2.0

The revision of the eIDAS regulation introduces an EU wallet
that organizations can use to store their credentials and prove
their identity [54]. This may require SSI systems used in
organizations within EU jurisdiction to be compatible with
the EUDI Wallet legislation, especially for B2C. The revi-
sion is ongoing, and the progress of large-scale pilots will
influence the final revision. At this time, it is advisable to
monitor the developments in this area closely. In November
2023 a final agreement between the Commission, Parliament,
and the Council of the EU was achieved [55]. However, due
to privacy concerns [56] additional revisions may occur. In
the following, we explore some major points that may have
an impact on SSI in organizations. However, uncertainties
remain due to the complexity of the legislation and the fact
that implementing acts are still forthcoming.

Issuance, use, and revocation of the EUDI wallet is free of
charge only for natural persons but can be monetized for legal
persons. However, the member states are advised to agree on a
common business model and fee structure, that is appropriate
for small and medium enterprises. Very large online platforms
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will be required to accept the use of the EUDI wallet upon
the voluntary request of the user which should facilitate the
adoption of SSI solutions.

Every issuer and verifier will be required to register. Thus
EUDI-compatible wallets must implement the requirements
IV-TRO1 and IV-TRO2. For verification requests the verifier
must provide at least the name, the registration number of the
official record as well as its data and the reason for the request.

All issuers of (Qualified) Electronic Attribute Attestations
((Q)EEA), which are credentials certifying specific attributes
of an entity, will be considered a (Qualified) Trust Service
Providers ((Q)TSP). This means many organizations will
likely use a (Q)TSP during issuance instead of becoming a
(Q)TSP as they are regulated.

The regulation also aims to ensure technology neutrality.
Especially for the new trust service (Qualified) Electronic
Ledgers, neither favoring nor discriminating against any tech-
nology. This means that blockchain-based SSI solutions can
be eIDAS-compliant.

Nevertheless, it is possible that the revised eIDAS will not
be adopted widely. This is the case with the current eIDAS,
where a public consultation revealed that lack of awareness
and relevant services are among the top five limitations [57].
This leads to a lack of incentives for member states and private
service providers to participate in the provided cross-border
infrastructure [58].

B. GDPR
Many organizations will have to deal with credentials that
contain General Data Protection Regulation (GDPR) rele-
vant data. While credentials about the organization itself are
not subject to the GDPR, credentials about people such as
employees, customers, or citizens are. SSI can be GDPR
compliant, but there may be legal uncertainties depending
on the specific case and a privacy impact analysis may be
required [59]. An example of a possible GDPR issue was
given by Expert 5:
”For instance, if you produce master data for man-
ufactured devices, this consequently leads to var-
ious employees creating separate certificates, and
then of course, one must also consider GDPR com-
pliance, because if every user, every employee has
their own private-public key pair and ultimately is-
sues certificates, this might be undesirable because
it involves the transfer of personal data to third
parties. “ (Expert 5)

C. IMMATURE STANDARDS

The lack of maturity of standards in the SSI world is a signifi-
cant barrier to the current implementation of SSI solutions, as
organizations may face technical challenges and uncertainty.
For instance, the W3C’s recommendation of the DID specifi-
cation in 2022 was heavily criticized by Mozilla and Google
[60]. They argued that there is no practical interoperability
and that the DID architectural approach would lead to new
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DID methods rather than promoting interoperability. How-
ever, these objections were overruled by the W3C director.
There are currently more than 160 DID methods, 30 more
since the DID specification has become a recommendation
[61]. In addition, the v1.1 Verifiable Credentials Data Model
will be replaced by a v2.0 version in the future [62].

D. LACK OF BEST PRACTICES AND UNFAMILIARITY WITH
Ssi

Another important limitation is the unfamiliarity with SSI in
organizations [5] and the lack of best practices for imple-
menting SSI technologies in organizations, making it difficult
to implement and use these systems effectively. But best
practices for individual wallets are emerging, such as for
user experience [19], which may be relevant to organizational
wallets as well. In the EU, ongoing large-scale pilots and
the upcoming EUDI reference wallet have the potential to
establish new best practices.

E. BUSINESS MODEL CHALLENGES

In the expert interviews, expert 10 was critical of the potential
of SSI and saw thinking in terms of new business models as a
major challenge. Pasalic and Laatikainen et al. both mention
that SSI requires new business models that must be developed
[5], [63]. An analysis of enterprise business models leverag-
ing SSI and how they may offer value to businesses can be
found in [64]. Expert 10 elaborated on why he thinks that
SSI for companies has more potential than for individuals.
Expert 6 and Expert 10 explained that focusing on master data
management is worthwhile. While Expert 1 talks about the
issue of monetizing an open-source SSI solution:

“Google has an economic goal. They say: We want
to achieve this. We want to get as many users as
possible, offering user functions. We provide these
functions to users for free, because then we get their
data...

I [as an SSI provider] cannot do anything with the
user’s data, because I don’t have it. This means that
one has to think in entirely new business models,
and I believe this won’t happen on its own...

We have put a lot of thought into how to actually
get SSI into the market, and many are still ap-
proaching the topic by starting with human identity.
I believe, for the aforementioned reasons, that it is
extremely difficult to gain widespread acceptance
and reach the masses... In companies, there are
really practical use cases, and they can operate in a
small microcosm without involving the government
or anything like that.” (Expert 10)

“Master data management, this could be a first use
case where one actually sees the first applications.
Which, as mentioned, is currently really very expen-
sive, mainly due to the fact that the data sources are
probably very diverse.” (Expert 6)
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“So our idea is not the classic license model, but
rather support and maintenance for large installa-
tions.” (Expert 1)

As Kubach ef al. shows in several studies, there is a low
willingness to pay despite great dissatisfaction with existing
identity systems among end users and service providers [36],
[65]. They propose government investment as a solution for
building a basic infrastructure. They argue that widespread
adoption increases willingness to pay [65]. The bankruptcy
of Jolocom, a pioneer company in SSI, exemplifies the chal-
lenges of finding a viable business model within the SSI
industry.

TABLE 7. Mapping between potential constraints and methods

Constraint L I P
eIDAS 2.0 [66], [67] - X
GDPR [59],[68] X X
Immature Standards [50] X X
Lack of Best Practices and Unfamiliarity with SSI [5] X -
Business Model Challenges [64],[65] X -

L = Literature, I = Interviews, P = Product Analysis

VI. COMPARISON WITH CURRENT STATE

Table 8 provides an overview of the fulfillment degree of
each requirement category by the analyzed products. It in-
dicates the areas effectively addressed and those that require
improvement. As the list of requirement categories is rather
extensive, we only present a brief overview. However, in the
discussion section, we will delve deeper into our assessment
of the current state of the art and how identified gaps could
be addressed.

Some of the analyzed products did not support several
credential operations, such as deletion, backup, recovery, and
revocation. Transfer, modification, and archiving were not
supported at all.

Regarding organizational identity and relationships, we
have found that relationships and user and permission man-
agement are already supported. However, the concept of del-
egation and organizational units remains a challenge.

Another point of note is the lack of support for more
advanced features, such as Wallet Compliance for High-Value
Credentials, Complex Validations, Multiple Issuers, and Of-
fline Capability. In addition, interoperability remains an issue.

VIl. DISCUSSION
This section provides a summary of our research before delv-
ing into its implications. We have organized our implications
into two sections to address practitioners and scholars sep-
arately. We examine the current state of SSI systems and
explore potential systems and components. We additionally
describe how our work extends current wallet definitions,
which focus mainly on wallets for individuals. Finally, we
present the limitations of this study.

Our first research question was What potential require-
ments do organizations have for SSI software? We have com-
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TABLE 8. Requirement categories where the majority of products a) met
the requirements, b) only partially met the requirements, c) did not meet
the requirements, d) no product met any requirement.

Prefix Requirement Category
CS Credential Schema Management
CR Credential Request and Offers
IV-SR Schema and Issuer Verification Constraint
« ST-LO Storage Location
s RM Relationship Management
g UP User and Permission Management
CS IF Interfaces for Integration
NO Notification
BP Batch Processing
AM Automated and Manual Operations
IV-TR Trusted Issuer/Verifier
IV-CB Credential Binding

Revocation State
Validity Constraints

Group b
<
7
O
H

VR-PT Permanent and Temporary Revocation
ST-MW  Multiple Wallets
Ol Organizational ID
DA Data Organization
IV-WC  Wallet Compliance for High-Value Credentials
IV-CT Terms of Use
VR-CV  Complex Validation
©  VR-HI Revocation History and Reason
2 BR Backup and Recovery
£ DE Deletion
| SSI as an IAM
ou Organizational Units
CA Compliance
IN Interoperability
IV-MI Multiple Issuers
= ST-HC Hot and Cold Storage
a TR Transfer
Z MD Modification
3 AR Archiving
DL Delegation
ocC Offline Capability

Security is excluded as no requirements were identified.

piled the first comprehensive collection of requirements for
SSI software for organizations, which can serve as a foun-
dational guide for further development. We also investigated
to what extent existing products match the identified require-
ments in response to our second research question, What
gaps exist between the identified requirements and current SSI
solutions? The presented data in Table 8 reveals numerous
gaps, indicating that current systems remain in their early
developmental stages.

A. MANAGERIAL IMPLICATIONS

This section explores the implications of our research for
practitioners who develop SSI solutions or plan to adopt an
SSI solution. We assess the current state of the art and com-
pare it to previous assessments. We further seek to propose
ideas for implementing enterprise SSI systems, considering
the identified requirements and gaps in current software so-
lutions.
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1) Current SSI Solutions: Gaps and Opportunities

Our findings align with the result of the 2021 update of the
Wallet Report [9], which noted that SSI software development
has been slow to date and that agents, in particular, continue
to offer only basic features with limited specialization or
advanced functionality. According to O’Donnell et al., one
reason for this is the excessive focus on technical aspects
and early interoperability at the expense of business logic im-
plementation [9], [SO]. However, new specialized agents are
emerging and becoming more mature. The analyzed product
CARO by Spherity is a specialized SSI system for pharmacy
supply chain compliance in the US. Esatus SOWL is mainly
an SSI IAM software. The Business Partner Agent by Bosch
focuses on managing the master data of suppliers and B2B
customers.

Moreover, our requirements for SSI software for orga-
nizations can be seen as an extension of the requirements
discovered in the Wallet Report [17], which focused on digital
wallet requirements, mostly for individuals. In contrast to the
Wallet Report, we offer a more comprehensive analysis by
examining the systems for organizations that act as issuers,
verifiers, and holders concurrently.

Although we identified multiple gaps, not all of them re-
quire immediate attention. For example, issues such as offline
capability or modification are not required for every use
case. Other requirements, such as those related to revocation,
delegation, or organizational units, hold greater importance
as they are relevant for various use cases where organizations
may use SSI. It is important to consider the specific indus-
try or use case when evaluating the priority of a particular
requirement. With the upcoming eIDAS revision, there will
likely be an alignment in the sector as certain features will be
mandated by the regulation, while others will be optional.

Most systems offer revocation. However, current solutions
often lack scalability or have privacy issues [69]. It remains to
be seen how these issues can be solved. Other already estab-
lished approaches, such as the widely used X.509 certificates
for TLS/SSL, still struggle with revocation and have evident
shortcomings [70], [71]. Often, the status of revocation of
these certificates is not validated, even though it should be
[71], [72]. This raises the question of whether the revocation
challenge will be properly solved for VCs. An alternative to
revocation would be credentials with a short validity period
that must be constantly renewed, but this has its own draw-
backs.

Another unresolved issue for organizational SSI software
is verifiable organizational identity. Proving your identity as
an organization requires a recognized digital organizational
identity. This is especially challenging in cross-border inter-
actions as it needs to be recognized across multiple countries.
However, unlike private individuals who own passports, or-
ganizations have no equivalent. This makes it difficult for
organizations to utilize SSI in the current state. However, this
challenge also presents an opportunity for SSI to provide a
potential solution for organizational identity.

One potential solution is the emerging vLEI for Legal
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Entities, a VC-based organizational ID [25]. It also provides
a solution for delegation by chaining credentials to create a
chain of authority. However, many products for vLEIs are still
in development and new product releases are expected in the
coming months. If the vLEI ecosystem lives up to its promise,
it could prove to be the approach to organizational SSI.

Another potential solution for organizations in the Euro-
pean Union is to use their qualified electronic seal for VC
signatures, which provides the advantage of a signature that
is already legally valid [40], [73]. This enhances trust in
credentials signed with an electronic seal, particularly in use
cases that require a high level of assurance. Moreover, this
strategy helps bridge the gap until a European Organizational
ID becomes accessible.

2) Designing SSI systems

It is possible that meeting the identified requirements will
require multiple SSI systems or components integrated into
enterprise systems rather than a single SSI system. These sys-
tems include dedicated issuance, storage, and verification sys-
tems, which can also serve as standalone systems. While the
term wallet for systems that store credentials is established, no
terms exist for issuing or verification systems — except for the
rather generic term agent. For instance, some organizations
may solely focus on verifying credentials and do not issue or
hold any VCs. A verification system (and possibly a wallet)
suffices for such organizations and can be marketed at a
lower cost than a complete SSI solution. Therefore, at least
three distinct systems or components can be envisioned, as
presented below, but they can also be consolidated into one
system or integrated into existing enterprise systems.

1) Issuing systems are responsible for issuing credentials
and do not necessarily need to store or verify creden-
tials. For example, if credentials must be verified before
issuance, this can be performed using a separate system.

2) Wallets are primarily used to securely store creden-
tials. In the case of wallets for organizations, additional
features such as user and permission management are
particularly important.

3) Verification systems are primarily responsible for ver-
ifying the presented credentials.

Fig. 8 visualizes the interaction between these systems
using the example of a manufacturing company that wants to
receive its ISO 9001 certificate from a certification body after
a successful audit. The certification body serves all three roles
in this interaction, whereas the manufacturer does not have to
act as an issuer and thus does not require an issuing system.

In practice, such separation is already visible in some cases.
For example, esatus divides its SOWL SSI solution into four
products: SOWL_ISSUE, SOWL_VERIFY, and their union
SOWL_ACCESS. There is also a version called SOWL that
can be self-hosted. Furthermore, the wallet is also a separate
application [74].

There is also the question of how generic SSI systems
should be. Should they implement business logic? Verifying
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M Wallet M Verification System CB Verification System

CB Wallet CB Issuing System

‘ GA VDR ’

| I

‘ Manufacturer ‘ I

Certificate Body ‘

Governance Authority

Present Orggnization ID VC

>
>

D

ﬁE T

Verify and Validate Manufagturer's Organization ID VC

Verify Manpfacturer's VC Revocation State

Unrevoked

<

[Authentication Certificate Body]

Present Organization I VC & ISO 9001 Issuer VC

<

Verify and Validate Certification Body's VC

O

Verify Certification Body's VCs Revocation Status

M Wallet M Verification System

Unrevoke
T,
Request ISO 9901 Certificate VC
Issue ISO 9001 Certificate VC -
Write VC revocation state
>
CB Verification System CB Wallet CB Issuing System ‘ GA VDR ’

FIGURE 8. lllustration of the interaction between the individual systems using the example of an ISO 9001 certificate issued after a successful audit. Note
that in this use case, the certification body acts as issuer, holder, and verifier. For clarity, some interactions have been omitted.

the issuer or the revocation status of a credential is a generic
task. However, determining that a credential is valid for a
certain use case can be quite complex. There may be already
other systems in place that contain the business logic for the
validation. Thus, it may be plausible that the SSI system only
verifies the credential’s authenticity and integrity and passes
the claims inside the credential to other systems containing
the business logic. This would allow SSI systems to focus
on their task: managing credentials. However, there may be
use cases where SSI systems only have to deal with certain
credentials, e. g. supply chain credentials. In those cases, it
may be advisable to develop SSI systems that are specialized
and contain business logic.

Some requirements, such as multiple issuers or modifica-
tion, may be solved using composite credentials, which act as
a (virtual) container for related credentials. For example, in
the vaccination passport example in the modification section,
each vaccination would be a single credential, and the com-
posite credential would be the whole vaccination passport.
Thus, the vaccination credential itself does not need to be
modifiable as the composite credential can be “modified”.

20

Another example would be a trade register credential and
a bank account credential that could be part of an organi-
zational ID composite credential. Grouping credentials into
composite credentials makes the handling of related creden-
tials easier. Instead of displaying each credential individually
to the holder, they could be displayed as a single credential.
This concept is similar to VPs that allow the combination
of multiple VCs into a single proof. While combined VPs
are for the verifier, composite credentials are for the holder.
Composite credentials could be either created by the issuer or
the holder. How composite credentials would be implemented
is open to debate.

B. RESEARCH IMPLICATIONS

In the previous section, we mainly focused on the practical
implications of the development of SSI software for organi-
zations. In contrast, this section provides implications for the
future research of these enterprise SSI systems. Since these
SSI systems are largely unexplored in research, we present
one of the first investigations in this area. However, recent
studies focusing on SSI and organizations, like [16] and [64],
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indicate that the interest in this area is increasing.

With our identified requirements, we show that the existing
concepts of SSI wallets are insufficient for organizations.
Individual and organizational wallets differ fundamentally.
Although several requirements are similar, organizations have
additional requirements — user and permission management,
organizational units, and compliance — that are irrelevant to
individuals’ wallets. They are not merely an extension of
wallets designed for individuals but a conceptually distinct
category. We thus provide a comprehensive description of
an organizational wallet and related SSI enterprise software,
e. g., for issuance or verification. The requirements we iden-
tified and their structuration allow for a more detailed discus-
sion of specific use cases and technology choices for SSI in
organizations.

Furthermore, as discussed in VII-A2 it seems unlikely
that a single system could meet all identified requirements.
Rather, multiple systems or components are required depend-
ing on the organization’s needs. Understanding the necessary
systems, their components, and their real-world interactions
is an area for future research. Additional research is needed
to determine how SSI systems interact and integrate with
existing enterprise systems.

C. LIMITATIONS

As we focussed on SSI software for organizations in general,
we did not explore industry-specific requirements in depth,
primarily due to their vast scope. However, identifying these
requirements could extend the presented requirements, lead-
ing to a follow-up study. An example is the case study of
the NHS digital staff passport [7], [8]. In this case study, SSI
enabled health professionals to move swiftly between NHS
hospitals. Specific requirements in this case included inter-
faces to the hospitals’ different human resources systems and
compliance with regulatory requirements of the British health
care system. For instance, a rigorous identification process
was implemented before issuing credentials, and mandatory
attributes were incorporated into the credential.

Another limitation is that our research focused primarily on
Europe. Region-specific regulations significantly influence
the use of SSI software. For instance, European SSI solutions
are subject to legislation such as the eIDAS and the GDPR.
A global perspective would have considerably increased the
complexity of identifying requirements, such as recruiting
experts worldwide. Further research could explore additional
regions and reveal their similarities and differences.

The SSI industry is rapidly evolving and becoming in-
creasingly popular, resulting in the emergence of numerous
vendors and products that create a fragmented landscape of
SSI offerings. Furthermore, many products are frequently
replaced in a short time frame. For instance, Trinsic v1 was
introduced in 2020. In 2021, Trinsic Ecosystems, with new
technological capabilities and features, was released and by
2022, it began replacing Trinsic v1. Additionally, many SSI
vendors concentrate primarily on use cases for private indi-
viduals. SSI systems for organizations and concepts such as
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an organization ID credential are only recent developments.
Consequently, selecting which systems to consider is chal-
lenging. Ultimately, we conducted an in-depth analysis of
six products offered by established SSI vendors. While we
believe these products provide a representative sample, ex-
amining a wider range of products may yield further insights.

VIIil. CONCLUSION
Our objective was to address the following research ques-
tions:

1) What potential requirements do organizations have for
SSI software?

2) What gaps exist between the identified requirements
and current SSI solutions?

Regarding RQ1, we identified numerous requirements and
provided the first comprehensive overview of requirements
for SSI software tailored for organizational use. It is impor-
tant to note that this compilation is by no means complete.
Instead, it can serve as a starting point for future research.
It is also important to consider the specific requirements
regarding use cases, industries, and organizations that were
not in the scope of our study. Furthermore, technological
advancements, evolving standards, and new regulations will
lead to new requirements or constraints. The evolving under-
standing of what defines SSI may also change and influence
the requirements. An illustrative example lies in the early
days of SSI, where it was often associated with blockchain
technology [75]. This perspective has evolved, and several
SSI approaches operate without a blockchain as there were
criticisms of blockchain’s scalability, inherent complexity,
and regulatory challenges.

Concerning RQ2, we observed that SSI software for orga-
nizations and organizational IDs based on VCs are still in their
early stages. The lack of development in some fundamental
features is one of the reasons for this situation. For exam-
ple, efficiently revoking, archiving, or transferring credentials
between different wallets remains challenging. Despite nu-
merous efforts, interoperability remains an issue. Addition-
ally, critical functions for organizations, such as delegation
and managing organizational units, are either rudimentary or
absent.

By answering the proposed research questions, our re-
search offers the following main contributions:

o Providing the first comprehensive overview of require-
ments for enterprise SSI software for organizations

« Highlighting gaps between identified requirements and
current solutions

« Extending the current concept of an SSI wallet and
related SSI enterprise software

o Demonstrating that the numerous requirements will
likely not be fulfilled by a single system but rather by
multiple interacting systems, depending on the organi-
zation’s needs.

We further propose the following areas for potential future
research:
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« Examination of components and their interactions in
real-world organizational implementations.

« Investigation of industry- and region-specific require-
ments.

o Further refinement of the individual components and
their interactions to address common use cases.

When developing SSI systems, it is important to consider
the requirements of organizations, not just end users. Orga-
nizations play a pivotal role in shaping SSI infrastructure,
and the inherent potential of SSI and VCs for these entities
is significant. However, current SSI products do not meet the
needs of organizations completely. Thus, further research and
development are necessary to address the identified require-
ments.

APPENDIX A

GUIDELINE EXPERT INTERVIEW

Below are the questions from the interview. Because the inter-
views were semi-structured, additional questions were asked
in each interview, depending on the respondents’ answers.

1) In which context did you first come into contact with
SSI? / How long have you been working in the context
of digital identities?

2) What differences do you see in the use of digital iden-
tities by private individuals and organizations?

3) What are your goals in using SSI (organizational wal-
lets)?

4) What specific problems would you like to solve with
the use of SSI (organizational wallets)?

5) Do you see further areas of use for SSI in organizations
in the future?

APPENDIX B SELECTED ADDITIONAL QUESTIONS
We provide a few selected questions that were asked in the
semi-structured interviews, which were not included in the
interview guide.

Expert 1

e And is there a difference in the architecture [between
organization and human wallet]?

« And how would your company earn money if it [the SSI
product] were offered as open source?

Expert 2

« So would you say that within the context of the company,
it is definitely important who the customers [B2C or
B2B] are?

« And would you say that this [different customer types]
also requires different basic wallets, or can you not make
a statement here?

Expert 10

« You mentioned an authorization concept. Is that really
the case for your solution?

o Itisreally the case that every person in the company who
now has access to the wallet would create a user account?
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