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HC is data-driven and the ability to access, edit, and trust the data

emerging from its activities is crucial for the sector’s operations
Map of the healthcare sector and an exemplary set of data flows
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a The sold data is always anonymized and aggregated
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The flow of clinical data for healthcare treatment remains the US

healthcare system’s weakest link
Data flows in US healthcare

. Clinical data flow (= to provide Product data flow (= to provide Reimbursement data flow (= to pay for .
. Key actors Supporting actors . healthcare services) . healthcare products) healthcare services and products) iii Impaired flow

Data supply chain connectors Payviders
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Exemplary data sets
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Due to the nature of the data and the number of stakeholder groups

involved, clinical data flow is the primary impaired flow -
Data ﬂOW problem Set . Social aspects . Technical aspects S;)Ft)r;;zmal and technical

Surfaced

problems Interoperability (across context, across solution providers)
A

Identification, authentication, and authorization Data quality
Confidentiality

Privacy

Security

Data is not easy to share Data is not actionable

High trust transaction costs

Root causes

Conflicting interests and incentives

Exacerbating

Lack of authentic data factor

Y / / A——— Y / / A—— Y / / A——

Data fl .
ata flow Securely access the data Securely edit the data Trust the data

requirements
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Resolving current surface problems relies on successfully

addressing the challenge of a lack of a trust-spanning layer
Mechanism of trustworthy digital relationships

Cardinal problem that

transcends healthcare
]

|dentity system Authenticity CerEnEe Inherently trustworthy

digital relationships

Building such a trust-spanning layer is a task in and of itself. Creating a means to digitize and transmit trust across distances demands an
underlying digital ID system that facilitates the verification of data.
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HC is data-driven and the ability to access, edit, and trust the data
emerging from its activities is crucial for the sector’s operations

Map of the healthcare sector and an exemplary set of data flows

Federal agencies

Share
population

Set context

health data ¢

Service providers &
intermediaries

Provide health
information
infrastructure

Purchase
products

Facilitate
clinical trials

Consult

Aggregate data

Sell data @ |

Sell
PHI @

g

< Report and
Share product data publicize
results
Payers Manufacturers
Fund care _ Assess Research
reimbursement candidate
products (incl.
Clgim Repeive Share clinical trials)
reimbursement reimbursement PGHD
e
Patients & Caregivers ~  ------ > Develop
Consent prgQucts (mcl.
Gather Self-care Participatein =~ ——» clinical trials)
PGHD clinical trials Share
results
D — Produce
Share Share HC Consent to products (incl.
PGHD l data I share HC datal devices)
Providers
Sell Market
Deliver HC Assess HC Handel PH| a products (incl.
services services reimbursement ———» devices)
%

a The sold data is always anonymized and aggregated

. Clinical data flow (= to provide
healthcare services)

. Product data flow (= to provide

healthcare products)

Reimbursement data flow(= to pay for
healthcare services and products)

- - Passes through other stakeholders

Decentralized identity (ID) applicability
in HC

Problem perspective

Solve digital trust issues

Opportunity perspective

Additional revenue streams
Business efficiencies
User experience and convenience

Relationship management

Regulatory compliance
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Why is there a need for a healthcare-
specific use case assessment framework?
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A use case assessment model helps make informed decisions when

selecting use cases for decentralized ID
Reasons for a decentralized ID use case assessment framework

Healthcare has a track record
of failures in health IT
deployments.

Avoiding blockchain’s
pitfalls: Many opportunists
champion it as a cure-all,
leading to numerous failed
projects.

A promising use case on
paper does not guarantee
success. Many great concepts
fail due to insurmountable
contextual barriers.
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Decentralized ID is protocological, unifying, power-structure
changing, and collective-action- and network-dependent

Decentralized identity characteristics

Abstraction

effects and
collaboration

Inclusive and mutually
trustworthy

Collective-action- and network-dependent

Power-structure changing

Across-contexts and across-provider e
Unifying

interoperable, modular, flexible

Mediated by protocol, heterarchical, verifiable, private by design

Protocological

sapj|iqeded

The power-structure changing
and collective-action and
network-dependent
characteristic of decentralized
ID makes it so hard to be
adopted in US healthcare
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Decentralized identity requires a collaborative approach toward

innovation and adoption, in which the innovators are the adopters
Traditional product innovation and deployment vs. decentralized identity innovation and deployment

Centralized, Darwinian model for technology
innovation deployment

Market

Actor
(innovator)

Actor Actor
(innovator) (innovator)

Actor(s) identify a pressing problem in the market that is either
their own company-specific or third-party problem, develop a
solution to the problem, and push it into the market to provide

themselves or, in case of a third-party problem, adopting
companies with a competitive edge @

New use
case PASAN
O O
No”/

A set of actors

o within a system y
N %
When the value is proven, ’ Has a pressing problem that

the solution is scaled, and cannot be solved individuall
the ecosystem expands with y

more actors adopting it
Collaborative model

for decentralized ID
deployment

They agree on an They come together to
approach to pilot, learn, collaborate on an innovative
and prove the value O solution, forming a minimum-
— viable ecosystem

They pool the resources and risk, and
leverage existing standards available or
achieve consensus on a de-facto standard
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The framework is designed to help assess
whether a certain healthcare use case i1s
amenable to decentralized ID.
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Methodology

Participatory action research study

Objective: Developing a framework for assessing the amenability of US healthcare system use cases to decentralized ID
Units of analysis: (1) System, and (2) use cases

Diagnosing

Action planning

Action taking

Goals

Research steps

(i) Identification and (ii) definition of primary problems to successful deployment,
meaning adoption and value-adding use, of health IT that share one or more
characteristics with decentralized ID to substantiate the need for a decentralized
ID amenability use-case assessment

(if) Development of a theoretical problem statement based on theoretical
foundations

(i) Development of amenability assessment framework dimensions and constructs
(i.e., a method) based on theoretical foundations

(if) Operationalization of the decentralized ID assessment framework and making it
qualitatively testable

(iii) Initial evaluation of the assessment model

Application of the assessment framework with healthcare stakeholders, evaluation of
the main proposition(s), and recommendations for action

(i) Semi-structured expert interview study and coding (Glaser and Laudel, 2009)
with healthcare stakeholders: Providers, payers, payviders, federal agencies,
health IT vendors, clinical data exchanges, academia, manufacturers, emerging
technology companies, and cross-stakeholders (n = 21)

(i) Qualitative patient survey (n = 25)

(i) Workshop with eight (healthcare) decentralized ID experts

(i) Seven additional semi-structured decentralized ID expert interviews with (non-)
workshop participants, including first feedback on the initial framework versions

(iii) Written feedback on initial framework versions by healthcare decentralized ID
experts

(iv) 1IW37 session on later framework version, including feedback (n = +40)

(i) Semi-structured briefing interviews with suitable healthcare stakeholders from the
diagnosing stage: Payviders, federal agencies, health IT vendors, manufacturers,
emerging technology companies, and patient organizations

(if) Application of the assessment framework use cases in the respective healthcare
organizations | am here now

i —

Evaluation

Evaluation of outcomes of the action research interventions:

(i) All-encompassing feedback on the assessment framework

(if) Evaluation of assessment framework scoring outcomes

(iii) Evaluation of the assessment framework’s applicability to other sectors upon
minor modifications

(i) Semi-structured debriefing interviews with the healthcare stakeholders frog the
action-taking stage: Payviders, federal agencies, health IT vendors,
manufacturers, emerging technology companies, and patient organizations

(i) Application of the assessment framework in the education sector

Specifying
learnings

Knowledge documentation and communication to stakeholders from (i) research and
(i) practice (i.e., healthcare stakeholders and decentralized ID community)

(i) This thesis
(if) Action research documentation
(iii) Final assessment framework analytical tool and supplementary material
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Decentralized ID Checklist (1/2)

Tier |: Critical amenability assessment

(" sm )

Preparation — Use case description

L
T

Does the use case involve crossing trust boundaries, and is doing so expensive?

Yes F

Does the use case involve digital trust issues? That is ...

... identification, authentication, and authorization (IAM), and eligibility issues, and/or

... data quality issues, and/or

... security, privacy, or regulatory compliance issues achieving IAM or data quality, and/or

... unwanted digital third-party intermediation.

No

»

Yes

d-

Who are the minimum viable ecosystem (MVE) stakeholders, and is there an incentive for
each to collaborate?

Yes

( Proceed to Tier Il )

Decentralized ID is less
likely to be a suitable
solution.
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Decentralized ID Checklist (2/2)

Tier Il: Comprehensive amenability assessment

With the identified stakeholders in mind, assess the use case for the six decentralized ID amenability dimensions using the enclosed Excel sheet.

<« Collaboration-related amenability factors (AFs) | |  Dynamic amenability of use case dimensions

_____

:

Theoretical proposition: The higher (lower) the degree of the six amenability dimensions for a use case, the more (less) amenable that use case is to
decentralized ID.
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A radar chart serves as a basis for further internal discussion of
decentralized ID deployment

Exemplary radar chart of amenability dimensions and their factor

Human-related use
case characteristics

Collaboration-related Organization-related

use case use case
characteristics characteristics
—e— Amenability factor
Wider macro- Technology-related
economic-related use use case
case characteristics characteristics

System-related use
case characteristics

Theoretical proposition:

The higher (lower) the degree of the six use case amenability dimensions, the higher (lower) the amenability of that use case to decentralized ID.

If the final amenability score is > 1, the use case’s amenability is amplified.
If the final amenability score is <1, the use case’s amenability is diminished.
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The Decentralized ID Checklist comprises +60 amenability factors

(AFs) across six use case dimensions
Exemplary AFs

Human-related amenability factors

The workload of the decentralized ID solution’s end-users is not expected to increase.

Organization-related amenability factors

Our organization is willing to trust, rely on, and make use of externally generated data.

Technology-related amenability factors

The decentralized identity application will be a matter of a back-end implementation to an existing tunable front-end.

System-related amenability factors

Our business partner(s) require us to adopt decentralized identity infrastructure to be able to do business with them.

Wider macro-economic—-related amenability factors

Federal and state efforts and laws relevant to the use case do not work in opposition to one another.

Collaboration—related amenability factors

The MVE stakeholders have compatible tech stacks.
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Decentralized ID Checklist toolkit

0 Companion guide

Decentralized Identity
Use Case Assessment

for Healthcare

Companion Guide
University of St. Gallen | Columbia Business School

© Sophia Maite Magdalena Goeppinger
sophia. i @student.unisg.ch |
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Decentralized ID
Checklist analytical tool
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Decentralized Identity 101: A Starter Library for Novices

A curated list of resources introducing decentralized identity and related concepts for beginners.

Starter library curators: Sophia Goeppinger and Matt Murray

Decentralized identity (ID), as we perceive it today, is a novel concept, yetits foundational elements have roots
stretching back decades, some even predating the advent of the modern internet. While this field is burgeoning
with diverse resources, navigating through this digital maze can be overwhelming, especially for those just
beginning their journey. That's where we step in. Our mission is to demystify decentralized ID for beginners by
carefully curating a comprehensive starter library. We aim to bridge the gap between complex jargon and
foundational understanding, ensuring that these resources are accessible, relevant, and engaging,

Before diving into our library, we encourage you to take a quick glance at our "Target Audience Checkiist" below.
This will help you gauge if these resources align perfectly with your learning stage and interests in decentralized
D,

leases published

Create a now release

Packages

ages published
your first package

Contributors 2

mmurrs Matt Murray
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How to get involved

a Provide feedback

e Connect me with potential candidates for applying the framework in their organization for

interview purposes

Use the Decentralized ID as a Lego set, modeling attributes from this work to meet your
specific needs and testing the applicability of the framework to non-healthcare use cases.
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