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CHAPI in One Picture

CHAPI is used to exchange

verifiable credentials between

Digital Wallets and websites
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Digital Wallet Registration

https
& (6 playground.chapi.io,

CHAPI Playgrour Choose a Wallet

Tflls dgm The following website wants to receive credentials from you
v CHAPI Playground Issuer
playground.chapi.io

Veres Wallet Demo

chapi-demo-wallet.digitalbazaar.com wants % demonerssualetey
to P i LearnCard App
learncard.app

g Manage credentials S g CEL's VC/DID Studio

studio.celehner.com

*PY° Teacher Wallet
- teacher-wallet-uat.azurewebsites.net

Demo Wallet
° wallet.example.chapi.io

Block Allow

i Remember my choice for this site




Digital Wallet Selection

ground.chapiio x o+

c playground.chapi.io,
CHAPI Playgrour Choose a Wallet

The following website wants to receive credentials from you:

CHAPI Playground Issuer
playground.chapi.io

Veres Wallet Demo
demo.vereswallet.dev

LearnCard App
learncard.app

CEL's VC/DID Studio
studio.celehner.com

*P9"  Teacher Wallet
- teacher-wallet-uat.azurewebsites.net

Demo Wallet
° wallet.example.chapi.io

Remember my choice for this site

Choose the '@digitalbaj

& USCIS

¢« > C

ar Sign up
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@ uscis.demo.digitalbaza... @ v B

NEWS

CITIZENSHIP GREEN CARD

STORE RESIDENT CARD

Please click the button below to store your U.S.
Permanent Resident Card.

STORE CREDENTIAL

Logged In: 2021-06-13T17:51:31.436Z

TOOLS

LAWS




Degrades gracefully

when 3rd-party cookies are unavailable

XX ) ht [/authn.iofi i /wallet

@& authn.io/mediator/wallet-chooser

’ https://playground.chapi.io X +
¢ Choose a Wallet

{Y @& playground.chapi.iofissuer h Kx @ = & ¥ 3o © -]

Choose a Wallet X \7 Veres Wallet Demo -

@ demo.vereswallet.dev on

The following website wants to send credentials to you:

{ Select Native App Instead

CHAPI Playground Issuer
& playground.chapi.io

\"V2 Veres Wallet Demo
I & demo.vereswallet.dev

Remember my choice for this site

l Select Native App Instead




Interoperability Overview %l
CHAPI and VC-AP Aizonatat
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Credential Handler Registration

oR— Step 1
Credential repository website requests
Step 3 Lerrniin install of Credential Handler
Credential handler ready
(—— =)

Step 2

Individual allows credential handler install




Veriflable Credential Storage

Individual approves storage of

Step 1

Individual logs into website

Verifiable Credential m .

‘\/

Step 2

Website requests storage of

Verifiable Credential



Veriflable Presentation Request

Step 1

\ Website requests
Verifiable Credentials

Step 3

Individual transmits m

Verifiable Credentials

Step 2

Individual selects Verifiable Credentials
to transmit 9

ﬁ[l




Demo
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CHAPI Timeline

e 2014 - Identity Credentials protocol proposed

e 2017 -Web Payments Handler written by Dave Longley

e 2017 -CHAPI Specification created by Dave Longley
e 2017 -CHAPI adopted as W3C CCG Work Item
e 2020 - DHS SVIP Interop (6 companies interop)

e 2022 - JFF Interop (17 companies interop) .


http://manu.sporny.org/2014/credential-based-login/
https://github.com/digitalbazaar/payment-handler-polyfill
https://github.com/w3c-ccg/credential-handler-api/issues/2
https://lists.w3.org/Archives/Public/public-credentials/2017Aug/0026.html

CHAPI Roadmap

e 2023

In production with dedicated datacenter teams
Better integration for native apps
Some variation of OID4* support
Native browser experiments w/ FedCM/Google

o O O O

e 2024 - Some use of native FedCM browser code

e 2025 and beyond - continued upgrades and improvements
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CHAPI

Inpground chapl lo x -+

ayground.chapi io/issuer B a @ ¥ X ETIc9@E

FedCM

The folowing website wants to send credentiais 1o you:

CHAPI Playground Issuer
& playground.chapi io

Vares Wallot Damo
& demo.veroswallot.dov

2 Remember my choice for this site

Salect Natve App Instead

- Wallet Selector

- Multiple Wallets

- Wallet language

- Modal

- Wallet Registration

- Connects with Native Apps

v
B I Sign Inro{'nwmgnmkllrildnmm ] X

@ Firstname L. Lastname
first.lest name@email.com

@ Firstname Lastname
fstnama. lastname@email.com

@ Firstname Lastname
firstisstname@wark.com

- IdP Account Selector

- IdP Accounts from Single IdP
- Login language

- Non-modal

- IdP Selected by RPs

- Only cloud providers
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CHAP] FedCM

- Wallet Selector - Wallet Account* Selector

- Multiple Wallets - Wallet Accounts* from Multiple Wallets

- Wallet language - Wallet language

- Modal - Modal

- Wallet Registration - Wallet Registration

- Connects with Native Apps - Only cloud providers (not covered, but easy)

| think there are going to be differences, but the bigger structural parts | think are similar enough.

* | think you may call these “profiles” or “sessions”?
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Related Specifications and Code

Demo site: https://playground.chapi.io/issuer

Developer Documentation: hitps://chapi.io/

CHAPI Polyfill: https://qgithub.com/credential-handler/credential-handler-polyfill

CHAPI Specification: https://w3c-ccqg.github.io/credential-handler-api/
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https://playground.chapi.io/issuer
https://chapi.io/
https://github.com/credential-handler/credential-handler-polyfill
https://w3c-ccg.github.io/credential-handler-api/

Appendix



