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Decentralized Identity

at Microsoft




2018: Incubation hypothesis
2022: First Release!

Each of us needs digital identity we own and control,
one which securely and privately stores all elements of
our digital identity.

This self-owned identity must seamlessly integrate into
our lives and give us complete control over how our
identity data is accessed and used.



redentials to power the trust fabric for the internet
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Standards used

Woodgrove Inc
Issuer

Data model

W3C VC Data Model:

JWT-VC without JSON-LD
(Exploring SD-JWT)

Protocol
OIDF: OpenID4VC
(planned)

User

Data model

W3C VC Data Model:
JWT-VC without JSON-LD
(Exploring SD-JWT)

Presentation

Protocol
OIDF: OpenID4VP
OIDF: SIOPv2
DIF: PEv2

N

Fabrikam Co
Verifier

SNOALEIaaITEId \W3C Decentralized Identifiers: DID:Web and DID:ION (Sidetree)
Well Known DID Configuration

SR -ld & \V3C CCG StatusList2021

Identity Hub (Decentralized Web Node 0.0.1 Predraft)




92%

of organizations
perform identity
verification today

Source Microsoft, survey of 3000 US-based companies, greater than 500 users

Onboarding for employees,
contractors, customers

Access to high-value apps
and resources

Self-service account
recovery



O
82 /O of organizations wish there was a better way

More protection against breaches No custom integration Lower COSt_ o
Credentials verified by reliable parties No need to store users PII As easy using digital cards
Meeting regulatory requirements by default No wait times for id verification Verify once, use everywhere

Safer Faster Easier

Source Microsoft, survey of 3000 US-based companies, greater than 500 users (2021)



.

Microsoft Entra
Verified ID

)




Demonstration:
ID verification based on open standards

http://aka.ms/diddemo



Entra Verified ID: a better way to verify

9:41

Credentials

BS View new credentials

Verified ID

Verified Student

Verified Employee

Woodgrove Inc.

Easy to use and secure

C

Contoso Bookstore
contoso.com

Share with Contoso
bookstore?

Need to verify employment to receive bookstore
discounts.

v Verified Employee @
ODGROVE

Woodgrove

Cancel “

Verifiable

v DGROVE Verified Employee

Woodgrove

Description
Use this card to verify your employee status
when required by apps or websites.

Employee ID

K8824 5535

Issued date

March 20, 2021

Issued by

woodgrove.com

Address
235 S Main St
Ogdenville TN 29381

Transparent

Verified Employee

WDGROVE Verified Employee

Woodgrove

Verified info Activity

ily 2021 2:15 PM

16 V
@ Shared with Contoso Bookstore.

G 14 July 2021 10:40 PM
m Shared with Fabrikam University.

14 June 2021 9:54 PM
Shared with Woodgrove Construction.

14 July 2021 8:31 PM

@ Shared with The Phone Company.
20 March 2021 9:41 AM
Issued by Woodgrove Inc.

Convenient




Decentralized Identity Platform by Microsoft

Microsoft Azu 2 Search resources, services and docs

Home > Verifiable credentials >

Create a new credential x

Create a custom credential that can be issued to your users.  Learn mare (1 a1 ll T -

Name * Verified Employee Fabrikam Inc
A unique identifier for your credential, only :
[ vecivec

displayed in the Azure Portal

Verify.JS
New permission request

Subscription * Azure Premium

Select the subscription where the rules and
display file will be stored.

Display file * https://mydidstorage blob.core.windows.net/
credentials/IdentityCardDisplay.json

The display file describes the claims contained

in the credential as well as the branding. — -

VerifiedID Admin API Fabrikam Inc
fabrikam.co

~ 3 Authorities

Learn more &

Rules file * https://
The rules file determines what the user needs credentials/rulesjson
to do to get the credential. Include an index

claim if you want to be able ta search for the

credential later.

didstorage.blob.core. windows.net/

GET get authorities

New permission request

GET get authority

Woocrove Verified Employee

create authority

Learn more (1

Example of what users will see in the
Authenticator app

H update authority
rotate signing key
T update linked domains Verify your employment status
‘ﬂ generate Wellknown DID ...
generate DID Document
TODO validate Wellknown...
~ [ Contracts
CET get contracts

GET get contract

H update contract

|Ssuer |nterface Developel" tOO|S | create contract End user Wa”et
(Entra Verified ID) (SDK + API) e (Microsoft Authenticator)

5 9 Optout WARNING!
» 9 Network

Onboard



Architecture goals:
1. Decentralized system to
request and verify credentials ‘ D

at scale -

Ensure interoperability as

standards and partnerships Client {Authenticator) - S
evolve I 0
Slmp|e APIS tO ensure Verified ID Wallet Library <
consistent interactions that S rvance protoc Presentation - R Code
QR Code (planned: OpenID4VCI) OpenID4vpP
abstract standards and
cryptography lssuer Microsoft Entra Verified ID
[ Verified ID REST API ; Verified ID REST API
Verified ID <
tenant
configuration
Web of trust - e
Well Known DID did:web did:ion
Configuration (Linked Tenant Key Vault (experimental)
Domain)
> DNS/Web Service Decentralized Systems

Microsoft Confidential

11




Fast remote onboarding

. Validate identity information for trustworthy self-service
enrollment and reduced time-to-hire.

More secure access

Quickly verify an individual's credentials and status to
grant least-privilege access with confidence.

Verified ID

Enable more secure interactions
while respecting privacy with an
industry-leading global platform.

Easy account recovery

Replace support calls and security questions with a
streamlined self-service process to verify identities.

Custom business solutions

. Easily build solutions for a wide range of use cases
with our developer kit, APIs, and documentation.




Ongoing value journey: Worker productivity

\ Visits employer
‘ — portal to complete

Accepts pre-onboarding
job offer

Completes trainings, attested
to workplace credential for
compliance and access

Efficient access to
employee perks and
ongoing life tasks

Identity validated
by network partner

Receives workplace
credential, enabling
access & benefits

Receives verifiable
credential with proven
identify attributes

First day
of work

Uses verifiable credential
to remotely access and
set up new account



Secure access to applications

Quickly verify credentials and get access to sensitive resources that have advanced security requirements

Sign in Presentation Detailed view
User attempts to sign in to a User shares the requested User confirms which claims
high-privilege app at Woodgrove verifiable credentials are being shared

"ODGROVE / -

Woodgrove
wcm b. W, : Verified Security Analyst
Identity Verification and \
Verified Security Analyst Share with Woodgrove?
credentials are needed to \
access this application . ittt

White Hat Certifications

Description

True ID @ N Use this card to verify your Security analyst

ID Verification Company status when required by apps or websites.

Expiration dat
Wi I( Verified Security Analyst ® | December 31, 2023
Al B /hite Hat Certifications
Ethical hacker

Certified July 15, 2021

Ethical hacker

Certified August 10, 2021

thical hacker
Certified April 25, 2021

e “




Account

Recove ry AA @ swordreset.microsoftonline.com ¢, Y AA @ swordreset.microsoftonline.com ¢,

Woodgove

WOODGROVE Woocom VOODGROVE
Reduce support phone S =

calls and security
guestions with a |
simpler, more secure

L Get back into your
account New permission request account

Verification step 1> Choose a new password Verification step 2 > Choose a new password

True ID

ID Verification Company
New password

Verify your identity with our partner, ID

t if
. . Verification Company, to reset your password Confirm password
I | e nt I ty and get back into your account.
L]




Trustworthy, faster, cheaper way to verify

Onboard employees,
partners, customers

Trustworthy self-service
enrollment and faster
onboarding by digitally
validating information with
industry leading ID
verification providers.

Access to high-value
apps and resources

Quickly verify credentials
and get access to sensitive
resources that have
advanced security
requirements

*I‘*

Self-service account
recovery

Reduce support phone calls
and security questions with a
simpler, more secure process
to verify identity.



Customer stories

DG 8 3 IR ?( “ | Government
Keio University (Y ' of Flanders

Keio National Government
University Health Service of Flanders

and many more...


https://customers.microsoft.com/en-us/search?sq=%22Microsoft%20Entra%20Verified%20ID%22&ff=&p=0&so=story_publish_date%20desc

Next steps




The next 3 steps to making the ecosystem real

1. Ease of use

v" Registration

v' Key management

v" Interoperability
Recovery and revocation

Selective Disclosure &
Zero-knowledge-proof




The next 3 steps to making the ecosystem real

2. Performance & Scale

1. Ease of use

v DID:Web
DID:ION

(

public preview)

Other methods?

B,
a 2,
W /




3. Join, collaborate,
and contribute

The next 3 steps to making the ecosystem real

2. Performance & Scale
HYPERLEDGER @L“K-E % VERIDIUMID

1. Ease of use
#ota  pillar dominode
$& JOLOCOM & onfido

O U0 BLOCKSTACK
Consent BIGCHAIN G
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The next 3 steps to making the ecosystem real

1. Ease of use 2. Performance & Scale 3. Join, collaborate,
and contribute

© Copyright Microsoft Corporation. All rights reserved.



Resources

. http://identity.foundation Industry working group for all things

Decentralized ID (DID)

. http://aka.ms/didwhitepaper White paper by Microsoft: approach

for DID + Verifiable Credentials

. http://aka.ms/didexplained Quick overview

. https://youtu.be/Whc9Im-UOWg Overview for developers: scenario

walk-through and how-to

. http://aka.ms/didfordevs Developer documentation

. http://aka.ms/azuread/did -> Blogs (including scale and

performance and self-owned key recovery)

. https://aka.ms/vcinterop VC Interop profile

. https://aka.ms/diddemo Demo site



http://identity.foundation/
https://nam06.safelinks.protection.outlook.com/?url=http%3A%2F%2Faka.ms%2Fdidwhitepaper&data=04%7C01%7Cankpat%40microsoft.com%7C61c1c333a44d482c34c708d8b91cec8b%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637462881278108560%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=m5uVf%2BWAaHooZRO3GgJGZiekd7QOAok3R2q5h1fgyhY%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=http%3A%2F%2Faka.ms%2Fdidexplainer&data=04%7C01%7Cankpat%40microsoft.com%7C61c1c333a44d482c34c708d8b91cec8b%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637462881278118551%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=HqqvUM8J8gSQatA7a7tmtlrL%2FojIvDuyNDoj2dKsfdU%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fyoutu.be%2FWhc9Im-U0Wg&data=04%7C01%7Cankpat%40microsoft.com%7C61c1c333a44d482c34c708d8b91cec8b%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637462881278138538%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=BnWJi3yBY1foMcgnXsBXCB9Otq8YtFjLLCQA16Kelr4%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=http%3A%2F%2Faka.ms%2Fdidfordevs&data=04%7C01%7Cankpat%40microsoft.com%7C61c1c333a44d482c34c708d8b91cec8b%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637462881278148532%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=2lV%2BBWCDCF%2FYkVSs8xs2uHEb8dqkQXwykALCChVLGR8%3D&reserved=0
http://aka.ms/azuread/did
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Ftechcommunity.microsoft.com%2Ft5%2Fidentity-standards-blog%2Fion-booting-up-the-network%2Fba-p%2F1441552&data=04%7C01%7Cankpat%40microsoft.com%7C61c1c333a44d482c34c708d8b91cec8b%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637462881278128547%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=wNb8Pa1A9Qejh22%2BKiPV930lY2ZKxIPY%2BPwjCZ5a4qs%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Ftechcommunity.microsoft.com%2Ft5%2Fidentity-standards-blog%2Fnew-explorations-in-secret-recovery%2Fba-p%2F1441550&data=04%7C01%7Cankpat%40microsoft.com%7C61c1c333a44d482c34c708d8b91cec8b%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637462881278138538%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=FNKDiEiMmBIkozam67M8FV692%2BwtuCoJJ1UxE28%2BPMg%3D&reserved=0
https://aka.ms/vcinterop
https://aka.ms/diddemo




Quicksta rt for | M Issue credentials quickstart - M X+ - o %
) - G O B8 hipsuiportalanmecom/iMicosof AAD_Decentraizedidentit, &y 2 © & & =

Directory based

claims | Isue credentials quickstart - .

Microsoft Azure £ Search resources, services, and docs (G+/)

‘ What type of credential de you want to create?

Effortlessly create a credential |

where the claims come from a user (®) Verified employee () Custom credential
prOfile in the directory of the Azure verified employee crentential template Design your own credential from scratch,
AD tenant




| B Create a new credential = Micre X + = O 4

° “ C O B hitpsy//portal azure.com/IMicrosoft_AAD_Decentrali: 0% T ¥ = & =
Quickstart for o
Home Jertfiable credentials (Preview ssue credentials quickstart
C u Sto m Create a new credential *

A Got feedback?

C re e n t I a S Create a custorn credential that can be issued to your users, Learn more [E——

-—
Bt

Credential name * -
& unigue identifier far your credential, only displayed in the Azure Partal.
[ ———

When using the Quickstart, just (VerfabieCredentilnpen |
enter all details in the Azure portal

This is what

V- =
. Dkﬁ-pf-ﬂj" file : . . . users will see
and Create a Custom Credentlal On a The display file describes the claims contained in the credential as well as the in the
branding. Authenticator
Sin |e a e . app. The card
g p g i i branding,
2 "locale™: “en-U5", title and
3 “card": { color come
4 "title": "Verified Credential Expert™, from the
5 "izsusdBy”: "Microsoft”, display Tile.
& "backgroundColor”: "Se8c98a”, TT
7 "rextColor™: “wffffff", acceptance
- - requirements,
B loge™: { such as “sign
9 “uri": "http’.:_.".-'di.dcu".tnrrr.-::-:ﬂ',-'g"nund.I:ll-:hh.n:n:rr.'. in to your
18 “description”: "Werified Credential Expert '.c:En_"_ BECoUnt” are
e ' : covered by

Learn how to create a display file the rules file,

Rules file * [
The rules file determines what the user needs to do to get the credentials. Include an
imdex claim if you want to be able to search for the credential later.

{

[

"attestations”: {
“idTokens": [
{

|




Microsoft Entra
Verified ID
Network

Search for published credential
types and schemas in the Entra
Verified ID Network to easily
generate a presentation request

M Select issuer - Microsoft Azure X + — O X

« C O 8 == https://portal.azure.com/?Microsoft AAD_Decentralizedldentity_didQuickStart=true&Microsoft AAD_De g © & =

Microsoft Azure L Search resources, services, and docs (G+/) T 0 & @ & graphexplorer@cljunga...

CLJUNGAADVCUS (CLJUNGAAD...

Home > Verifiable credentials (Preview) > Select issuer %
Setup a verification request

Select an issuer of verifiable credentials from the Azure AD network. The choose which types of
credentials to include in verification request.

Select issuer(s)
Step 1 - Search/select issuers

Select which issuers you want to accept credentials from. After selecting an issuer, you can spet

you're looking to accept. Learn more (3 Search for and select a verifiable credential issuer. Only issuers with verified domains will be

searchable.
~+ Selectissuer </> Add custom issuer
https://did.woodgrovedemo.com/ from Woodgrovedemo v
Issuer Ty Linked domain T Credential typ¢
Name Woodgrovedemo
Select first issuer
Linked domain https://did woodgrovedemo.com/

Step 2 - Select credential type(s)

Select the credential types to present to your user for verification.

D ol BankofWoodgroveldentity

=} givenName, familyName

VerifiedEmployee
= - displayName, givenName, jobTitle, preferredLanguage, surname, mail,
revocationld, photo

Add

Verifying credentials using Microsoft Entra Verified ID Network




Jumpstart with partners

Leading Identity verification partners

acuanti AUYTOTIX jum (0] (())
Acuant Au10tix Jumio ldemia
L cLEAR
(@ LexisNexis s B
Lexis Nexis Onfido Socure VU Security

Accelerate adoption with a growing ecosystem of partner solutions

AffinitiQuest.io UnrFy @ Jedmo-Slins

&> avanade X TECHNOLOGY

(© Credivera 4+ 27 partners...and growing!  predica.

192

6000

1000's

Millions

Decades

Countries

|dentification
documents

Organizational
attributes

Individual ID
attributes

of experience to go
from idea to
implementation in
hours




Entitlement
Management
with Verified ID

Verify granular attributes
from a wide set of issuers

Reduce approval fatigue

Automatically revoke
access when VC is revoked

Better compliance posture

= Microsoft Azure O search resources, services and docs

Create a policy =

policy.

Users who can get access (7)

Users who can make requests (1)

Users to provide Verifiable Credentials

Identity Governance » Create a policy >

Configure policy Approval Requestor infarmation  Lifecycle  Review

Choose which users or applications can request access. By default, admins can always assign users to the access package. You
can also designate other users or applications to request access on behalf of the users and applications within the scope of the

I For users not in your directory s

O Specific connected organizations

+ Add directaries

O All configured connected organizations

@ All users (all connected organizations + any new external users)

Admin can't be turned off because admins will always be able to
assign users to an access package

B sert
D Manager

I:‘ Internal Sponsor

I:‘ External Sponsor

Issuer Domain Credential types

Claims

Ivan Wilson
WOODGROVE

0O
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