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Adding digital signatures and digital proofs to existing linked data systems

Linked Data Security
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In this session, we will discuss:

● Why are we talking about this now?
● Canonicalization
● Digital Proofs
● Digital Signatures
● Next Steps
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Why are we talking about this now?
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The Linked Data Security Stack (excerpt)

RDF Dataset Canonicalization

Linked Data Proofs

Linked Data Signatures

Ed25519 Cryptosuite

Equihash Cryptosuite
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JOSE CryptosuiteBBS+ Cryptosuite

#
#
#
#


What can we do with this stack?

{
  "@context": "http://schema.org/",
  "@type": "Person",
  "name": "Jane Doe",
  "jobTitle": "Professor",
  "telephone": "(425) 123-4567",
  "url": "http://www.janedoe.com"
  "proof": {
    "type": "Ed25519Signature2020",
    "created": "2019-09-16T15:22:02Z",
    "verificationMethod": "did:example:123#key1",
    "domain": "website.example",
    "nonce": "fpcwi43io"
    "proofPurpose": "authentication",
    "proofValue": "zj902k...lY7dhH",
}
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Information

Proof
(aka: digital signature)
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RDF Dataset Canonicalization (c14n)

● Transforms input to deterministic output 
(useful for digital signatures)

● 2 mathematical proofs with peer review
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RDF Dataset Canonicalization Example
{
  "@context": "http://schema.org/",
  "@type": "Person",
  "name": "Jane Doe",
  "jobTitle": "Professor",
  "telephone": "(425) 123-4567",
  "url": "http://www.janedoe.com"
}

_:c14n0 <http://schema.org/jobTitle> "Professor" .
_:c14n0 <http://schema.org/name> "Jane Doe" .
_:c14n0 <http://schema.org/telephone> "(425) 123-4567" .
_:c14n0 <http://schema.org/url> <http://www.janedoe.com> .
_:c14n0 <http://www.w3.org/1999/02/22-rdf-syntax-ns#type> <http://schema.org/Person> .
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{"@context":"http://schema.org/","@type
":"Person","name":"Jane Doe","jobTitle"
:"Professor","telephone":"(425) 123-456
7","url":"http://www.janedoe.com"}
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Linked Data Proofs

Used to express various types of digital 
proofs such as:

○ Proof of Work

○ Proof of Existence
○ Proof of Elapsed Time
○ Digital Signatures
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LD Proof Example

"proof": {
  "type": "EquihashProofOfWork2018",
  "created": "2020-09-16T15:22:02Z",
  "domain": "blockchain.example",
  "proofPurpose": "capabilityInvocation",
  "proofValue": "z8je...0al9E",
  "nonce": "fdfe1d4d"
}
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Linked Data Signatures

● A type of Linked Data Proof
● Used to express Digital Signatures
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LD Signature Example

"proof": {
  "type": "Ed25519Signature2020",
  "created": "2021-03-16T15:22:02Z",
  "verificationMethod": "did:example:123#key1",
  "domain": "website.example",
  "nonce": "fjpqi43io"
  "proofPurpose": "authentication",
  "proofValue": "zj902k...lY7dhH",
}
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Linked Data Cryptosuites

● Provide approved / pre-packaged 
cryptography suites.

● Typically bundle Canonicalization 
algorithm, hashing algorithm, and 
signature algorithm
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Linked Data Cryptosuite
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RDF Dataset Canonicalization

Linked Data Proofs

Linked Data Signatures

Ed25519 Cryptosuite

Equihash Cryptosuite

JOSE CryptosuiteBBS+ Cryptosuite Ed25519Signature2020

Ed25519VerificationKey2020

URGNA2015

SHA-2-256

Cryptosuites define:

● Public key formats

● Canonicalization mechanism

● Hashing mechanism

● Signature formats
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Next Steps?
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Discussion
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● When should you use a Linked Data Signature instead of a JWT? What is the 
difference? [Benefits of JWTs] [Benefits of Linked Data Signatures]

● What's an example of an easy-to-understand signature suite? [Edwards 2020 
Cryptosuite]

● When would you want to define a new one, and what are the key ingredients to 
that?

● What are work items or tools that could help in someone's journey?
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https://www.w3.org/TR/vc-imp-guide/#benefits-of-jwts
https://www.w3.org/TR/vc-imp-guide/#benefits-of-json-ld-and-ld-proofs
https://w3c-ccg.github.io/lds-ed25519-2020/
https://w3c-ccg.github.io/lds-ed25519-2020/

