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Abstract

Online identity is a mess. Despite the Internet’s reputation for anonymity, it is virtually
impossible to perform any action online with true privacy. At the same time, processes for
willingly verifying identity or other claims are cumbersome, unintuitive, and reliant on a
handful of centralized providers or imperfectly replicated versions of offline systems.

Internet of People (IOP) is building on fundamentals provided by organizations such
as W3C to provide decentralized self-sovereign identity and trust solutions via an
interdependent ecosystem of open protocols, decentralized tools, and services built with
the latest cryptographic technologies and secured by the IOP blockchain and coin.

Once complete, the IOP stack will give users full control over their identities and their
personal and professional connections. Anyone can use IOP to present verifiable claims
without the need for a third party or compromising their privacy. This has the potential to
revolutionize a wide range of industries, as well as providing access to proof of identity,
credentials, and ownership to billions of currently underserved people.

Simple yet powerful tools will allow businesses and institutions to connect directly with
their target customer base without the costs, hassle, and security and regulatory liabilities
associated with harvesting and storing unnecessary data.

Among other business use cases, this will pave the way for a new kinds of verifiable
credentials and tools for requesting and sharing them in a way which matches current user
and business needs, while also opening up these markets to the huge numbers of people
across the world who currently lack access to these services.
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About this
Document

Thisdocument serves as anintroduction to Internet of People and the individual technologies
and protocols created for the I0P stack. It explains the motivation and vision behind the
IOP project and gives a high-level overview of the technology behind the IOP stack. You
are reading v1.0 of this document, which was created on 2019-02-25. To access the latest

version of this document visit https://iop.global/whitepaper/.

If you would like to learn more, visit our website https://iop.global/.
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Our identity defines who we are as individuals. Some details of our identity we keep private.
Some we share with those closest to us. Others we happily share with our colleagues, our
neighbours, or even the whole world. Everyone has different preferences here, and these
decisions should be ours and ours alone.

Identity is fundamentally linked to the concept of credentials and verifiable claims.
Whether it's applying for a job or a loan, buying or renting a house, travelling abroad, or
simply visiting a bar, we often need a way to prove certain claims about ourselves, for
example that we are old enough to buy alcohol or have authorization to cross a border.

Offline, the process is familiar to most of us. We have some physical document, such as a
passport or a birth certificate, provided by some issuer with authority to confer the status
granted by that document, such as a government or an examination board. We then show
this document to an inspector who we need to prove a claim to, for example a border official
when travelling to a foreign country, or a bartender when buying alcohol. This inspector then
applies some process to verify the document, either themself or via a third-party verifier. If
the claim is deemed valid, access is then granted to the requested product, good, or service.

But online, this process is less clear. There is still no good digital analogue for physically
showing a paper credential to a human verifier.

A Broken System

The challenge surrounding the provision of digital verified claims may seem unintuitive,
because so many online interactions involve sharing and viewing various files and other
information. But the offline claim verification process has several key features which may
not be immediately apparent and which are hard to replicate online.

First, in most cases offline claim verification involves human judgment. Verifiers know what
identification documents look and feel like, and they use their experience and contextual
clues about the document and the interaction to decide whether it is real or not. As the
likelihood of forgery and the consequences of an error increase, it is necessary to apply more
checks and employ people with more experience and finely honed judgement. The doorman
at a bar needs to know less about passports than a border control agent, for example. You
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need to provide more credentials and supporting documentation to apply for a mortgage
than for a credit card.

Although many of these processes are now aided by technology, they still involve humans
in an auditing or oversight role. These processes don't easily transfer to situations where
machines are both presenting and verifying claims and the process is fully automated.

A common fix has been to try and import offline credentials into the online realm. There are
various third-party verification services which lets users scan their credentials or connect
to a human verifier via video link. But such systems are slow, expensive, and force users to
give up control of their data.

A second major problem is secure transmission of data. In many cases of offline claim
verification, the person making the claim and the person verifying it are both physically
present. When documents are sent remotely, this usually occurs via a trusted transmission
process, such as registered post or a company’s internal logistics system. Online, this
system often breaks down. It is surprisingly hard to definitively prove that the claim being
transmitted and the one being received are the same, or that the people and institutions we
are communicating with are who they say they are.

The current solution is to use asymmetric cryptography combined with a limited number
of trusted certificate authorities. But this places an unacceptable amount of control in the
hands of just a few organizations. Why should these organizations be the only ones we
trust to provide and set the cost of certification services?

We need a better way to provide claim verification online.

A Decentralized Solution

Part of the problem has simply been standardization. With an agreed specification for
machine-readable credentials and identification, many of the current problems could be
reduced. But the bigger issue is always the reliance on a small number of trusted third
parties at every stage of the process: from the issuance of credentials to their transmission

and verification.
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Digital signatures based on asymmetric cryptography have powered the web and most of
our digital communication for decades now. What has been missing is a way to combine this
secure communication with a decentralized source of trust. Blockchain provides that source.

Some progress has already been made in this arena. The World Wide Web Consortium
(W3CQ) specifications for decentralized identifiers (DIDs) provide a clear standard for using
blockchain to secure the decentralized claim verification process [1,2,3].

But these solutions are still rudimentary, and do not provide the levels of flexibility, usability,
and familiarity needed to attract a broad user base and attract people away from the
centralized platforms.

To address these problems and more, the Internet of People is creating a full decentralized
stack built on self-governed identity, combining a specific implementation of the W3C’s DID
specification on a public blockchain with a state-of-the-art consensus mechanism, as well as
allowing issuance and verification of verifiable claims using user-friendly tools. Once users
have established their identity, IOP will provide fully private peer-to-peer communication to
connect users without the possibility of third-party interference.

This will not only streamline existing processes — it will also open up a whole host of
new markets and business opportunities, and provide access to billions of people who are
currently underserved or entirely neglected by existing systems.

Overlooked Billions

Despite its familiarity, the offline process isn’t actually a good model to emulate. Like online,
in the offline claim verification process issuing authorities act as gatekeepers for services
and processes in a way that restricts choice and freedom. In addition to being vulnerable to
theft, damage, and loss, identifying documents and the services surrounding them are often
extremely expensive, effectively gating access to basic human freedoms such as travel and
property ownership. Even more fundamentally, it isn’'t always clear why issuing authorities
should have the control they do: for example, why should something as basic as proving
your existence and chosen identity require a birth certificate issued by a hospital?
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We have become so accustomed to these systems that we no longer notice how unintuitive
and restrictive they often are.

Billions of people around the world do not even have access to offline verification systems.
Perhaps they cannot afford them, or their government issues or revokes them based on
unfair criteria. Sometimes provision is sparse and people simply live too far away from the
nearest third-party issuer or verifier.

People in these scenarios are often trapped in a vicious circle of arbitrary bureaucratic
dependencies. Without certain documentation it can be impossible to enter the financial
system and obtain basic services such as a bank account. But without a bank account it is
impossible to have a verifiable credit history, which restricts access to loans, property, and
even employment.

Billions of people are denied access to travel, financial services, and many more services
which many of us take for granted, or are forced to pay excessive costs to secure them.
Thanks to the rapid rise of mobile technology and the decentralized self-sovereign identity
IOP provides, these people can finally access the same opportunities as the rest of the world,
and businesses which operate on top of IOP will have access to a receptive and previously
untapped market.

Privacy

Not all user data is alike. It sits on a spectrum from abstract to specific, depending on how
easy it is to correlate that information with a particular individual. Privacy also sits on a
spectrum, and most people have different attitudes to what information they are and aren’t
willing to share, and with whom.

Abstract, non-correlatable information includes data like being over 21 years of age, being
male, liking Italian food, and so on. This information is often useful for assessing preferences,
conducting broad research, and performing filtering and targeting, but cannot easily be used
to identify specific individuals.
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Then there are more specific demographic variables such as date of birth, city of birth, height,
university attendance, and so on. These data points are narrow enough to be very useful
in all kinds of situations, but still apply to a lot of individuals, making it hard to compromise
individual privacy. Note, however, that only a few data points at this level of specificity can
be enough to narrow things down to a single individual [4].

Finally, there is highly correlatable information such as passport and other identification
numbers, fingerprints and other biometric data, credit card numbers, and so on. This data is
usually associated with just a single individual, so it is extremely hard to maintain or regain
privacy if this data is compromised.

Ideally, claim verification should occur at the most abstract possible level. However, this is
rarely the case. Offline, the limited number of physical credentials we have available can often
force us to overshare: a passport or driving license contains far more verified information
than your age, for example. And while a bartender doesn’t need to know your country of
birth or your home address to decide if they can legally sell you alcohol, there is no way to
withhold this data when using these credentials.

Online the problem is even worse, with many interactions requiring the user to reveal far
more information than is necessary. Even something as simple as logging into the WiFi in a
cafe can require users to divulge their name, email address, birthdate and in some countries
even passport details, even though this could easily be managed using only non-correlatable
data.

Even more insidious is the “one-click” approach of logging in with an existing account, most
commonly Facebook, Twitter or all-purpose apps such as LINE or WeChat. In exchange for
this convenience, many users do not realize that they are sharing significant amounts of
personally identifying data.
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The IOP stack is a bottom-up and multi-layer architecture with different tiers and several
layers of bundled projects and other technologies for different purposes and apps. Each
project consists of an independent and complete core protocol which follows specific design
guidelines. The goal is to write each protocol in a modular fashion and make each into a de
facto standard to be used for the middle-tier programs and top-tier applications that will
later run on top.
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Our Morpheus technology allows every user to create a collection of cryptographically secure
identifiers based on the W3C specification for Decentralized Identifiers (DIDs). Morpheus
DIDs will be secured by the IOP blockchain, which has been running stably and securely
for over two years. The IOP blockchain has its own cryptocurrency, the IOP coin, which has
achieved a broad community distribution entirely organically, rather than via ICO.
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Personal data never touches the blockchain in IOP, because Morpheus DIDs are fully
pseudonymous. Instead, users build a portfolio of claims based on their Morpheus DIDs
which can be selectively disclosed, forming contextually unrelated personas. Users can
even create different personas for each of their relations, resulting in pairwise-unique
identifiers. This collection of personas forms a coherent digital identity, while different
personas seem completely unrelated to unauthorized third parties.

To prevent information leakage when claims are sent and verified, IOP provides fully private
peer-to-peer communication via its Mercury protocol. All user data is encrypted by default,
and Mercury uses two-way authentication based on Morpheus DIDs to ensure both parties
can be sure who they are communicating with. A network of secure Home nodes supports
this communication network and provides additional services such as secure storage.

Extending the concept of claims, users can
also form relations between personas,
which can be both publicand private. These
relations will combine to form a social
network that cannot be controlled by a
single entity. We call this the Open Social
Graph.

Accessibility  will  be ensured \via
Prometheus, a multi-purpose app

designed to be users’ central hub in the
world of IOP, providing them with an easy-
to-use interface to access their key vault,
credentials, claims, relations, and contacts.

Building on these fundamentals, any user or device will be able to use IOP technology to
connect, interact, and transact freely and securely.
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IOP has already made significant progress towards achieving its goals, with several key
technologies in the testing phase or already complete. This also includes Titania, the world’s
first crypto-focused operating system, which is currently available for download and testing.

Once the main components of the IOP stack are complete, we plan to further develop it
with technologies that will help more users access our decentralized technologies and
give businesses and institutions more opportunities to provide services based on privacy,
identity, and verifiable claims.

These projects include Athena, an educational network connecting academic institutions
and learners to provide verified credentials, educational materials and scientific cooperation;
Fides, a decentralized trust and reputation management system built on cryptographically
verifiable interactions between personas; Themis, an arbitration and dispute-resolution
system built on top of verifiable agreements and a domain-specific smart contract language
which will be accessible to both lawyers and laymen; and finally Plutus, a governance system
that allows users to shape and influence their local communities.
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Established in 2016, Internet of People is an open-source project dedicated to ensuring
everyone has access to a self-sovereign identity and the tools to transact, communicate, and
express themselves online. Our technology supports a host of familiar and unprecedented
use cases and business opportunities such as social networking and verifiable credentials,
all without the rampant centralization, indiscriminate data commoditization, and erosion
of personal privacy which are causing users to distrust and abandon today’s centralized
platforms.

The core components of our stack will be created using the Rust programming language,
which guarantees memory safety and thread safety using compile-time checks with zero
runtime overhead, preventing a whole class of the most common and devastating bugs
which plague the computing industry [5,6]. However, Rust creates a high barrier of entry for
developers, so we are also ensuring accessibility by providing tools to create applications on
top of the IOP stack using the most familiar programming languages.

In order to promote and preserve these values, all IOP development follows a number of
strict guiding principles™

1 Some of the IOP design principles have been adapted from similar principles adopted by the W3C [1]
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IOP technology is designed to eliminate centralized authorities,
bottlenecks, and single points of failure in relation to identity
and all forms of social interaction.

IOP technology gives users the power to directly own and
control their digital identities and relations without the need to
rely on external authorities.

IOP employs privacy by design, providing tools to control
users’ privacy of information, including minimal, selective, and
progressive disclosure of attributes or other data.

|OP uses state-of-the-art technology to provide users with the
security to depend on our technologies in their daily lives.

IOP technologies follow existing standards where possible to
take full advantage of existing solutions.

IOP’s technologies are designed in a modular fashion to allow
parallel development, extensions by third parties and to promote
freedom of choice.

IOP aims to be system and network-independent, so users can
use our technology on any system.

IOP is open source and all technologies will be submitted to peer
review.

IOP provides technologies that can be used by everyone at
minimal costs.

IOP technology is designed to be as simple as possible to
promote usability and third-party development.
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The short answer is everyone.

In the long term, we hope the IOP stack will give everyone access to a self-sovereign
identity that can never be revoked, as well as providing new kinds of verifiable digital
credentials and a new relation-based rather than platform-based approach to content
delivery and social media.

In addition, IOP’s user-centric and decentralized approach to identity and verifiable claims
can finally make identity and credentials services available to billions of underserved and
overlooked people across the globe, while improving efficiency, security, and privacy for
those ill-served by current centralized models.

These are lofty goals, but IOP also has numerous immediate and short-term applications.
Developers, companies, and investors with the foresight to see the coming shift in power
back to users can get in at the ground level of an application and platform ecosystem that,
by prioritizing user privacy and security, actually provides greater efficiency and returns on
invested time and resources.

While it will take some time for digital decentralized educational credentials to become
widely accepted, universities and other academic institutions can already start to add
blockchain-based credentials to supplement their existing approaches. This is particularly
useful in developing countries, where current auditing standards are often insufficient, and
indeed I0P is already working with several institutions across the world to improve the
visibility and reputation of their qualifications.

Using Morpheus personas to create platform-agnostic relations, IOP’s open social graph
will shift the power in social media away from platform owners and back to users and
content creators. The vast numbers of people from all sides of the political spectrum who
have grown disillusioned with the inconsistent and unethical behavior of the major social
media and content platforms can all find a home at IOP.
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IOP’s Mercury protocol uses two-way authentication based on Morpheus DIDs to deliver
true peer-to-peer communication which cannot be disrupted or spied upon. People who
live in countries with aggressive social media censorship policies will finally have a way to
connect, communicate, and create freely and safely.

Titania OS is already complete and ready to try. In the medium-term we hope Titania will
provide people all across the world a secure and low-cost gateway to a secure and private
online world.

With these fundamentals in place, the projects at the upper levels of the stack will support
the development of an ecosystem of apps and services to take IOP’s decentralized identity
and claim verification technologies mainstream, from universities to boardrooms and indeed
living rooms around the world.
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IOP provides users with decentralized, self-sovereign identifiers which cannot be revoked by
any third party. These unique identifiers can then be augmented with personal information
by making them the subject of cryptographically verifiable claims, forming contextually
separate personas that together make up the user’s digital identity. On top of this secure
foundation, IOP establishes a network for secure peer-to-peer communication and
decentralized services.

To encourage mass adoption, it is important that establishing an identity and using the claim
verification process be simple, cheap, and user friendly, all while preserving user privacy. To
achieve this, IOP employs a variety of new and existing technologies.

Decentralized Identity with Morpheus’

Morpheus uses decentralized identifiers (DIDs) based on the W3C standard. DIDs are a form
of URL and resolve to DID Documents. These DID documents contain information about
the DID, such as a list of public keys or other information which can be used to verify the
identity of someone trying to act on behalf of this DID. DID documents may also contain
information on any service endpoints the controller of the DID wants to advertise. Crucially,
DID documents contain no personal data and DIDs are therefore pseudonymous identifiers.
Users may register any number of unique decentralized identifiers (DIDs) on the Morpheus
DID registry.

{

"@context": [
"https://w3id.org/did/v1",
"https://w3id.org/security/v1"

"id": "did:example:123456789abcdefghi", j iﬂueI::'e:i?’:er

"publicKey": [{
"id": "did:example:123456789abcdefghi#keys-1",

Meta
Information

"controller": "did:example:123456789abcdefghi",

Registered "publicKeyPem": "-----| BEGIN PUBLIC KEY...END PUBLIC KEY----- \r\n"

Keys "'id": "did:example:123456789abcdefghittkeys-2",

"controller": "did:example:pqrstuvwxyz0987654321",

"publicKeyBase58": "H3C2AVvLMv6gmMNam3uVAjZpfkc)CwDwnZn6z3wXmqgPV"
1

"authentication™: [
Rights /| this key can be used to authenticate as did:...fghi
Management "id": "did:example:123456789abcdefghi#keys-1"
1

"service": [{
"type": "ExampleService",
"serviceEndpoint": "https://example.com/endpoint/8377464"
1
}

Registered
Service Endpoints

1 Terminology and diagrams in the following two sections are adapted from W3C documents on decentralized

Identifiers and verifiable claims [4,5,6]
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The IOP Blockchain as Decentralized Root of Trust

If we want to provide verifiable identity without relying on a central trusted authority, we
need a decentralized root of trust. There are several options here, but blockchains and other
decentralized ledger technologies that have a consensus mechanism including economic
incentivization for maintainers have a specific advantage over other decentralized forms
of storage: Financial gain is a strong incentive for node owners to adequately maintain
agreementon global state, protect the stored data against accidental or deliberate corruption,
and to accept any and all transactions users might make.

The Morpheus DID registry will be supported by the IOP blockchain. A DID is registered
using a transaction very similar to a standard cryptocurrency transaction, including a fee to
register and store the DID document.

Because DIDs are pseudonymous identifiers, personal data never comes near the chain.
Instead, all personal information is encrypted by default and stored on the user’s end device
or backed up on another storage solution of the user’s choice. If users want to publicly
disclose information about a DID, they may do so by including a service endpoint in the DID
document.

Using this approach provides multiple benefits. First, it prevents clogging the chain with
repeated and unnecessary changes to DID documents. Second, history has shown that every
encryption protocol is eventually broken. For this reason it would be irresponsible to store
personal data in an immutable and eternal database.

As a result, DID documents will only change rarely for regular users — generally when DID
documents are first created or when keys are lost or compromised. This keeps barriers to
entry low for users. However, the transaction flow for companies and other institutions
will be very different, as they will likely need to manage hundreds or thousands of service
endpoints and keys for different DIDs. This steady flow of transactions will keep the I0P
coin liquid and provide reliable monetary incentives for node maintainers.
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Transition to Hydra Consensus

The IOP blockchain currently uses the Bitcoin codebase. This has proved more than adequate
in the short term — the I0OP blockchain has been running successfully since 2016 without
any errors or disruption — but it will be insufficient as the network grows. Proof of work
is resource intensive and favors mining pools over small users, leading to recentralization.
More importantly, Bitcoin only ever achieves tentative consensus, because nodes can never
be sure whether other nodes are following a different chain that they do not yet know
about. In fact, Bitcoin does not even try to achieve mathematically rigorous consensus;
instead, all miners compete to create the next block. The fact that this is a computationally
intensive task combined with the financial reward for creating a block that is accepted into
the chain creates a Nash equilibrium where it is beneficial for users to cooperate in building a
single ever-growing history of events, thereby statistically outrunning a theoretical attacker
over time provided he does not control more hashing power than the rest of the network
combined. Still, network delays and other disturbances lead to infrequent reorganisations of
history. Although extended rollbacks are very unlikely, even this small chance is too high for
a system designed to support global digital identity.

Therefore, in the near future IOP will switch to Hydra, our own adaptation of the Algorand
consensus mechanism [7,8,9]. Algorand uses stake-based voting and a provably random
selection mechanism to select a leader who proposes the next block candidate. A randomly
chosen committee then tries to agree on this candidate as the next valid block. The Algorand
mechanism is player-replaceable, meaning users can be replaced at any step of the algorithm
without delaying the process. Furthermore, until they reveal their vote only the committee
members know they have been elected. This means that, unlike in a permissioned or
delegate-based system, an attacker has no idea which nodes to attack in order to disrupt
the next voting round.

The probability of being chosen as leader or part of the committee is proportional to a user’s
stake in the system. Unlike other staking mechanisms, there is no minimum coin threshold
or need for stake-locking. Simply being online and ready to take part in the consensus once
it is your turn is enough to be rewarded. This makes the system much more dynamic and
incentivizes smaller users, who cannot always afford to lock up their tokens if they want to
use the system as well. Most importantly, Hydra will reach a final, irreversible consensus
on each new block on the order of a minute, a significant improvement over Bitcoin.



0
| create your own ...

HOW IOP WOI"kS Chapter Pages

Identity Verification
The process of identity verification in the offline world can be described in an abstract way:
. An identity holder requests a benefit from an inspector.
. The inspector asks for proof of identity.
. The holder of the identity shows their identity credential to the inspector.
. The inspector sends this credential to a verifier for verification.
. The verifier checks the credential against a registry which stores pre-registered credentials.
. The verifier returns the result to the inspector who either approves or denies the holder.
Registry
Verifier

Inspector
Holder

These roles can be held by people or machines. In the case of airline travel using a biometric
passport, for example: the inspector is the border agent, the verifier is the passport
scanning machine and the registry is the centralized database of passport records. Multiple
roles may be fulfilled by the same actor. When using the same passport to buy alcohol at a
bar, for example, the inspector, verifier, and registry roles are all fulfilled by the bartender
(with the registry being a mental checklist of what a valid passport looks and feels like).
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Let us now try to translate this example to the digital world. To keep things simple, we will
assume that the inspector is also performing verification. (When the two roles are separate,
there is simply an extra step where the inspector sends a request to the verifier and waits
for a response.)

To prove they control a DID, a user sends the DID to an inspector/verifier, along with a
cryptographic signature created using a private key. The inspector/verifier then uses the
DID to resolve the DID document in the Morpheus registry. The DID document contains all
public keys associated with this DID, so the verifier can check the cryptographic signature
and verify that the user indeed controls this DID.

Verifiable Credentials without Central Authority

Proving control over arandomly assigned DID is of very limited use without a way to associate
it with real-world information. We would like to be able to make verifiable claims about
ourselves, both on- and offline. By creating various DIDs, users can then create multiple, fully
separate sets of individual claims which anyone can verify without the need for a centralized
trust source.

It is perhaps most intuitive to think about these claims in terms of familiar data points (e.qg.,
name, date of birth, graduated with a Master’s in Computer Science from Stanford, etc.)
drawn from familiar offline credentials (e.g., birth certificate, passport, university degree),
but the range of possible claims is far, far broader than this.

Unfortunately, in the virtual world it is almost impossible for users to prove any piece of
personal information on their own, apart from cryptographic proofs of key control. When
making a personal claim to an inspector/verifier, it is necessary to appeal to a trusted third

party.
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For digital verifiable claims, the trusted source comes in the form of an issuer who issues
claims about the user in the form of credentials. Users can apply to issuers to issue claims
about them which they can later present to an inspector/verifier. Once a credential has been
issued, the holder can use the claims it contains to request access to goods and services. On
receiving a claim, the appropriate inspector/verifier checks that the claim is genuine. If it is,
they then grant the holder access to the agreed benefit.

Morpheus DID
Registry

Issuer

Holder

As an intuitive example of this trust model, imagine you are applying for a job and need to
demonstrate that you have the necessary university degree. It is impossible to demonstrate
this on your own, but your prospective employer will presumably trust the authority of the

university.
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Note that this trust model is completely different from being reliant on a centralized root of
trust. There, everyone is forced to choose from a single or very limited number of trusted
sources. In a decentralized trust model, parties are always free to choose any source of trust
which they can agree upon.

Morpheus DID
Registry

Inspector/Verifier

As mentioned before, it is vitally important that personally identifying information never
comes anywhere near the blockchain; therefore, the information that users want to make
claims about must be stored separately and handled differently from the DIDs and DID
documents which make up the Morpheus DID Registry.
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Nevertheless, as shown in the figure below, the DID Registry provides the necessary root of

trust, as it is the gateway to the data needed to verify DID ownership and credentials and
claims based upon them.

Inspector/Verifier
Request Claims

Holder

Acquire, Store, Present Claims

Issuer
Issue Claims

Morpheus DID Registry

&
S Maintain Identifiers

IOP Blockchain
Secure Registry

pA]
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The figure below shows an example claim which can be used to prove that the user is over
21. One significant advantage of this system is that it can be used to minimize information
exchange. In the example below, the issuer knows the holder’s true date of birth. However,
the inspector/verifier is only interested in whether the holder is over 21. The issuer is able to
answer this request without disclosing additional information about the credential holder.

{
"@context": [
"https://www.w3.0rg/2018/credentials/v1",
n . n
Claims Set ] https://example.com/examples/v1
Metadata "id": "http://example.gov/credentials/3732",
"type": ["VerifiableCredential", "UniversityDegreeCredential"],
"issuer": "https://fexample.edu",
"issuanceDate": "2010-01-01",

-

"credentialSubject": {

"id": "did:example:ebfeb1f712ebc6f1c276e12ec21", Subject

Claims about Subject Identifier

"degree": {
"type": "BachelorDegree",
"name": "Bachelor of Science in Mechanical Engineering"

}
3
"proof": {
"type": "RsaSignature2018",
Digital Signature "created": "2017-06-18T21:19:10Z",
by Issuer "creator": "https://example.com/jdoe/keys/1",

"nonce": "cOaelc8e-c7e7-469f-b252-86e6a0e7387e",
"signatureValue": "BavEIIO/...Ed+W3|T24="

Personas

The claim verification system described above is extremely useful, but it can also quickly
become hard to manage as the number of claims and credentials increases. In IOP,
credentials are managed according to the intuitive concept of personas. A persona is
the collection of claims about a single DID. These claims can safely be disclosed together,
without contaminating other DIDs. For example, users might choose to have one persona
for interacting with friends and family, another for professional contacts, and another for
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online dating. Personas can be cryptographically linked and switched between as the user
chooses, without their underlying connection being discoverable by a third party. The claims
that make up a persona can of course still be disclosed individually, providing users with
fine-grained control about which parts of their personal information they want to share.

Secure Peer-to-Peer Communication and Storage

In a privacy-focused system such as IOP, it is not enough to provide secure identity and
claim verification. It is also crucial to ensure that no data is leaked when users issue, present,
or verify claims or communicate in any other way.

In addition, while storing user data locally and encrypted by default promotes privacy, this
is insufficient in many cases. First, local storage space is limited, especially as many users
will be interacting with IOP via smartphones. Second, end devices are not always online,
regularly change networks, and are generally unreliable with limited storage options. Third,
many users will want to access their collection of claims from multiple devices.

Additionally, the acts of registering and updating DID documents and issuing and verifying
claims rely on access to a complete and sufficiently current version of the Morpheus DID
registry. This might not be feasible for some devices, which can instead rely on the network
of Home nodes that will store the entire history. We foresee a new generation of service
providers that maintain the full database as a service, similar to current web wallets,
explorers, et cetera.

To accommodate these usability and accessibility requirements, IOP’s Mercury protocol
provides encrypted, two-way authenticated peer-to-peer communication to maximize
privacy and security. Generating truly private peer-to-peer connections between users is a
particularly difficult problem, particularly if one or both users is on a smartphone. Modern
Internet architecture locks users behind multiple layers of Network Address Translation
(NAT) which makes it impossible to address users directly, especially when trying to make
contact for the first time.

Mercury uses a network of so-called Home nodes to punch through these layers and open
up a direct channel of communication. When two users want to communicate, the first
user begins by directly contacting their trusted Home node(s). They then communicate with



0
1r create your own ...

HOW IOP WOI"kS Chapter Pages

other Home nodes until they find one which knows how to contact the second user. This
multi-hop route is then collapsed to provide a direct channel of communication.

In this way, Mercury acts similar to a decentralized and highly secure cellular network, where
Home nodes take the roll of cell towers and devices (mobile or stationary) are phones. In
contrast with mobile networks, nodes are not selected automatically based on location and
signal strength, but picked manually based on trust and reliability.

Mercury is a decentralized network because all Home nodes have the same role: a node can
join or leave the network any time. The same applies for clients. This makes the network
extremely resilient as there is no main point of attack and the network dies only with the
last node.

In addition to maintaining the communication network and supporting the IOP blockchain,
these Home nodes will be able to provide secure data storage and claim verification services
to users.

Mercury
Home Nodes

Mercury p2p Protocol
(Data, Com, Routing)

S
Mercury Home Protocol "
(Push, Project Changes etc) A

SOCIAL dAPP
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Advanced users can operate their own Home node. Home nodes require minimal resource,
so can be run on most devices with low CPU/memory and reasonable network requirements.
Titania OS will be the perfect starting point to set up your own Home node as it comes
preconfigured with the full IOP stack. After setting up Titania with just a few clicks, it can
act as a repository for user claims, personal storage space and as a gateway to the Mercury
network.

The functionality of Mercury extends far beyond the IOP stack. Combining Mercury’s
revolutionary concept of establishing connections based on an identifier:protocol scheme
(instead of the hostname:port scheme that today’s applications use) with standardized
profile and message formats allows app developers to create decentralized applications
(dApps) that are not reliant on a centralized database of users.

The average user will simply install applications built on IOP’s decentralized technology to
a device such as a smartphone or PC or open a web-based dApp. These applications will
rely on Prometheus as a dependency, which will bring a secure vault for keys and claims,
background services, and a convenient Ul to manage personas, claims and relations. After
initial setup, users choose which persona to use with each dApp and choose one or more
Home Nodes to connect to. Mercury’s unique architecture then allows connections beyond
the confines of a dApp, relieving developers of the need to laboriously create a critical user
base and allowing users to choose which dApps best fit their needs.

Broader IOP Functionality

While the ability to verify identity and claims without relying on a centralized root of trust
is obviously useful, the preceding sections’ focus on the technical minutiae of individual
interactions can make it hard to appreciate the power of these technologies when scaled up
to entire organizations, communities, or whole societies.

The upper layers of the IOP stack contain projects designed to meet broad societal needs in
a decentralized fashion. While these all have decentralized identity and claim verification at
their core, they expand on these basic concepts to provide powerful decentralized services
such as contract resolution and arbitration, reputation, governance and more.
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Athena

Athena applies IOP’s tools and technologies to education. The most obvious application is
the provision of a new kind of trusted and verifiable educational credential, but academic
institutions face a whole host of problems which can be addressed through secure
decentralized identities and verifiable claims, from attendance to content and syllabus
provision.

Notably, institutions which provide learning at a distance and online materials can easily
manage course content and access, and Morpheus DIDs can be used to secure online testing
environments. In this way, IOP can improve access and educational opportunities for millions
of currently underserved people.

Athena will also facilitate research and collaboration between institutions. Verifiable claims
can be used to improve processes for data collection, sharing, and analysis, and the terms of
any collaboration can be easily managed via on-chain smart contracts.

Fides

A wealth of verifiable claims can lead to information overload. Users will need a way to
quickly assess whether they want to communicate or transact with each other.

Fides will provide users with tools to navigate a system based around verifiable claims. As
more public and private claims become available about a persona, making decisions about
the trustworthiness of that persona will become more complex. This is especially true if that
persona is linked to a business or major service provider with thousands of customers and
associated claims. One major element of this is decentralized trust and reputation tools based
on cryptographically verifiable interactions between personas. For familiar reputation and
ranking systems such as Uber ratings or TripAdvisor reviews, this has the obvious benefit of
linking reviews and feedback to verifiable identity, reducing problems likes spam and sock-
puppeting which plague existing reputation systems. But Fides also drastically broadens the
kinds of reputation data which can be collected and used, making reputation systems much
more powerful and reliable.
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For example, a user leaving a review in an online marketplace can prove that they genuinely
bought the product being reviewed, without giving up any other personally identifying data.
Reputation data itself can also be used as a basis for verifiable claims, for example in loyalty
or VIP programs.

Beyond this, Fides will provide tools to manage relations between trusted personas. In
addition to broad social media applications such as the Open Social Graph and content
platforms, this includes more specific tools such as providing ways to organize clubs, events,
or even employee rosters.

Themis
Themis provides tools to assist with arbitration and dispute management, including an
intuitive language for smart contracts which is accessible for both lawyers and laymen.

One major problem with existing smart contracts is the difficulty of accessing and verifying
the off-chain data which the contract is contingent on. The current solution is to use oracles,
but they are clumsy an cumbersome. Verifiable claims provide a better way for on-chain
contracts to interact with off-chain data.

Disputes will still arise which can only be resolved through existing systems such as courts,
but Themis will help users design smart contracts to be as robust as possible and maximize
the chance of reaching a resolution between the contracting parties.

Plutus

Finally, Plutus is a project dedicated to safely and prudently scaling up IOP’s technologies
to address larger-scale needs, for example in large corporations or local and city governance.
Verifiable claims and decentralized identity can revolutionize our approach to complex and
contentious problems such as managing eligibility for healthcare or insurance schemes, or
running secure and auditable votes without gating access or exposing voter data.

The following section takes a closer look at the various markets where IOP technologies can
be leveraged for improvement and disruption.
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modern digital lives.
But the cracks are beginning to show.

Some of this can be attributed to the business practices of the centralized giants such as
Facebook, Amazon, Uber, and others, but many of the problems run much deeper: they are
inherent in every centralized approach to identity and personal data, and cannot be fixed
without a totally new model.

IOP provides that new model, one which benefits both users and businesses. Users get
more control, stronger privacy, and can be directly rewarded for sharing their personal data.
Businesses get easier access to a greatly expanded potential user base and also receive
a bigger slice of the potential pie, instead of subsisting on the crumbs given out by the
centralized giants.

The quality of data and datasets will also increase: instead of indiscriminately harvesting
data and then curating it, with IOP data is requested on an as-needed basis, making datasets
more focused and easier to manage, analyze, and use. Individual data is also easier to assess
thanks to claim verification. Finally, by switching to a model where users willingly and
actively share data rather than having it harvested in the background, users will have more
incentive to provide accurate and helpful responses to data requests.

Here are just some of the markets which IOP can disrupt.

Social Networking

It's taken barely twenty years for social networking to rise from nothing to encompass the
whole world. Facebook currently has more than two billion monthly active users worldwide,
and had a total market capitalization of over half a trillion dollars at its peak in early 2018
[10].
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But a recent string of scandals have highlighted the significant flaws in Facebook’s “go fast
and break things” approach. Regulators are circling, market valuation is dropping, and user
engagement is beginning to fall rapidly. Businesses are also waking up to the problems
with Facebook’s model: the recent reports on Facebook’s notoriously opaque analytics tools
showed that Facebook is not nearly as useful for engaging and retaining customers as they
claimed.

IOP and the Open Social Graph inverts the social network business model by giving control
back to the users. In doing so, it creates a fully transparent environment for businesses to
directly engage with their customers.

Digital Advertising

The digital advertising market is huge. In the US, digital advertising spends are predicted to
eclipse all other forms of advertising by 2021. But as with so many online industries powered
by data, people are seriously questioning whether the current models are benefiting anyone
but the centralized platforms.

Most people want to be able to find products and services that will interest them, and
are happy to learn about these directly from companies. But the underhand way in which
identifying data is gathered and used for targeting fosters suspicion and resentment.
Businesses feel compelled to engage in digital advertising, but opaque analytics tools make
it impossible to tell whether an advertising spend is cost effective.

Centralized platforms have a virtual monopoly in the advertising space, giving them free
reign to set uncompetitive rates. Even though the industry is powered by user data, users
receive very little in return. Users are increasingly dissatisfied with the model, which may
explain why click through rates are less than 0.1% and almost half of all paid online ads are
never even seen by anyone [11].

IOP removes the need for a central platform authority like Facebook, allowing users and
companies to connect directly. Because data on IOP is only ever willingly shared, targeted
advertising becomes simpler, cheaper, and much more effective.
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Cybersecurity

Harvesting personal data isn’t just bad for users: it can also become a massive liability for
companies, who may not have the expertise to properly store and secure that data. Data
breaches are a daily occurence, despite yearly cybersecurity spending approaching $100bn
(as estimated by Gartner [12]).

IOP provides significant cybersecurity benefits over existing centralized approaches. At a
basic level, making local storage and full user control the default for all data significantly
reduces the risk of hacking or accidental exposure of data.

Beyond that, IOP provides numerous opportunities for companies wishing to offer security
as a service. For example, companies could provide secure backup for users’ claims and
credentials or give them the ability to share and access credentials from the cloud. Unlike
current cloud-based approaches, data security would not be compromised as all data would
be encrypted before transmission to the service provider.

Identity and Access Management

Many companies and other organizations need to manage identity and access for
employees and visitors to their sites, with yearly global spending in excess of $8bn [13]. But
current approaches are extremely expensive, inflexible, and often exhibit glaring security
vulnerabilities.

Using IOP’s identity protocols, companies would be able to issue identity cards and adjust
access rights on the fly, as well as easily granting and revoking visitor access thanks to

standardization.

This concept can easily be extended from physical to digital access, for example managing
access rights to shared company drives and other digital resources from users’ own devices.
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Data Integration

Despite the recent rush to harvest as much data as possible, as much as 90% of it languishes
in data silos, unused, unanalyzed, and even unverified. Finding ways to share data between
these siloes has become big business, with an estimated yearly revenue of $12.24 billion [14].

In addition to improving privacy, |IOP actually makes it far easier to gather, collate, and
analyze the data which users are willing to share. Thanks to IOP’s standardized approach to
data storage, companies offering data integration services will find it simple to convert and
merge existing databases.

Peer-to-Peer Content Delivery

In modern media, digital content is king. More than 66% of users report that they get at
least some of their news from platforms such as YouTube, Twitch, and Medium, and digital
content creators can earn millions of dollars a year [15].

But existing models are strained to breaking point. YouTube and Twitter are unable to
consistently apply their own rules, and their recommendation and monetization algorithms
are subject to massive abuse. Social media lifecycles are also incredibly short, especially for
apps. Content creators spend years building up followers across various platforms, only to
have all that hard work erased when an app falls out of fashion or a platform’s terms and
conditions suddenly and arbitrarily change.

With I0P, control of content provision and delivery will be returned to users and creators.
Creators andtheirfollowers will be directly linked viaMorpheus personas, and this relationship
can persist across any number of separate platforms. Instead of relying on centralized
platforms for content curation, users can easily and directly decide whose content they want
to see and whose to filter out. The resulting systems will be freer and more democratic, and
the creator/follower relationship will be preserved even as social media trends come and go.

Content can be shared directly using the Mercury protocol, or via apps and sites built on
top of the IOP stack. These platforms will be secure and censorship resistant. They will also
provide freer and fairer monetization options, as there will be no central authority holding

the purse strings.
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Credentials

Online learning is poised to revolutionize the way we learn and open up educational
opportunities to billions of currently underserved people around the world. But qualifications
earned via e-learning platforms currently have a poor reputation, even when affiliated with
established brick and mortar institutions. Part of this is resistance to change, but it's also
undeniable that online credentials are hard to track and easy to forge for both unscrupulous
users and institutions alike.

IOP’s technology stack will allow universities and students to track and prove attendance,
grades and degrees as well as less tangible factors such as quality of education and student
satisfaction using mutually provided verifiable claims. Future employers can easily verify
grades and credentials with the issuing entity without the danger of personal user data
falling into the wrong hands or companies overreaching their boundaries and asking for
more data than they really need.

Reputation

The rise of big data and advanced analytics has allowed reputation systems to expand from
traditional industries such as insurance and credit ranking to become a multibillion dollar
industry that serves multiple sectors. From ranking systems such as Uber’s star rating
system to more generalized feedback mechanisms, reputation systems are an invaluable
tool for matching users as well as providing ways to identify and filter out malicious or
unwanted behaviours and actors, particularly in systems designed for zero or minimal
centralized oversight.

But current practices are beset with problems. Today’s centralized reputation systems rely
on enormous datasets, where individual pieces of identifying data are collated to form a
complete picture of all of a user’s activities. This is a treasure trove for hackers, and indeed
some of the largest data breaches in recent years have been attacks on companies providing
or using reputation systems.
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Even more ominously, governments are turning to reputation systems to rank their citizens
and control their access to goods and services and even opportunities such as jobs and
education. In addition to being a massive invasion of privacy and liberty, these systems are
often secret, arbitrary, and extremely poorly secured and designed [16].

IOP provides the benefits of reputational systems while eliminating the most severe
security and privacy risks for both users and service providers. The Fides project will allow
companies which need rating or feedback mechanisms — or who wish to provide these to
other companies — to do so with ease.

IOP’s verifiable digital claims also offer numerous avenues for improving rating and
reputation systems. Current systems rely almost solely on user opinion, often employing
5-star systems which quickly degrade into binary rating systems where anything less than
5 stars is considered a failure. Combining user input with verifiable claims about good or bad
behaviours will make reputation systems more flexible, reliable, and ultimately valuable.

Regulatory Technology

For many businesses, complying with ever-changing data regulations is costly and time
consuming, especially when operating across multiple jurisdictions. Companies must find a
way to gather, process, and then securely store user data such that they can prove compliance
— often for audits that occur many years after the fact. For many smaller businesses, these
costs are so high that they are forced out of the market.

With IOP’s approach to identity and verifiable claims, regulatory compliance is streamlined
and risk is reduced for both users and companies. Because data tends to stay under full user
control, it is easy to prove that it has been handled properly.

At the same time, by completely separating personal data from the ownership of a digital
identity, IOP support far more secure and stringent data protection rules than are currently
implemented in most countries around the world.
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Internet of People has been under development in one form or another for more than two
years now, and some of our technologies are already complete and ready to use. Others are
entering the final development and testing stages, some are being created right now, and
some projects are still in the design stage.

The different technologies in the IOP stack gain their value through a symbiotic relationship,
building on top of each other and interlocking almost seamlessly. Therefore, we are not
creating projects in strictly linear order. The roadmap on the next page describes the order we
expect the most relevant feature sets of each project to be available to users and developers.

The current development status, including regular updates directly from our development

team, can be found at https://iop.global/.
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Titania
The core operating system is complete and ready to use. Titania provides a
fully dockerized environment for secure deployment of apps and services.
Setup and management is easy thanks to an intuitive web interface. The
next step is to package the software people want and need for Titania's
secure environment, including staking wallets for the most popular PoS coins.
A Titania dApp store is under development, and the complete IOP stack will be
integrated by default. Once the Mercury network is functional, users will be able to
create their own Home nodes and provide services to their peers.

Mercury

A prototype of the Mercury communication protocol has been published on
our GitHub repository, with the Home and communication protocols close
to completion. A few key features still need to be implemented before
Mercury is ready for production use, but the underlying concepts have
been clearly demonstrated. Mercury provides direct p2p communication and a
decentralized network for peer discovery that not only allows users to communicate
securely, but also enables developers to create powerful dApps aimed at connecting
users. Once Morpheus enables ID management, Mercury will be extended with user

personas and networking features to create the Open Social Graph.

Prometheus

We expect the prototype of Prometheus to be ready by end of March. This
will be a CLI that includes an abstract key vault that can be used by any
application in need of public-key based cryptographic functionality and
allow access to a basic version of persona and claim management that
enables the Open Social Graph. In the future, Prometheus will be extended into
an extensive and intuitive graphical user interface to provide identity and privacy
management, and will provide a comprehensive SDK so developers can use IOP
technologies, including Mercury communications and Morpheus DIDs and claims, in

the applications they create.
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Morpheus

A minimal example of Morpheus’ self-sovereign identity management
system will be included in the Prometheus CLI. The first application of
verifiable claims will be user relations that can be extended with metadata.
In the future, the Morpheus DID registry will be secured by the IOP
blockchain and pairwise-unique identifiers, and fine-grained claim templates
will allow users to manage their digital identity in an intuitive way, aiming for
maximum privacy and minimal disclosure. The verifiable claims created using

Morpheus will create a global web of trust.

Athena

We are currently defining the basics of educational credentials built on
Morpheus’ verifiable claims. These will give employers, students,
graduates, and universities a standardized way to issue and verify
attendance, credentials, and more. Because of their unique relation to
thousands of people and businesses alike, universities are prime candidates for
widely accepted trust anchors of decentralized identity management. Combining the
features of Morpheus with Mercury’s unique communication protocol will allow
researchers and teachers to manage access to resources and collaborate securely on

a global scale.

Hydra

The IOP blockchain has been running safely and steadily for more than two
years now. But to guarantee optimum functionality and security for a
global registry of digital identifiers, we will transition to Hydra, our own
adaptation of Algorand. Hydra will provide a completely open and
permissionless consensus mechanism, allowing all users to participate and
benefit by staking coins. Hydra will provide final confirmation after each block and
selects a new committee at every step using a verifiable random system that protects
committee members from coercion by only revealing their identity after they have
cast their vote. In addition, the functionality of the blockchain client will be
streamlined and optimized for the purpose of DID management and tightly

connected to the Prometheus key vault.
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Fides

Fides is our version of a bottom-up reputation system, decentralizing trust,
linking feedback and reviews to verifiable identities, and giving people the
tools to navigate IOP’s ever-growing collection of verifiable claims. Services
that aggregate multiple claims into comprehensive certificates of
trustworthiness are just one of the many possibilities Fides will provide. Fides
will also enhance Athena by allowing students to rate their universities’ quality of
education, the comprehensiveness of individual courses, and much more. Verifiable
claims will be extended further to include receipts, loyalty programs, and much more,

and Mercury will be extended to allow for organization of social events.

Themis

Themis will provide a domain-specific language aimed at laymen and
lawyers. By feeding off-chain data into the system using verifiable claims,
Themis imports concepts such as documents signed in the presence of
witnesses into the digital world. This will open the door for digital
employment agreements and other legal contracts that are both easy to
understand and unambiguous. Themis aims to close the divide between code and
legal language, creating smart contracts that can be both run by machines for
automatic arbitration as well as serve as legal documents in a court of law in the case

of unresolvable disputes.

Plutus

The final step will be to prudently and safely scale the technologies created
by the Internet of People into a system for local governance. Verifiable
claims and decentralized identity can revolutionize our approach to complex
and contentious problems such as managing eligibility for healthcare or
insurance schemes, or running secure and auditable votes without gating
access or exposing voter data. Plutus will allow users to be heard and shape their

communities according to their needs.
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Getting Started

Whether you're an investor, a developer, or just someone who's interested in the possibilities
of decentralized technology, we'd love to hear from you.

Visit us at https://iop.global/, where you can learn more about Internet of People and how
to get involved.

You can download Titania OS at
h ://github.com/Internet-of-P le/titania-os/rel
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