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Abstract— Blockchains and distributed ledger technology
promises trusted and immutable records in a wide variety of use
cases involving recordkeeping, including real estate and

healthcare. This paper presents a novel framework for evaluating the
capability of innovative blockchain-based systems to deliver
trustworthy recordkeeping based on archival science-an ancient
science aimed at the long-term preservation of authentic records.
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I.  INTRODUCTION

Blockchain and distributed ledgers have burst onto
the scene in the past few years as an important
future technology. Though there is, as yet, no
single, internationally agreed upon definition of
blockchain or distributed ledgers, they are often
described as ‘“an open-source technology that
supports trusted, immutable records of transactions
stored in publicly accessible, decentralized,
distributed, automated ledgers” [1]. In a relatively
short time span these technologies have become the
innovation to watch according to just about every
technology research and advisory firm, global
consultancy, and international think tank. The
technology is even said to have reached the top of
the Gartner hype curve [2]. Blockhchain and
distributed ledgers represent more than just hype,
however.

Governments and organizations around the world
are beginning to look seriously at the application of
this technology, and some have already
implemented it. The main drawing card of this
innovative technology is the production of

immutable trustworthy records without need of a
trusted third party.

A case in point is the sale of land. In traditional land
transfers, the process often begins with the listing of
the property on a real estate market, the exchange of
contracts during negotiations over price, and the
completion of the sale by registration with a state-
run land titles registration authority. The problem
with the traditional approach to land transfers is
that, at least in some jurisdictions, the process is
slow and cumbersome, being often reliant on
manual recording of transactions by land
registration authorities, and open to fraud and
corruption. A number of jurisdictions are
experimenting with the application of blockchain
technology to address these issues.

The government of Georgia, for example, piloted
the registration of land titles using a private
blockchain in 2016 and has plans to expand the
service to sales and purchases of land titles,
mortgages, rentals, new land title registration,
property demolition and notary services [3]. The
Swedish land registry authority, Lantmaiteriet, has
been testing a way to record property transactions
on a blockchain and is estimated to have saved $106
million annually by reducing paper work,
eliminating fraud, and speeding up transactions [4].
A pilot of the application of blockchain technology
to land transfer registration in the municipality of
Pelotas in Brazil has recently been launched by the

l|Page



local real estate registration authority [5].

Recording of land transactions is by no means the
only recordkeeping use case. Many jurisdictions are
looking at blockchain to securely keep health
records and a host of other types of government
records as well [6].

Will blockchain technology deliver on the promise
of producing and keeping trustworthy records?
Critical reflections on the core capabilities of
blockhains and distributed ledgers encompass a
variety of perspectives and issues, including
security, privacy, scalability, interoperability, legal
uncertainty, and monetary concerns. So far,
however, assessments of the technology have not
incorporated an archival science perspective. This is
an odd oversight given that many of the use cases
involve recordkeeping, which is based on archival
science. It is a gap that this paper aims to begin to
fill by presenting an archival science-based
theoretical framework for evaluating blockchain
technology as systems for the production and
keeping of trustworthy records and presenting an
initial assessment of blockchain-based
recordkeeping against this framework.

II. ArcHivaL ScIENCE — AN OVERVIEW

Archival science is concerned with the long-term
preservation of authentic records, which is
commonly misidentified as being associated only
with repositories of ancient, often very dusty,
tomes. The ancient theories and principles of
archival science are still relevant today, and they
apply as readily to digital records and
recordkeeping as to the dusty old volumes of
yesteryear. These theories and principles began to
be systematized in the middle ages with the first
university course in the precursor to contemporary
archival science, a course in notarial arts, offered in
1158 at the University of Bologna [7]. In the
seventeenth century, the formal study of records
(called Diplomatics), grew out of a need to establish
the authenticity of medieval documents at a time
when there was an increasing number of forgeries
related to European legal conflicts [8]. As historical
documents of questionable authenticity were often
presented as evidence of rights, “the need for
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alternative ways of establishing authenticity
increased, and techniques of documentary criticism
began to be developed and formalized.” [8] These

techniques were first systematized in 1681 by Dom
Jean Mabillon in De re Diplomatica Libre VI,
which included instruction on the organization and
operation of records offices, including personnel,
regulations and the process of records creation,
routing, storage, and preservation [7]. The teaching
of Diplomatics spread to faculties of law across
Europe, and in 1821 led to the founding of the
Ecole des Chartes in Paris. At this time, archival
education expanded to include the study of records
in support of both legal and historical research, thus
laying the foundation for contemporary archival
science [7]. Just as the form of records has evolved
through time — from cuneiform on clay tablets, to
papyrus, to wax cylinders, paper and now digital
systems, so the focus of archival science has shifted
from these ancient physical forms of records to
newer digital forms. Archival science now has a
prospective aspect in its focus on the design of
systems (broadly defined as comprising human and
technical infrastructures and processes) that result
in the long-term preservation of authentic records
[9], a concurrent aspect in the active preservation of
the authenticity of records throughout their life
cycle, often in archival institutions, and a
retrospective aspect in the assessment of the
genuineness or authenticity of records, which is
often referred to as digital records forensics [10].

III. AN ArcHivaL THEORETIC FRAMEWORK FOR
EvALUATING IMMUTABLE TRUST

In archival science, a record is said to be
trustworthy if it is assessed as being accurate,
reliable and authentic. These main attributes can be
further decomposed into additional attributes, as
shown in Fig. 1. This assessment, usually done by
an expert human assessor, is probabilistic in nature.
That is, it is an assessment that often has to rely on
imperfect information, given the uncertain origins
of many archival documents, and therefore involves
inferential reasoning about the main characteristics
of records upon which assertions about their
trustworthiness can be based.

In order to be considered trustworthy, records first
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must be seen to be accurate. The InterPARES
terminology database defines accuracy as “The
degree to which data, information, documents or
records are precise, correct, truthful, free of error or
distortion, or pertinent to the matter” [11]. The
Society of American Archivists’ glossary [12]
defines it as: “The degree of precision to which
something is correct, truthful, and free of error or
distortion, whether by omission or commission.”
Accuracy thus refers directly to the truth-value of
the content (facts) of the record. The archival
definitions of accuracy align with common
understandings of the term.

Reliability Authenticity

Completeness at point

of creation Identity

Integrity

Consistency (with
formal rules of
creation)

Completeness after
creation

Archival Bond

Objectivity/Impartialit
(Naturalness)

Fig. 1. A taxonomy of key archival concepts and their relationship to trust
(author’s own rendering)

Reliability is another of the main dimensions of
trustworthiness from an  archival science
perspective. In archival science, the term reliability
refers to “the trustworthiness of a record as a
statement of fact; that is, to its ability to stand for
the facts it is about” [13, 525]. Records are created
to effect some real-world act, and to memorialize
such acts. As such, a reliable record will serve as a
mirror of the facts about the acts it enacts and be as
such a “good” representation of these acts and the
facts pertaining to them. A record can stand in for
the act itself. Thus, an original copy of a land title
registration stands for the transfer of title to a piece
of land into the hands of a new landholder.

To achieve reliability, records must have three
characteristics: completeness at the point of
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creation; consistency with formal rules of creation;
and “naturalness”. In archival terms, completeness
is linked to the transactional nature of records and
refers to the presence of all the elements

required by the creator and a legal-administrative
system for the record to be capable of generating
consequences [14]. This typically includes
signatures and dates of creation [7]. To illustrate, a
contract for sale of land that does not possess a
signature and date would not be considered
complete. Completeness as an archival science
concept is thus intrinsic to the record and associated
with its formal characteristics. A trustworthy record
is also one that possesses physical and formal
elements which are consistent with authentic
records of similar provenance (e.g., whether the ink
used to write a document is contemporaneous with
the document's purported date, or whether the style
and language of the document is consistent with
other related documents that are accepted as
authentic) [7]. Finally, trustworthy records will
possess naturalness. This refers to the fact that,
typically, records are generated in the course of
business or daily life, and are thus not usually
designed purposefully to disseminate knowledge or
opinion, like, for example, books or other
publications. As such, they have traditionally been
thought to possess qualities of unselfconsciousness
that underpin their reliability as records [7]. This
notion underpins the legal “business records
exception to hearsay” rule, which accepts a record
as standing for the facts referred to in it by virtue of
the naturalness of its creation [15].

Beyond accuracy and reliability, records must also
be judged to be authentic. Archival authenticity is
defined as “the trustworthiness of a record as a
record; i.e., the quality of a record that establishes
that it is what it purports to be and that it is free
from tampering or corruption” [16]. It also
encompasses the idea that the records are entitled to
acceptance, that they are authoritative or duly
authorized, and that their origin or authorship is
genuine. For a record to be considered authentic, it
must have been created by the individual
represented as the creator. The presence of a
signature, whether it be physical or digital, serves as
a test for authenticity; the signature identifies the
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creator and establishes the relationship between the
creator and the record.

Note that, in archival authenticity, genuineness of
the creator of the record does not imply or provide a
basis for inferences about the truth-value of the
facts in the record; it merely establishes that the
purported creator of the record is genuine and that
the creator possesses the authority to make the
record [7] [15]. Evidence scholars and historians
traditionally distinguish between two kinds of
trustworthiness: the reliability of a record, which
refers to its truth-value as a statement of facts,
assessed in relation to the proximity of the observer
and recorder to the facts recorded, and authenticity
of a record, which refers to its truth value as a
representation of the facts it recorded, assessed in
relation to the document’s continued likeness to its
original instantiation. To illustrate the distinction in
reference to the issue of fake news: postings from
mainstream and alternative media outlets may be
treated as authentic even if the veracity of the
reporting and writing is in question [17].

There are two necessary preconditions for
authenticity: identity and integrity of the record. It
is impossible to establish the genuineness of a
record unless the identity of the record to be
authenticated is clear and, in the case of detection of
forgeries, distinct from the identity of the record to
which it will be compared. The unique identity of a
record as a record is established by the instantiation
and maintenance of the archival bond. A record is
an “intellectual object” that is “made or received in
the course of an activity as an instrument or a
byproduct of such activity, and set aside for action
or reference” [18] Thus, “a record has a determinate
relationship to the activity of which it is a record, to
the actor who kept it as a record and to other
records of the same activity. This relationship,
called the ‘archival bond,” not only relates a record
to a specific context of creation and use but also
defines the Archival Aggregate in which it belongs”
[18]. Without reference to the archival bond, it is
impossible to tell if a record is genuine or a forgery.
For example, if handed a manuscript entitled
“Ulysses” which discusses the hero’s journey and
purports to be written by James Joyce, it may be
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impossible to tell if that was a manuscript written
by the famous author or a university professor’s
lecture notes on Greek mythology without reference
to the archival bond. Understanding the archival
bond is often done via the analysis of a record’s
provenance. That is, through an examination of the
“relationships ~ between  records and the
organizations or individuals that created,
accumulated and/or maintained and used them in
the conduct of personal or corporate activity” [18].

Further, if the integrity of a record is compromised,
it is impossible to establish a record’s genuineness
with any degree of certainty. The concept of
integrity, along with the concept of identity, forms
the basis of establishing and assessing the
authenticity of records over the long term. In order
to remain authentic, records must remain free from
tampering, corruption, or alteration over time [19].
In the pre-digital era, integrity controls included
numbered entries in registers, listing file contents,
and numbering individual documents in file folders.
In the digital era, the concept of integrity has
expanded to include operation of information
systems in which records are created and the
infrastructures on which they are maintained.
Assuring integrity in such systems consists of a
broad range of measures such as access controls,
user authentication and verification, audit trails, as
well as documentation that demonstrates the normal
functioning, regular maintenance, and frequency of
upgrades of records systems [20]. Preservation of
the integrity of records over the long term falls
within the domain of digital preservation.

Within the digital preservation community, it is
recognized that preserving the integrity of the bit
structure of data is not a sufficient form of
preservation because semantic loss may prevent
later interpretability and accessibility. To illustrate,
it may be possible to preserve a bit stream of a
digital version of a land title, and even to preserve
the software that renders the bit stream
interpretable, but the ability to understand the
significance and meaning of the bits depends upon
preservation of information about the context of
their creation in order to render them interpretable
and also so that the record does not lose its real
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world effect, such as conferring an entitlement [21].
It is possible to have some degree of bit loss
without a detrimental impact upon “renderability”,
interpretability, or effect; however, even with
perfect preservation of bits, interpretability and
effect may be compromised. This understanding
characterizes the archival notion of completeness
after creation. Digital records preservation therefore
involves preservation of the integrity of the identity
of records, through preservation of the archival
bond, in addition to preservation of the integrity of
the general semantic context, content, and form of
data.

IV. ANaLysIS OF THE TRUSTWORTHINESS OF

BrockcHAIN RECORDKEEPING SYSTEMS

Having set out an archival theoretic framework for
analysis of trust in records and recordkeeping
systems, it is now possible to analyze whether
blockchain recordkeeping systems deliver on their
promise of producing trustworthy immutable
records. Naturally, such analysis is limited without
reference to specific implementations of the
blockchain technology; however, it is still possible
to make some initial observations in relation to
generic reference architectures representative of
current blockhchain recordkeeping applications, as
set out in Fig. 2.

A. Reference Architecture and Operation of
Blockchain-Based Recordkeeping Systems

In a number of blockchain applications for
recordkeeping, such as land titles registration,
health recordkeeping, or tax recordkeeping, to name
just a few use cases, distributed applications (or
DApps) run as a user-facing web-based application
layer that reads from or writes to the other layers of
the blockchain technology stack [22] [23]. DApp
web-forms embed domain-specific business and
data logic and rules and typically enable structured

data entry, presentation and processing. To
function, DApps may access both
blockchains/distributed ledgers and off-chain

services, such as storage or operational transactional
databases, through application interfaces [22] [23].
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Fig. 2. Generic Blockchain Recordkeeping Reference Architecture (author’s
own rendering)

As a general rule, data representing transactional
records is created off-chain in operational systems
and usually stored off chain as well in, for example,
a database, a cloud-based repository or the Inter-
Planetary File System (IPFS). However, it is
increasingly likely that records will be created and
stored on chain using smart contracts [22] [23],
which are user created business rules, such as for
the transfer of ownership of a property,
implemented in an executable software module
which performs functions defined by the module
[1]. The smart contract code, which is stored in a
distributed ledger, determines what transactions are
recorded into the blockchain, under what
conditions, and what information they contain.
Smart contracts also usually have the ability to read
and write through program interfaces to data stores
which are separate from the blockchain itself and
can be updated when transactions occur [23]. The
business logic contained in a smart contract creates
or operates on business data that is contained in
such external data stores [23].

It is often the case that the processing of
transactions is handled in specialized, permissioned
and private sidechains - a mechanism that allows
tokens from one blockchain to be securely used
within a completely separate blockchain but still
moved back to the original chain if necessary-
before being “anchored” into a public or main
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blockchain [1]. This architecture allows for more
efficient processing of transactions as well as for
the flexibility to customize consensus mechanisms,
contract capabilities, data capabilities, and other
aspects of the operation of the blockchain-based
recordkeeping service within the sidechain [24].

At the core blockchain processing layer, processing
may proceed as follows: blockchain address A
proposes the transfer of a token to another address
B. Next the distributed “mesh” network checks the
public ledger that sufficient tokens exist in the
wallet at address A. If there is sufficient value,
specialized nodes called miners will bundle the
proposed transfer with other transactions to create a
new block for the blockchain. Here it is important
to note that the bundling of reputable transactions
into blocks is completely agnostic as to the nature
of those representations of transactions (i.e., they
can relate to any transaction of any type from any
source in a public blockchain like bitcoin). The
blocks are cryptographically “hashed”; that is, they
are used as input to an algorithm that converts them
into a fixed-size alphanumeric string, which is
called the hash value (sometimes also called a
message digest, a digital fingerprint, a digest or a
checksum).

That hash is put, along with some other data (e.g., a
nonce), into the header of the proposed block. This
header then becomes the basis for the “proof of
work” performed by the miner nodes on the
network. When a miner node arrives at a solution to
the proof of work, other nodes check it and then
each node that confirms the solution updates the
blockchain with the hash of the header of the
proposed block. This becomes the new block's
identifying string, now part of the distributed ledger
in the blockchain. Address A’s payment to address
B, and all the other transactions the block contains,
are confirmed [39].

B. Evaluating the Reference Architecture using
the Archival Theoretic Framework

The archival theoretic framework for evaluating
immutable trust can be used to assess the reference
architecture and operating model described in the
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previous section. Such an evaluation can expose
gaps that must be filled in order to achieve the
production and preservation of trusted and
immutable records from an archival perspective.
Fig. 3 shows those aspects of the archival theoretic
framework for trusted immutable records that,
based on preliminary analysis, are often in scope of
current blockchain recordkeeping solutions (colored
green). These include integrity of records, which
blockchain-based systems are generally designed to
protect. Those that are often out of scope (colored
red) include accuracy and reliability, most often
because they are instantiated in off-chain systems,
such as databases, but also because such features
are not explicitly designed into blockchain-based
recordkeeping solutions, as in the cause of the
archival bond. Persistence through time is also not
usually explicitly addressed. The following sections
discuss these issues in greater detail.

Evaluation using Archival Theoretic
Recordkeeping Framework

Persistence
‘Through
Time

Red = out of scope
=in scope

Fig. 3. Preliminary high-level evaluation of aspects of trustworthy
recordkeeping addressed in blockchain recordkeeping solutions based on a
generic reference architecture and operating model.

Accuracy and Reliability. Although blockchain-
based recordkeeping solutions are often advanced
as solutions to protect recordkeeping systems from
tampering, corruption and fraud, thereby purporting
to improve the accuracy and reliability of such
systems. In theory, they should make no material
improvement upon these dimensions of the
trustworthiness of records. In systems where
transactional records continue to be generated from
data and processes in operational transactional
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systems, and only a hash of such transactional
records is recorded into a blockchain, accuracy and
reliability still are determined by the operation of
the transactional system. There is nothing inherent
in the blockchain architecture or mode of operation
that influences the procedures and processes of
records creation-the main determinant of whether
records will be accurate and reliable. Thus, it is
quite possible, even when records are recorded as
hashes on chain, for erroneous and unauthorized
entries that have been entered into an upstream
operational system, such as a land registration
system, to be entered into the blockchain.

The answer is different, however, if the upstream
creation of the content to be recorded on chain is
generated by way of a smart contract. In this case,
there is a relationship between the data being passed
among the web-front end, an off-chain data store,
and the blockchain. Given the uncertainty that
remains around how reliably smart contract code
represents the intent of smart contract creators, as
illustrated by the DAO exploit [25], as well as the
uncertainty associated with interoperability among
different decentralized system components, there is
currently a higher probability that accuracy and
reliability will be affected negatively than
positively.

From a technical standpoint, whether records are
generated off- or on-chain, inconsistencies between
nodes within a single blockchain, different
blockchains in a system using more than one
blockchain, or various components of a
decentralized blockchain system, can lead to errors
or inconsistencies that affect accuracy. Within a
single blockchain, each individual block contains a
list of transactions and a timestamp representing the
approximate time the block was created, among
other additional information. In some systems, the
block timestamps allow the system to regulate the
production  of  tokens (e.g.,  underlying
cryptocurrencies) used to generate proof of the
chronological order of the transactions. In the
context of a land registry system, timestamping is
required by the creator and a legal-administrative
system for the record to be capable of generating
consequences and will support determination of an
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authentic land registry record versus an inauthentic
one. Nodes usually calculate the timestamp based
on the median time of a node's peers, which is sent
in the version message as nodes connect [26]. Given
the reliance of Blockchain technology upon
timestamps, it is extremely important that the
counters of all the nodes that keep track of the
network time be working properly in order to
prevent timestamp errors. If this is not the case, the
timestamp will be inaccurate. In addition, even
when the counters are working properly, it is
possible for an attacker to slow down or speed up a
node's network time counter by connecting as
multiple peer nodes and reporting inaccurate
timestamps [26]. In certain types of blockchains
(e.g., private, permissioned), it is more likely that a
single party may gain control over a large number
or majority of nodes, which increases the
probability of such an attack. In blockchain-based
recordkeeping  systems  operating  multiple
blockchains (e.g., a private side-chain and a public
blockchain) there may arise inconsistencies, even if
temporarily, by virtue of differential rates of
consensus formation [27]. Finally, given the
decentralized nature of such systems, failures in
communication between different, distributed
components of the system also could result in
inconsistencies in transactional records.

Inaccuracies introduced into records in blockchain

recordkeeping systems are not easy to correct.
Given the design of such systems, aimed at
preserving the immutability of records through
time-ordered, cryptographically verified entries, it is
not trivial to make changes to recorded transactions.
One approach is to introduce “editability” to the
blockchain, but this is generally seen as defeating
one of the core rationales for using blockchain
recordkeeping in the first place [28]. Another
approach is to introduce a new transaction that
corrects the previous transaction by way of entering
a new, updated transactional record. For example, if
the name of the new owner of a property was
incorrectly recorded, the new transaction could
register title by transferring the property from
person A with the name misspelled to person A
with the name correctly spelled. This is not a
perfect solution, however, as subsequent
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transactions may link back to the incorrect record
and, upon correction of the record, could become
invalidated [29]. An example might be the
subsequent purchase of a new car that uses the
property as collateral, referencing the hash of the
initial land title registration. By pointing to the
incorrect hash (i.e., the hash of previous,
uncorrected document), this subsequent record
could be invalidated.

Authenticity. The above-noted problem might be
resolved by the instantiation of an archival bond
that links records relating to the same
transaction/procedural context throughout their
lifecycle to one another. At present, however,
blockchain-based recordkeeping systems generally
lack such functionality. This also impedes the
establishment of a wunique identification of
blockchain based records, since the data content of
transactions alone is insufficient to distinguish the
purpose of the data and the real world effects that it
has been created to generate. This can only be
ascertained from an understanding of the source and
procedural context of the records.

There are several options currently in use to address
the need to link hashed records on the blockchain
back to their procedural context. Some blockchain-
based recordkeeping systems employ sidechain
solutions that link hash records via a unique ID
(e.g., [24]). This approach relies upon the continued
existence and operation of the sidechain. If the
sidechain goes, so does the archival bond between
the entries on the distributed ledger.

Some blockchain-based recordkeeping solutions
hash all the documents that are part of the logical
transaction (i.e., the same action) and place all the
hashes into a metadocument, which is then hashed
again [30] [31]. The latter hash is then the item that
is placed into the blockchain. Depending upon how
the document is constructed, it may fail to preserve
the unique identity of each transaction record
comprising the metadocument. While it is true that
the archival bond between the documents is
established and preserved in this approach, the
hashing of the metadocument transforms the
escapsulated hashes into a new document which
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destroys (since the hash cannot be reverse
engineered) the individual identities of the
documents within the metadocument that have
contributed to the formation of the new hash. As a
result, subsequent determination of the identity (and
authenticity) of all those documents that contributed
to the formation of the metadocument may become
impossible. In addition, it is inefficient to have to
wait to bundle all logically related transactions
together into the metadocument before hashing and
anchoring in the blockchain. In real-world
recordkeeping, actions often take place in time
ordered sequences that can span a considerable
amount of time. For example, it can take some time
for the sale of property to complete, with key steps
in the transaction taking place over months or, in
some cases, years. To instantiate and retain the
archival bond using the above method would
require years of waiting in order to anchor the
transactions into the blockchain.

An alternative approach might be to use transaction
metadata (e.g. the OP_RETURN field in Bitcoin) to
establish an archival bond between transactions in a
blockchain [32]. To illustrate how this approach
could work on a Bitcoin blockchain, in a manner
similar to the addition of a descriptor to a wire
transfer, OP_ RETURN script opcode could be used
to mark a transaction with procedural metadata
(e.g., a classificatory code). The primary difficulty
with this approach is that the OP-RETURN data
does not form part of the Bitcoin transaction per se
and thus is not validated in the same way.

Another approach is to introduce a semantic layer
within blockchain-based recordkeeping systems
that, using ontologies, which provides a mechanism
to establish the archival bond, since the entry can be
linked by the ontology to the procedural action of
which it forms a part in order to establish the
record’s identity. The reference to the ontology, or
ontologies, including version numbers, is combined
with the transactional data to generate the hash that
is recorded on chain [33].

When technical innovations are introduced, there is

also a danger that long-established legal and
administrative procedural controls over the creation
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of records become obsolete or break down. This can
introduce uncertainty surrounding the integrity of
records, as previously happened with the US
Mortgage Electronic Registration Systems (MERS)
[34]. In addition, jurisdictional laws may not accept
records generated by means of smart contracts or
recorded on chain as standing in for the facts they
are about, as would usually be the case with reliable
records generated and maintained in more
traditional forms of recordkeeping systems. Thus,
legal admissibility may be in  question.
Administrative procedures and legal regulations
therefore must be aligned with new blockchain
based recordkeeping approaches to ensure that such
records are accepted as being trustworthy. For
example, in the state of Vermont, a new law
establishes blockchain-based records as legally
recognized facts, giving them an enforceable
authority above and beyond “code as law” [35].

Protection of the integrity of records, or at least
determination of whether integrity has been
affected, is one of the strengths of blockchain-based
recordkeeping  solutions.  The  time-ordered
generation of the blocks, together with
cryptographic validation of transactions and a
decentralized  architecture  offers  increased
assurances that the records have remained free from
corruption. Yet, even in this regard, blockchain
technology is highly dependent upon how
vulnerable the system is to faults and security
breaches. Issues such as Man-in-the Middle attacks,
Sybil attacks, SYN floods, coding errors, timing
errors and attacks, and cryptographic key loss are
possible sources of blockchain system vulnerability
[36].

Governance of blockchain-based systems has been
noted as another possible source of weakness that
could affect integrity negatively. Researchers have
observed a  systemic tendency  towards
centralization, at least in the case of the Bitcoin
blockchain miners, and private or permissioned
ledgers are controlled by an organization or a
consortium of organizations, public or private [37].
Given this, it is crucial to ask how truly
decentralized some blockchains really are, and
whether concentration of nodes with their combined
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computing power could allow collusion among
nodes, eroding the basis of trust (i.e.,
decentralization) upon which these networks are
built, and allowing manipulation of blockchain
entries.

Persistence through time. Long-term preservation
of the authenticity of records within blockchain-
based ecosystems is also uncertain. Preservation in
such systems is premised upon redundancy through
decentralization of nodes. Blockchain solutions are
volatile, however, and the persistence of entire
blockchain networks is not guaranteed. If a
blockchain community were to shut down, or if
miners moved on to a new fork or system, the
specific records preserved on the obsolete fork or
system (“orphaned chains”) may no longer be
preserved and, moreover, there may be no backup
archive proving the existence (or execution) of
these records. Even where records are preserved,

the larger question may be: which version is
considered legitimate and authoritative according to
specific administrative or legal contexts in which
these systems operate?

In the case of solutions that anchor only hashes of
original records on the blockchain, the originally
hashed records must be archived separately in a
form that is unchanged and inviolate to later
determine authenticity. The level of organization
and investment needed to preserve originals in not
inconsiderable, involving the establishment of
trusted digital repositories and such additional
elements as technical, policy and institutional
capacity to ingest records and for archival storage,
data management, access, dissemination and
migration to new media and forms [38]. All of these
functions and investments are beyond the scope of
most blockchain solutions, but are, at the same time,
critical to the effectiveness of any recordkeeping
solution.

V. ConcLusioN

Understanding the theory and principles underlying
trustworthy recordkeeping as articulated in archival
science, helps provide a useful framework for the
evaluation of blockchain-based recordkeeping
systems that purport to provide trusted, immutable
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records. Using an archival theoretic evaluation
framework, it is possible to identify gaps in, or
threats to, the accuracy, reliability, and long-term
authenticity of such systems. Understanding these
weaknesses can point the way to design
improvements that address gaps in this innovative
new suite of technologies. If not addressed, such
gaps could prevent the successful adoption of
blockchain-based recordkeeping solutions.
Research  and  development to  identity
recordkeeping design options and trade-offs will
lead, in the long run, to better technical, and
downstream, social outcomes.
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