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E'I\/Iotivation Eﬁﬁ?

liRIxXYS

General Data Protection Regulation
& The Problem

(GDPR)
Privacy by Design and Privacy by Default

Everything is paperwork!

. . , -
Consent and Data Subject Rights Which Privacy Policy applies:

: Who has access?
Severe Penalties (4% of turnover)

. : What can be accessed?
And much more things to consider...

Company Third Party

Privacy
Data Policy Method
Subject Description

Contract
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E'LPL — Systematic Integration E@‘%ﬁ‘
MiRixvs

Informed Legal Consent
to
Privacy Policy

Policy-based
Anonymization
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E' Layered Privacy Language (LPL) »f.@%
Mirixys

On May 25 2018 the General Data Protection Regulation (GDPR) will be enforced

Legal View: Technical View:
* Privacy Policy Structure * Access Control
* Data Subject Rights * Anonymization Method
* Consent * Privacy Model
* Human-Readability * Provenance
LPL is a language combining the Legal and Technical View on Privacy

Entity HierarchyEntry
A‘P T 1:n
1:1 o 1:n — —‘-11 Hi h
> DataSource > DataRecipient lerarchy
UnderlyingPrivacyPolicy
1:n 1:n 1:1 1:n
LayeredPrivacyPolicy > Purpose > Data > AnonymizationMethod > AnonymizationMethodAttribute
1:1 1:n
> PrivacyModel »| PrivacyModelAttribute
1:1
»> Retention
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E'LPL — Privacy Policy Structure

s

Mirixys

LPL privacy policy

Purposes p as well as a (1) DataSource ds

Each Purpose p defines a set of Data d, a set of

DataRecpients dr as well as a (1) Retention r

The LayeredPrivacyPolicy lpp is the root-element of each

For each LayeredPrivacyPolicy Ipp defines a set of

UnderlyingPrivacyPolicy

(171\

LayeredPrivacyPolicy

DataSource
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E'LPL — Why Layers?

For each Layered Privacy Policy (LPP) another (1) LPP can be
added as ,Underlying Privacy Policy’

LPP
Third Party

Privacy Policy
Data Warehouse

UPP

LPP
Institution

Privacy Policy
Institution

UPP
Privacy Policy

LPP
User User
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UnderlyingPrivacyPolicy

m

LayeredPrivacyPolicy
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E'LPL — Why Layers?

i

MiRixYS

User U1 Controller C1 Controller C2
/-'-"’—'_'__-—-__‘_‘—“H-.\ /_,--"'—'_._-—_-_‘—“'--..\
\“-.________—____._4_.--‘/ \‘*-._________——._._,_‘_r"'/
N =
Data Warehouse Data Warehouse
Cc1 Cc2
Transfer

Postal-Code: 94032

20.09.2018

[ LayeredPrivacyPolicy ]

| PRdsU1-drC1 |

Elements and attributes of LPL have been omitted for better readahility

LayeredPrivacyPolicy

IPrdsc1-dre2

LayeredPrivacyPolicy

IPPAsLI1-drC 1

Personalized
Privacy Policy
in Car

Armin Gerl
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E'LPL — Anonymization
liRixvys

Each Purpose p defines a (1) PrivacyModel pm with its
respective configuration with a set of

PrivacyModelAttributes pma

Each Data d defines a (1) AnonymizationMethod am

with its respective configuration with a set of HierarchyEntry
AnonymizationMethodAttributes ama T 1:n
1:1
I Hierarchy
1:n 1:1 1:in
Purpose > Data > AnonymizationMethod > AnonymizationMethodAttribute
1:1 1:n
> PrivacyModel | PrivacyModel Attribute
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E'LPL- Personalization

Human-Readability

e Attributes describing content in clear text for elements

* LayeredPrivacyPolicy, Entity, Purpose, Data, Retention,
Privacy Model, AnonymizationMethod

Personal Privacy
* Attributes describing if element can be dissented to

* Purpose, Data, DataRecipient

s

Mirixys

HierarchyEntry

Hierarchy

Entity
: 1:
11, DataSource LI DataRecipient
UnderlyingPrivacyPolicy
1:n 1:n 1:1
LayeredPrivacyPolicy > Purpose > Data > AnonymizationMethod
1:1 1:n
> PrivacyModel »| PrivacyModelAttribute
1:1
»> Retention
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E' Privacy-Process Eﬁ;f%g

IRIXYS

Creation

Usage of LPL for the Privacy Process

1. Creation of LPL-Privacy Policy based on Legal

Negotiation

Privacy Policy
Consent
2. Negotiation of Privacy Policy to User

3. Pre-Processing of LPL-Policy if Consent is given Pre-Processing

Storage -

Transfer

4. Storage of Data and LPL-Policy

5. Transfer of Data to Trusted Third Party (Optional)

6. Usage of Data
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E' User Interface g,@i*io
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b

POIiC HeadET Legal Pirvacy Policy

Privacy Policy

LPL Personalized Privacy Policy Ul

* VISM Approach @“’"’““ 0"‘“’“ ommmw .mm«

Purposes Purpose Overview [[ZEERER Purpose Detail

* Overview with Privacy Icons

Data will be used for research purposes.
= Research s

= Which Data is used and how?

« Consent/Dissent to Purposes .

Prename
= Assessment required® Surname
Prename of applicant
- - - Funded Sum
Anonymisierungsmethode Dara Hierarchy
Creation Date Suppression TeststraBe 1

TeststraB###
Description Testst##i#us
Removal of Characters Tes##a#ARNE

Appl ications HARHARERARTY

Who is of my data?
F u t u re Wo r k University of Passau is a research facility.
University of Passau

* More Personalization

Deletion after research
Data will be deleted after it is no longer necessary for the research within the OASys project

Retention date: 03.07.2018

(DataRecipient, Data, etc.)

+ How secure will my data be anonymised?

* Domain-specific Ul (automotive)

anonymization risk of 1/3 is applied.

With what probability | can be identified in an anonymised
dataset: 33.33%

K_ANONYMITY_K: 3
K_ANONYMITY_MAX_OUTLIERS: 0.02
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E'Privacy-Process: Usage z?§“§
| liRixvys

Requested
Entity, Purpose, Data

l

Entity-Authentication ——3 Purpose-Authorization —3 Entity-Authorization [——3 Data-Authorization

|
Y

Minimum Anonymization

Application of Privacy Model

Y
Data Transformation — | Set Maximum Anonymization > Create Hierarchies
¢ I
Apply Privacy Classes ——»{ Privacy Model Substitution > Apply Privacy Models

(Anonymized Data-Set>
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JPJLPL Evolution

Layered Privacy Language: Ly
m

| LayeredPrivacyPolicy

DataRecipient ‘

11 | REN| 1
s — — )
] [ |
1n

DataSource

i

Purpose

1 |
HeaderList }—{ Label ‘

Retention

. UlElement |
LPL Ul Extension: *fosserptontis]—
(] DescrlpllanlﬁtH Label ‘
SCllx
n DataSoume‘ | Hierarchy HHEramhyEntr}t‘
1 1
1 — [pr—
1 | 1] oation Methade——| Izatlon Math.
1:1| LayeredPrivacyPolicy Purpose rﬂ ry I 1 Anony tribute
d Privacy ModelAttribute
HeaderList Label
LPL Art. 12-14 Extension: -
[
re. - Xtension: e ———— l
] Entity DescriplinnLisl,_QLabe‘
] name ] lang
po— == authinfo J=—e—-q valus
] . classification .
I type 1
DataSource - D: i B Safeguard
I
public - required Sname
] 1 [thirdCountryTransfer .
o | i Hi | [t Entry|
P | ] 8 ]
/ LayeredPrivacy e | Data | T
f Policy o Purpose . A AnonymizationMethod
| 1 1 name = = = | — JAnonymization .
version i | Attribute
\ - equired Method
Y name optOut 1 dataType ey
\ privacyPolicyUri required privacyGroup name value
| i it
% Controller

name

L
T
|
|
Inherita f UIEI it I
nheritance of emen t
[(F—————— ] DataProtection il . peintiTimo ——
i Officer - PrivacyModel
- _Inheritance of Entity | | PrivacyModel b — — — Attribute
|
|
|
|
|

_..{- - = DataGroup |
| Toame ]
4

ey
value

oeme

| DataSubjectRight
name

LodgeComplaint

= AutomatedDecision

Making —_—
name
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E'State-of-the-Art Analysis e
ﬂ IRIXYS

Category Privacy Purpose-| Data- Retention Access-| Human- |Privacy|Personal Provenance
- - Language oriented |oriented Control|Readability| Model | Privacy
XACL X X X
Ponder X X
Rei X X
: Polymer X
Access Policy SocPAL < <
AlR X X X X
XACML X X X
ConSpec X X
. |SLAng X X X
SLA Policy TSDL - "
Privacy Policy|P3P X X X X
Information [CPExchange X X X X
Privacy Policy| APPEL X X
Preferences [ XPref X X
DORIS X X
E-P3P X X X X
EPAL X X X
PPL X X X X
Privacy Policy|Jeeves X X X
Enforcement |Geo-Priv X X X X X
Blowtish Privacy X X X
Appel X X
P2U X X X X
A-PPL X X X X
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E'Future Work g}‘*i*g.
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I

Privacy Framework

* Access Control and Support Structures
e Regulated Purposes (Data Subject Rights) Integration
* Extension for Pseudonymization

» Evaluation of all processes according to use cases

20.09.2018 Armin Gerl 15



R Publications discis
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Pubhshed

Armin Gerl and Dirk Pohl, The Right to data portability between legal possibilities and
technical boundaries, Stiftung Datenschutz, Practical Implementation of the Right to Data
Portability, 2017

* Gerl A, Bennani N., Kosch H., Brunie L., (2018) LPL, Towards a GDPR-Compliant Privacy
Language: Formal Definition and Usage. LNCS Transactions on Large-Scale Data- and
Knowledge-Centered Systems, XXXVII, The final authenticated publication will be available
online on SpringerLink, https://link.springer.com/

 Armin Gerl, Extending LPL to Support Privacy Icons for a Personal Privacy Policy User

Interface, Proceedings of 32nd Human Computer Interaction Conference, BCS Learning
and Development Ltd

* ARES Workshop iPAT: Armin Gerl and Dirk Pohl, Critical Analysis of LPL according to
Articles 12 - 14 of the GDPR

* Mensch und Computer 2018: Armin Gerl and Florian Prey, LPL Personal Privacy Policy User
Interface
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Thank you for your attention!

Any more questions?

20.09.2018 Armin Gerl 17



Contact W

MiRixyYs

INSA

LYON

LIRIS

_¥ |UNIVERSITAT
~““&4(|PASSAU

)
£ Distributed and Multimedia
InformationSystems
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2"d Year Cotutelle PhD Student
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