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1. Every Company gets registered with STS





   2. A sends a request to obtain a shared key.





    3. STS authenticates Co. A and returns the newly 


        generated  shared key with a nonce (Unique 


       Timestamp). 





4.’A’ sends the data encrypted by the shared  


    key.





5.’B’ forwards the data packet to ‘C’.





6. ‘C’ sends the data packet to STS, 


     requesting for a shared key.





7. STS authenticates Co. C and sends the shared key with the given  nonce.
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8. ‘C’ decrypts the data and sends the 


      Response, encrypting it using the  


      same shared key
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