October 12, 2001

Preliminary Draft

Review of The Platform for Privacy Preferences 1.0 (P3P 1.0) Specification, W3C Working Draft 24 September 2001

Citibank participated in the development of the BITS comments on the P3P specification out for public review and endorses the BITS comments. 

We are also continuing to vet these comments internally and would appreciate the opportunity to share the fully vetted comments in the not too distant future.  However, we would like to stress the importance of the following points within your official public comment time frame:

1.  Legal and Regulatory Environment, in light of Phase V1.0 Implementation

There are serious concerns regarding whether there may be conflicts between how a P3P implementation characterizes site behavior and a company’s own plain language privacy policy. There is concern that the specification may not be rich enough, nor vetted enough in this respect at this stage in the development of a final specification. For example, a corporation may not set third party cookies except for specifically identified pages.  There may be no clear way to say this at the corporate level.

Current implementations, based upon a good faith effort to implement the specification create other concerns.  For example, whereas a large Corporation may honestly say that they do not share personally identifiable information with “others”, cookies set by corporate entities with different domain names will likely be interpreted and treated as third parties in current P3P implementations.

The next release of the specification should clarify that a P3P policy is neither meant to be a legal document nor an audit tool, especially with the V1.0 specification.  It should also say that there is likely to be a significant amount of testing and development required at this phase of the process before P3P statements and compact policies could be treated as legally binding documents.  [Users should be directed to plain language policy and told that P3P implementation will evolve as technology implementation becomes more widely available and tested.]  For those who may not understand W3C protocol, there should also be a statement that this is not a final specification but is still a work in progress.

2. Extension of Language for Organizations and Services Now Impacted by P3P (not part of original scope).

· It is desirable that we also specify a means by which the user agent (e.g. browser) can communicate back to the service when it is actually blocking or downgrading a request (e.g. blocking or downgrading a cookie).

· A service should be able to declare domains that are actually part of the same organization and should be treated as first parties. This should be possible by pointing to a file that lists those domains that actually are part of the same organization and should be treated as first party cookies, and/or listing those domains in the compact policy (that is adding tokens to the compact policy that indicates those URI’s whose domains should all be treated as first party cookies).

· Section 3.3.5 The RECIPIENT element should be expanded to provide for additional "exemptions" where sharing does not need to be covered so that P3P statements can focus on meaningful differences.  For example, the list of Gramm-Leach-Bliley exceptions may be a good place to start.  These may also be covered in the introduction as items that should be in the human readable policy -- and which are not provided for in the P3P elements.

For example, other standard exceptions should include:

When certain information is captured such as sharing with credit bureaus on credit and insurance applications. -- [with customers permission or at their direction].

Transfer of data on sale [or bankruptcy] including use of the data for due diligence before the sale.  

Access via legally served court order or other legal process.  Would also include mandated Suspicious Activity disclosures required in certain industries.

Access for fraud control, security, or continuity of business vendors (or should this be considered to be covered under "ours"?).

Access for staff who maintain the website under the control of the business.

Potential access by others who own or operate the computer terminal and site where the user accesses the site -- through caching, click stream capture programs, employee monitoring programs, or other methods. 

(see GLB for banking examples.  Others occur in HIPPA, Freedom of Information Act, and other legal documents.

· There should also be better clarification about policy differences between statements relating to pages and statements relating to cookies.  This may lead to the creation of new descriptors that are more appropriate to cookies.  These may even mean brief "tokens" for services that P3P should ignore, such as pictures hosted on other servers, certificates, and corporate (non-consumer) sites and services.

Thank you for giving us this opportunity to comment.  If there are questions or a desire for more detail, please contact me.

