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�
Introduction


The Intranet( is rapidly becoming the primary medium for the dissemination of document information. Consequently it is imperative that standards relating to document storage and publishing provide Intranet access specifications.


Intranet access to documents in ODMA repositories provides users with convenient access to documents using a familiar paradigm and interaction.


This document describes a simple architecture for interfacing ODMA compliant DMS systems to the Intranet. This architecture is one part of a the phase one ODMA Intranet initiative.


Architecture


Intranet access to an ODMA compliant DMS should be achieved using industry standard protocols and commonly adopted technologies and integration solutions (Web browsers, HTTP servers, Security Software etc). Such a solution should not require modifications to those systems.


A URL syntax describing ODMA functionality provides a simple solution. These ODMA URLs can be used in many places including; static web pages, web pages generated dynamically, bookmark files etc.


The ODMA URLs are processed by a web server extension using e.g. CGI, ISAPI or NSAPI. The output is formatted in HTML 3.0( and transported using the HTTP protocol.


This solution allows read/write access from any standard Internet browser to any standard HTTP server using the HTTP protocol, see � REF _Ref366999947 \* MERGEFORMAT �Figure 1�. This ultra lightweight client server architecture allows access to documents from all client devices able to run a minimal web browser e.g. Internet Terminals, WebTVs.


ODMA provides a specification of the minimum required support for the ODMA URL syntax. DMS vendors will provide specific implementations.


Figure � SEQ Figure \* ARABIC �1� -- ODMA DMS access from the Intranet


� EMBED Visio.Drawing.4  ���


Design


ODMA URLs expose the functionality specified in the 1.0a ODMA standard and in the ODMA search extension. The syntax of the URLs is chosen to allow them to be dynamically generated from HTML 2.0 forms. This allows a developer to create, for example, an ODMA search interface by simply defining a HTML form.


An ODMA URL comprises of a method describing the function to be performed and a set of arguments, parameterizing the method. Methods are described in the sections below;


ODMGetDMSInfo


The ODMGetDMSInfo URL returns a page detailing information about the DMS. This information includes the supported version of the ODMA API and the ODMA extensions that are supported.


Example � SEQ Example \* ARABIC �1� - An ODMGetDMSInfo URL


http://www.foo.com/cgi�bin/ODMA?METHOD=ODMGetDMSInfo


The above example will display the DMS information page.


ODMActivate


The ODMActivate URL returns an HTML page representing the specified document. Optionally ODM attributes are shown on the page. If the document is of a format that is easily displayed by browsers(, its content is displayed in the page. Otherwise the page displays a link that will return the MIME encoded content, allowing the user to easily use the appropriate native application. Arguments to this method are listed in � REF _Ref367083226 \* MERGEFORMAT �Table 1�.


Table � SEQ Table \* ARABIC �1� - ODMActivate Arguments


Argument�
Optionality( �
Cardinality�
Allowed Values�
Default Value�
�
DOCID�
*�
1�
A valid document ID�
N/A�
�
ATTR( �
o�
1 - n�
Any ODM attribute name�
N/A�
�
SHOW_ATTRIBUTES�
o�
1�
{on, off}�
off�
�
VIEW_DOC�
o�
1�
{on, off}�
on�
�



Example � SEQ Example \* ARABIC �2� - An ODMActivate URL


http://www.foo.com/cgi�bin/ODMA?METHOD=ODMActivate&DOCID=XXX&SHOW_ATTRIBUTES=on&ATTR=ODM_NAME&ATTR=ODM_AUTHOR


The above example displays the specified document along with the ODM attributes name and author( . 


�
ODMQueryDMS


The ODMQueryDMS URL returns a page listing the documents matching the query specified in the URL. The documents are listed in a table displaying the ODM attributes specified in the URL. Each document is displayed as a link to its ODMActivate URL, allowing the user to click on it( to view its content. The maximum number of documents returned can be constrained.


Note that the queries that can be expressed in this URL notation are a subset of those allowable in the query ODMQueryExecute syntax. The complete query syntax is difficult to represent in a URL that is automatically generated from an HTML form. 


Arguments to this method are listed in � REF _Ref367083316 \* MERGEFORMAT �Table 2�.


Table � SEQ Table \* ARABIC �2� - ODMQueryDMS Arguments


Parameter�
Optionality�
Cardinality�
Allowed Values�
Default Value�
�
ATTR_NM( �
o�
1 - n�
A valid value for the ODM attribute �
N/A�
�
ATTR_NM_O�
o�
1 - n�
{EQUALS, NOT EQUAL, GREATER, LESS, LESS OR EQUAL, GREATER OR EQUAL}�
EQUALS�
�
SEARCH_CONN�
o�
1�
{AND, OR}�
AND�
�
CONTAINS�
o�
1�
A valid search clause�
N/A�
�
ATTR�
o�
1 - n�
Any ODM attribute name�
ODM_NAME�
�
MAX_SIZE�
o�
1�
{1, 2, 3 ... 65535}�
30�
�



Example � SEQ Example \* ARABIC �3�- A ODMQueryDMS URL


http://www.foo.com/cgi�bin/ODMA?METHOD=ODMQueryDMS&ODM_AUTHOR=Mark+Twain&ODM_TYPE=Story&MAX_SIZE=300


The above example finds all documents whose author is “Mark Twain” and whose type is “Story”. Not more than 300 documents are listed. The resulting list shows the name attribute.


Example � SEQ Example \* ARABIC �4� - Another ODMQueryDMS URL


http://www.foo.com/cgi�bin/ODMA?METHOD=ODMQueryDMS&ODM_AUTHOR=John+Doe&ODM_AUTHOR_O=NOT+EQUAL&ODM_TYPE=Memo&SEARCH_CONN=OR


The above example finds all documents whose author is not “John Doe” or whose type is “Memo”. The resulting list shows the name attribute.


�
Example � SEQ Example \* ARABIC �5� - Another ODMQueryDMS URL


http://www.foo.com/cgi�bin/ODMA?METHOD=ODMQueryDMS&ODM_AUTHOR=John+Q&ODM_TYPE=Memo&CONTAINS=Internet+and+not+Intranet&ATTR=ODM_AUTHOR&ATTR=ODM_NAME&ATTR=ODM_TYPE


The above example finds all documents whose author is “John Q” and whose type is “Memo” and which contain the word “Internet” but not “Intranet”. The resulting list shows the author, name and type attributes.


Session Management


Session management design is left to the DMS vendor. The following discussion provides design suggestions.


Since HTTP is essentially a stateless protocol, the URLs that access the ODMA server are also stateless. Using a simple implementation, the connection to the DMS persists only for the duration of a single request. This results in relatively poor performance on systems where establishing a session has a significant overhead.


Alternatively, a more sophisticated implementation maintains a session able to handle multiple requests. Requests are dispatched to the appropriate session. Session life cycles are managed, probably by a time-out( scheme. This implementation may demonstrate superior performance but may have a more complicated implementation.


Regardless of the session implementation, the user should not be required to resubmit authentication information each time a new request is issued on a secure system. The following describes a technique to achieve this;


When the user first invokes a method (e.g. ODMActivate), the system observes that the user is not authenticated and returns an authentication form. When this form is submitted the original data requested is returned (if the authentication succeeded, or another authentication form if it failed). In addition, the authentication data is persistently stored on the client, using, for example, client side cookies. This ensures that subsequent requests do not require authentication. 


�
Error Handling


If an error occurs in parsing an ODMA URL or in executing the functionality requested in the URL, the user is presented with a page detailing the problem.


Since specific vendors may extend the syntax of particular methods by adding parameters, unrecognized parameters should be ignored.


Errors may be handled by returning the relevant HTTP error code.


(Reviewers Note: JQ: Using HTTP error codes is generally a bad idea since these are handled inconsistently by different browser implementations. They all, however, display these in an arguably unattractive way that inevitably does not integrate well with the application paradigm being presented e.g. w.r.t. to navigation back from the error, use of frames, color schemes, backgrounds etc. It is uncommon for web applications to take advantage of these. I would prefer that this line were removed)


HTML Customization


The HTML that is used to display the output of an ODMA URL is largely controlled by the implementation of the URL handler. User customization of the HTML could be provided using a template mechanism. This would allow a user to create a custom header and footer for a page. 


A template is a file containing free HTML with a tag defining where the method’s output HTML (e.g. results of a query) should be inserted. The template name would be optionally specified as an argument to a method invocation.


Future Work


Functionality and User Interaction


More sophisticated user interaction, greater customizability and better functionality( can be provided in the future by ODMA integration with an Internet component application architecture e.g. Java Beans, ActiveX. 


Multiple DMS Searching


The ODMQueryDMS URL, as specified, provides functionality to search a single DMS only. Future versions of this specification may include functionality to simultaneously search multiple DMS instances.


( The term Intranet is assumed to include the Internet.


( Compatible with Internet Explorer 2.0+ and  Netscape Navigator 2.0+


( These formats include text, HTML, JPEG, GIF, QuickTime


( * = Mandatory; o = Optional


( Both ODM standard and vendor specific attributes (ODM_DMS_DEFINED) can be used


( The visual design of this and other pages are left to the implementor


( The ODM_NAME attribute will be displayed as a link. If this is not present the first attribute displayed will be used.


( Both ODM standard and vendor specific attributes (ODM_DMS_DEFINED) can be used


( A time-out scheme will expire sessions that have been idle for a period of time. This mechanism is preferable to a scheme requiring users to log out since this is not a typical usage model for web applications.


( This functionality includes document creation, modification and deletion.
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