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Executive Summary

Guidelines for validation and operational criteria for X.509v3 PKIX logotypes are proposed. These criteria are additional requirements above and beyond those specified in the Extended Validation Guidelines.
Technical Architecture
The PKIX Logotype Extension [RFC 3079] defines the basic architecture for incorporating a logo in a certificate. Secure Internet Letterhead is an application of the PKIX Logotype within the context of specific user experience and certificate issue criteria designed to ensure accountability.

PKIX LOGOTYPE Extension
The PKIX Logotype extension specifies three ‘slots’ for logo information:

· Issuer

· Community

· Subject

The Issuer and Subject slots accept a single entry. The community slot accepts a list of entries. Each entry may contain multiple logo images allowing the logo to be presented accurately at multiple screen resolutions.
Each logo specifies a URI from which the logo may be retrieved and a hash value. A user agent MAY obtain the logo from the specified URI or from any other source (e.g. an internal cache) but MUST verify that the logo obtained matches the specified hash.

In order to conform to existing conventions for choice of logo size it is recommended that the resolution of logo images be specified in increments of 16 pixels high and 16 pixels wide (e.g. 16x16, 16x32, 32x32, etc.).

The use of Portable Network Graphics (PNG) format is recommended for the logo information.

Secure Letterhead for SSL
Secure Letterhead for SSL is applicable to any Web user agent. The standard SSL transport security employs an EV certificate that contains a conformant Logotype extension.
Secure Letterhead for Email
Secure Letterhead for Email may be based on TLS (via the STARTTLS extension of SMTP), S/MIME or DKIM. In each case the letterhead information is carried in an EV certificate that contains a conformant Logotype extension.

In the case of DKIM the base specification stipulates the use of DNS based key distribution. In order to ensure conformance with the requirements of DKIM and the requirements of Secure Internet Letterhead the DKIM key record is supplemented with an attribute containing a URI pointing to the letterhead certificate.
Secure Letterhead for SIP Applications
A key aim of Secure Internet Letterhead is consistency. In order to achieve consistency it is highly desirable that the same security indicators be used for synchronous applications such as instant messaging and VOIP as are used for asynchronous applications such as email and the Web.

SIP allows for the use of digital certificates for authentication. A profile of this document will be required to use Secure Internet Letterhead with SIP.

Logo Stapling

PKIX Logotype logos are referenced as external content. As with OCSP validation tokens it is highly desirable for this content to be delivered in-band between the client and Web server hosting the secure content rather than as a separate request.

A technical infrastructure for ‘logo stapling’, similar to proposals for OCSP token stapling is thus desirable.
Desirable Criteria
The purpose of Secure Internet Letterhead is to provide the relying party user with an accessible, unambiguous and trustworthy indication that they are at the site they expect.

Consumers are used to recognizing corporations by means of their brand. Secure Internet Letterhead applies this same principle to the Web.
Trustworthy
Secure Internet Letterhead logos MUST be trustworthy. In particular an end user who sees a Letterhead logo displayed in the secure chrome area MUST be assured that:

· The issue of the logo has been validated in accordance with industry accepted standards.
Accountable
Secure Internet Letterhead logos MUST be accountable.

· Certificate issuers must be accountable in the case of process failures.

· Certificate subjects that make a fraudulent application for a certificate that is intended to be used to impersonate another party MUST be subject to criminal sanctions.

· In the case that there is a legitimate dispute as to which party has the right to use a logo the allegedly injured party must have recourse to law.
Unambiguous
Secure Internet Letterhead logos should be unambiguous. In particular a relying party should not mistake a logo presented by one party for the trusted logo of a different party that has no connection with the first. 

The requirement that logos be unambiguous leads to the following constraints.

· Parties SHOULD choose logos that are distinctive and unlikely to lead to unintended ambiguity.

· Parties SHOULD choose logos that are defensible should another party claim the right to use a logo that might lead to ambiguity.

· Parties MUST make establish that they have the right to use the logo presented.

Existing good practices for brand management apply. Each party SHOULD ensure that the logo that they chose is distinctive and defensible. If a party chooses a logo that is light yellow on a white background they should not expect to be able to defend themselves against impersonation.
Authentication Controls – Subject Logos
Accountability
The principal control in the issue of Secure Internet Letterhead is accountability. It is not possible to guarantee that no dispute will ever arise as to which party has the right to present a particular logo. It is however possible to ensure that the parties in such disputes are accountable in law.

All Secure Internet Letterhead certificates must meet the Extended Validation criteria. These ensure that there is a high probability that recourse to legal process will lead to effective accountability.
Proof of Existence of Trademark
A secondary control that MAY be appropriate is proof of existence of a trademark in the logo claimed. If such a criterion is a requirement, the Madrid protocol on trademark registration is likely to provide a suitable basis for validation. All the principal world economies are members of the Madrid system and all trademark registries in the system have agreed to standards for electronic exchange of data.
Whether such a control has a value in stopping fraud is much less clear. The issue in phishing is not whether the bank name is a registered trademark but whether the party presenting it has the right to use the trademark. The point is not whether Bank of America is a trademark but whether the applicant is the real Bank of America.

While a trademark registration may provide a convenient means of proving right to use the mark in some circumstances, the convoluted nature of trademark ownership means that this is not always the case. The trademark Rolls Royce is owned by the aircraft engine company and was used under license by Rolls Royce Motors until 2003 when the use rights for car production were sold to BMW.
It is not desirable for a certificate issuer to be responsible for navigating the contractual relationships governing trademark use. This is not the practice for the Subject Name in X.500 distinguished name form and it should not be a requirement for the logo representation. 
Demonstration of Right to Use
A demonstration of right to use the logo may be effected through a suitable appendix to an opinion letter.

Due to the specialized nature of the laws surrounding trademark use it may be appropriate to only allow a lawyer’s opinion letter for this purpose and not a notice from an accountant.
Authentication Controls – Issuer Logos

In order to ensure issuer accountability, Secure Internet Letterhead certificates MUST include an issuer logo. User Agents SHOULD enforce this requirement by not displaying subject or community logo information unless the issuer logo is available.

A certificate issuer MUST satisfy itself that it has the use right to the issuer logo as specified for certificate subject logos.

Potential Additional controls

Registration

It MAY be desirable to require certificate issuers to register the use of an issuer logo with a body such as CABForum or WebTrust prior to use.
Such a requirement would be consistent with current practice for EV extension policy OIDs.
Challenge Period

Self-accreditation by certificate issuers might not be considered to offer a sufficient control against default, in particular impersonation of a trust provider. A mandatory challenge period coupled with the registration requirements would allow this type of default to be prevented through appropriate legal process.

Authentication Controls – Community Logos
A community logo provides additional information that may be relevant to a relying party.

Although the LOGOTYPE specification specifies a sequence of logo entries, the first entry is effectively privileged as user agents that are unable to display all the logotype information SHOULD display the most specific information available and the community logo is more specific than the issuer.

A community logo may be a private logo issued by a single CA or a public logo that may be issued by one or more CAs.

Private Community Logo

A private community logo is essentially an auxiliary issuer logo. In the case where an issuer is represented by multiple affiliates around the world it is desirable for each issuer to present their own issuer logo together with a common community logo.

Public Community Logo

A public community logo is essentially a statement that the certificate meets a specified set of issue criteria (e.g. Extended Validation). As such the issue criteria for the community logo might well be as extensive as the EV issue guidelines.

For example it is highly desirable for a bank to include attributes such as ‘Equal Opportunity Lender’ and ‘member FDIC’. While the statement that the bank is in compliance with the Equal Opportunity Lender program requirements does not entail a major liability for the bank, the statement that the bank is FDIC insured certainly does. If for any reason the bank should fail and prove not to be insured by FDIC the certificate issuer might be held liable for the breach.
Accessibility

Display of community logos creates a specific accessibility concern. While the subject and issuer logos may be properly regarded as supplementing the information provided by the subject and issuer DNs, the community logos have no corresponding DNs.

In order to meet this limitation it is proposed that a common extension OID be defined to allow the specification of a sequence of community DNs to match the sequence of community logos. 

Technical Controls

Online Status
It may be desirable to insist on provision of OCSP online status for Secure Internet Letterhead certificates.
Proposals

Phase 1 Field Trial Validation
An initial field trial is likely to be limited to a small number of parties that are amongst the principle targets of brand impersonation attacks such as phishing and auction fraud. The authentication criteria for a field trial may thus be considerably stricter than would be considered practical for large scale production use.

It is proposed that the trial authentication requirements be the superset of all the requirements outlined in this document.
Phase 2 Production Validation 
Definition of production validation criteria is likely to become considerably easier once field trials have begun and a degree of comfort has been established in the efficacy of the controls applied. 
