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Abstract

This specification, Web Services Policy 1.5 - Attachment, defines two general-purpose mechanisms for associating policies, as defined in Web Services Policy 1.5 - Framework, with the subjects to which they apply. This specification also defines how these general-purpose mechanisms may be used to associate policies with WSDL and UDDI descriptions. 

Status of this Document

This document is an editors' copy that has no official standing.
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1. Introduction

The Web Services Policy 1.5 - Framework [Web Services Policy Framework] specification defines an abstract model and an XML-based language for expressing policies of entities in a Web services-based system. This specification, Web Services Policy 1.5 - Attachment, defines two general-purpose mechanisms for associating policies with the subjects to which they apply; the policies may be defined as part of existing metadata about the subject or the policies may be defined independently and associated through an external binding to the subject. 

To enable Web Services Policy to be used with existing Web service technologies, this specification describes the use of these general-purpose mechanisms with WSDL [WSDL 1.1, WSDL 2.0 Core Language] definitions and UDDI [UDDI API 2.0, UDDI Data Structure 2.0, UDDI 3.0].

2. Notations and Terminology

This section specifies the notations, namespaces, and terminology used in this specification. 

2.1 Notational Conventions
2.2 XML Namespaces
3. Policy Attachment

This section defines two general-purpose mechanisms for associating policies with one or more policy subjects. 
4. Attaching Policies Using WSDL 1.1

5. WS-Policy Attachment for WSDL 2.0

6. Attaching Policies Using UDDI

policy subjectsThis section defines a mechanism for associating policies with  through the use of UDDI. It defines a minimum level of support for associating policy expressions with entities in a UDDI registry. The calculation of effective policy for UDDI entities is described in Section 6.1 Calculating Effective Policy and Element Policy in UDDI. While the general concept for associating policy expressions with UDDI entities, which is specified in Sections 6.2 Referencing Remote Policy Expressions and 6.3 Registering Reusable Policy Expressions, is based on UDDI Version 2 [UDDI API 2.0, UDDI Data Structure 2.0], the necessary changes with respect to UDDI Version 3 [UDDI 3.0] are explained in Section 6.4 Registering Policies in UDDI Version 3.


policy expressionsThere are essentially two approaches for registering policies in UDDI. One approach is to directly reference remotely accessible  in UDDI entities, the other is to register policy expressions as distinct tModels and then reference these tModels in each UDDI entity that is using the policy expression. While the former approach (see Section 6.2 Referencing Remote Policy Expressions) is expected to be used for policy expressions that are mainly unique for a given Web service, the latter approach (see Section 6.3 Registering Reusable Policy Expressions) is expected to be used for more modular and reusable policy expressions.


6.1 Calculating Effective Policy and Element Policy in UDDI

policyWhen attaching a  to a UDDI entity a policy scope is implied for that attachment. The policy scope only contains the policy subjects associated with that entity, and not those associated with the children of that entity. This policy is the entity's element policy.


policy assertionEach  contained within a UDDI entity's element policy should have the correct semantic such that the policy subject for that assertion is that UDDI entity. For example, assertions that describe behaviours regarding a service provider should only be contained within policies attached to a businessEntity structure.


element policyFor UDDI tModels that represent Web service types, the  is considered an intrinsic part of the tModel and applies to all uses of that tModel. In particular, it MUST be merged into the effective policy of every bindingTemplate that references that tModel.


effective policyPolicies that apply to deployed Web services (bindingTemplates) are only considered in the  of that deployed resource itself.


element policyEach of these entities MAY have an  per Section 3. Policy Attachment. The remainder of this section defines how that element policy is interpreted to calculate the effective policy.


6.1.1 Service Provider Policy Subject

The following UDDI element is considered as the service provider policy subject:

· uddi:businessEntity 

element policyThis element MAY have  as per Section 3. Policy Attachment, and if present MUST be merged into the effective policy of the UDDI businessEntity Subject.


Policy attached to the service provider policy subject applies to behaviors or aspects of the service provider as a whole, irrespective of interactions over any particular service. This includes — but is not limited to — acting as a service consumer or a service provider in general. 

6.1.2 Service Policy Subject

The following UDDI element is considered as the service policy subject:

· uddi:businessService 

element policyThis element MAY have  as per Section 3. Policy Attachment, and if present MUST be merged into the effective policy of the UDDI businessService Subject.


Policy attached to the service policy subject applies to behaviors or aspects of the service as a whole, irrespective of interactions over any particular endpoint. This includes — but is not limited to — acting as a consumer or a provider of the service.

6.1.3 Endpoint Policy Subject

The following UDDI elements collectively describe an endpoint:

· uddi:bindingTemplate 

· uddi:tModel 

element policyThese elements MAY have  as per Section 3. Policy Attachment. The policy scope implied by each of these elements contains the endpoint policy subject representing the deployed endpoint.


An endpoint policy subject applies to behaviours associated with an entire endpoint of the service, irrespective of any message exchange made. This includes — but is not limited to — aspects of communicating with or instantiating the endpoint.

effective policyThe  for a UDDI endpoint includes the element policy of the uddi:bindingTemplate element that defines the endpoint merged with the element policy of those uddi:tModel elements that are referenced in contained uddi:tModelInstanceInfo elements.


6.2 Referencing Remote Policy Expressions

policyUDDI tModels provide a generic mechanism for associating arbitrary metadata with services and other entities in a UDDI registry. To properly integrate Web Services Policy into the UDDI model, Web Services Policy 1.5 - Attachment pre-defines one tModel that is used to associate a remotely accessible  with an entity in a UDDI registry.


B.1 Remote Policy Reference Category SystemThis new tModel is called the remote policy reference category system and is defined in Appendix .


UDDI Data Structure 2.0UDDI registries MUST use the (UDDI V2 []) tModelKey uuid:52b30f7b-9672-30f5-884e-f951454f66fc to uniquely identify this tModel so that UDDI registry users can expect the same behavior across different UDDI registries.

policy expressionsThe tModel's valid values are those IRIs that identify external ; that is, when referencing this category system in a categoryBag, the corresponding keyValue of the keyedReference is the IRI of the policy expression.


policy expressionUsing the remote policy reference category system, one can then associate a  with a businessEntity, a businessService, and a tModel using the entity's categoryBag. For example, associating the policy expression that is identified by the IRI http://www.example.com/myservice/policy with a businessService is done as follows: 


(01) <businessService serviceKey="…" >

(02)   <name>…</name>

(03)   <description>…</description>

(04)   <bindingTemplates>…</bindingTemplates>

(05)   <categoryBag>

(06)     <keyedReference

(07)        keyName="Policy Expression for example's Web services"

(08)        keyValue="http://www.example.com/myservice/policy"

(09)        tModelKey="uuid:52b30f7b-9672-30f5-884e-f951454f66fc" />
(10)   </categoryBag>

(11) </businessService>

policy expressionThe tModelKey of the keyedReference MUST match the fixed tModelKey from the remote policy reference category system. The keyValue MUST be the IRI that identifies the .


policy expressionA different approach has to be taken to associate a  with a bindingTemplate, since bindingTemplates do not contain a categoryBag in UDDI Version 2. Therefore, the bindingTemplate's tModelInstanceInfo and instanceParms MUST be used as follows: 


(01) <bindingTemplate bindingKey="…" >

(02)   <accessPoint>…</accessPoint>

(03)   <tModelInstanceDetails>

(04)     <tModelInstanceInfo

(05)        tModelKey="uuid:52b30f7b-9672-30f5-884e-f951454f66fc" >
(06)       <instanceDetails>

(07)         <instanceParms>

(08)           http://www.example.com/myservice/policy

(09)         </instanceParms>

(10)       </instanceDetails>

(11)     </tModelInstanceInfo>

(12)   </tModelInstanceDetails>

(13) </bindingTemplate>

policy expressionThe tModelKey of the tModelInstanceInfo MUST match the fixed tModelKey from the remote policy reference category system as defined above. The instanceParms MUST be the IRI that identifies the .


6.3 Registering Reusable Policy Expressions
policy expressionIn addition to using the approach outlined in the section above, publishers may register a specific  in a UDDI registry as a distinct tModel. To properly categorize tModels as policy expressions, Web Services Policy 1.5 - Attachment pre-defines the Web Services Policy Types category system as a tModel. This tModel is defined in Appendix B.2 Web Services Policy Types Category System.


policy expressionThe following illustrates a tModel for the  identified by the IRI http://www.example.com/myservice/policy.


(01) <tModel tModelKey="uuid:04cfa…">

(02)   <name>…</name>

(03)   <description xml:lang="EN">

(04)     Policy Expression for example's Web services
(05)   </description>

(06)   <overviewDoc>

(07)     <description xml:lang="EN">Web Services Policy Expression</description>

(08)     <overviewURL>http://www.example.com/myservice/policy</overviewURL>

(09)   </overviewDoc>

(10)   <categoryBag>

(11)     <keyedReference

(12)        keyName="Reusable policy Expression"

(13)        keyValue="policy"

(14)        tModelKey="uuid:26ba003e-2101-3f48-b2f6-22c5ffe5ce85" />
(15)     <keyedReference

(16)        keyName="Policy Expression for example's Web services"

(17)        keyValue="http://www.example.com/myservice/policy"

(18)        tModelKey="uuid:52b30f7b-9672-30f5-884e-f951454f66fc" />
(19)   </categoryBag>

(20) </tModel>

policy expressionThe first keyedReference specifies that the tModel represents a  — rather than only being associated with one — by using the Web Services Policy Types category system's built-in category "policy", which is its single valid value. This is necessary in order to enable UDDI inquiries for policy expressions in general. The second keyedReference designates the policy expression the tModel represents by using the approach from the section above. This is necessary in order to enable UDDI inquiries for particular policy expressions based on their IRI.


policy expressionNote that the  IRI is also specified in the tModel's overview URL to indicate that it is a resolvable URL to actually retrieve the policy expression.


policy expressionsWeb Services Policy 1.5 - Attachment pre-defines another tModel that is used to associate such a pre-registered, locally available  with an entity in a UDDI registry


B.3 Local Policy Reference Category SystemThis new tModel is called the local policy reference category system and is defined in Appendix .


UDDI registries MUST use the tModelKey uuid:6c572fe2-a1d0-3da6-8e97-26fffa636cc3 to uniquely identify this tModel so that UDDI registry users can expect the same behavior across different UDDI registries.

The local policy reference category system is based on tModelKeys. The valid values of this category system are those tModelKeys identifying tModels that

· exist in the same UDDI registry

· and are categorized as "policy" using the Web Services Policy Types category system.

policy expressionThat is, when referencing this category system in a category bag, the corresponding keyValue of the keyedReference is the tModelKey of the tModel that represents the .


policy expressionGiven the local policy reference category system, one can then associate a  tModel with a businessEntity, a businessService, and a tModel using the entity's categoryBag. For example, associating the policy expression tModel with the tModelKey "uuid:04cfa…" from above with a businessService is done as follows: 


(01) <businessService serviceKey="…" >

(02)   <name>…</name>

(03)   <description>…</description>

(04)   <bindingTemplates>…</bindingTemplates>

(05)   <categoryBag>

(06)     <keyedReference

(07)        keyName="Policy Expression for example's Web services"

(08)        keyValue="uuid:04cfa…"

(09)        tModelKey="uuid:6c572fe2-a1d0-3da6-8e97-26fffa636cc3”/>
(10)   </categoryBag>

(11) </businessService>

policy expressionThe tModelKey of the keyedReference MUST match the fixed tModelKey from the local policy reference category system. The keyValue MUST be the tModelKey of the  that is registered with the UDDI registry.


policy expressionA different approach has to be taken to associate a  with a bindingTemplate, since bindingTemplates do not contain a categoryBag in UDDI Version 2. Therefore, the bindingTemplate's tModelInstanceInfo and instanceParms MUST be used as follows: 


(01) <bindingTemplate bindingKey="…" >

(02)   <accessPoint>…</accessPoint>

(03)   <tModelInstanceDetails>

(04)     <tModelInstanceInfo

(05)        tModelKey="uuid:6c572fe2-a1d0-3da6-8e97-26fffa636cc3”/>
(06)       <instanceDetails>

(07)         <instanceParms>uuid:04cfa…</instanceParms>

(08)       </instanceDetails>

(09)     </tModelInstanceInfo>

(10)   </tModelInstanceDetails>

(11) </bindingTemplate>

policy expressionThe tModelKey of the tModelInstanceInfo MUST match the fixed tModelKey from the local policy reference category system. The instanceParms MUST be the tModelKey of the  that is registered with the UDDI registry.


6.4 Registering Policies in UDDI Version 3

UDDI 3.0UDDI Version 3 [] provides a number of enhancements in the areas of modeling and entity keying. Special considerations for UDDI multi-version support are outlined in chapter 10 of [UDDI 3.0]. The changes with respect to the previous sections are as follows.


First, the tModelKeys of the pre-defined tModels are migrated to domain-based keys. The migration is unique since the Version 2 keys introduced in this specification are already programmatically derived from the Version 3 keys given below.

The tModelKey for the remote policy reference tModel changes from "uuid:52b30f7b-9672-30f5-884e-f951454f66fc" to "uddi:w3c.org:ws-policy:v1.5:attachment:remotepolicyreference ".

The tModelKey for the Web Services Policy Types tModel changes from "uuid:26ba003e-2101-3f48-b2f6-22c5ffe5ce85" to "uddi:w3c.org:ws-policy:v1.5:attachment:policytypes".

The tModelKey for the local policy reference tModel changes from "uuid:6c572fe2-a1d0-3da6-8e97-26fffa636cc3" to "uddi:w3c.org:ws-policy:v1.5:attachment:localpolicyreference ".

policy expressionSecond, rather than putting  references in a bindingTemplate's tModelInstanceInfo, they are added to the bindingTemplate's categoryBag, analogous to the mechanism described for other UDDI entities. For example, the example bindingTemplate from section 6.1 Calculating Effective Policy and Element Policy in UDDI would be changed as follows: 


(01) <bindingTemplate bindingKey="…" >

(02)   <accessPoint>…</accessPoint>

(03)   <tModelInstanceDetails>…</tModelInstanceDetails>

(04)   <categoryBag>

(05)     <keyedReference

(06)        keyName="Policy Expression for example's Web services"

(07)        keyValue="http://www.example.com/myservice/policy"

(08)        tModelKey="uddi:w3c.org:ws-policy:v1.5:attachment:remotepolicyreference"
(09)     />

(10)   </categoryBag>

(11) </bindingTemplate>

policy expressionThird, inquiries for reusable  tModels described in Section 6.3 Registering Reusable Policy Expressions and UDDI tModel entities that are associated with remote policy expression is enhanced by the wildcard mechanism for keyValues in keyedReferences. For example, searching for all policy expression tModels whose IRI starts with http://www.example.com/, the following find_tModel API call can be used: 


(01) <find_tModel 

        xmlns="urn:uddi-org:api_v3" >

(02)   <categoryBag>

(03)     <keyedReference

(04)        keyValue="http://www.example.com/"

(05)        tModelKey="uddi:w3c.org:ws-policy:v1.5:attachment:remotepolicyreference"
(06)     />

(07)   </categoryBag>

(08)   <findQualifiers>

(09)     <findQualifier>approximateMatch</findQualifier>

(10)   </findQualifiers>

(11) </find_tModel>

XML-SignatureFourth, all UDDI entities may be digitally signed using XML digital signatures []. Publishers who want to digitally sign their policy expression tModels or policy expression references in UDDI MUST use the Schema-centric canonicalization algorithm [SCC14N].


7. Security Considerations

policy attachmentsIt is RECOMMENDED that  be integrity protected to permit the detection of tampering. This can be done using a technology such as XML DSig [XML-Signature], SSL/TLS [IETF RFC 2246], or WS-Security 2004 [WS-Security 2004]. This also provides a mechanism for authenticating policy attachments by determining if the signer has the right to "speak for" the scope of the policy attachment.


policyPolicies SHOULD NOT be accepted unless they are signed and have an associated security token to specify the signer has the right to "speak for" the scope containing the .


Web Services Policy FrameworkA more complete discussion of security considerations can be found in the Security Considerations section of the Web Services Policy 1.5 - Framework document []. 


8. Conformance

8.1 External Policy Attachment Conformance

XML Schema StructuresAn element information item whose namespace name is "http://www.w3.org/ns/ws-policy" and whose local part is PolicyAttachment conforms to this specification if it is valid according to the XML Schema [] for that element as defined by this specification (http://www.w3.org/2007/02/ws-policy.xsd) and additionally adheres to all the constraints contained in Section 3.4 External Policy Attachment of this specification. Such a conformant element information item constitutes an external policy attachment. 


8.2 WSDL 1.1 Attachment Conformance

WSDL 1.1A WSDL 1.1 [] description conforms to this specification when it incorporates one or more element policies and additionally adheres to all the constraints contained in section 4. Attaching Policies Using WSDL 1.1 


8.3 WSDL 2.0 Attachment Conformance

WSDL 2.0 Core LanguageA WSDL 2.0 [] description conforms to this specification when it incorporates one or more element policies and additionally adheres to all the constraints contained in section 5. WS-Policy Attachment for WSDL 2.0 


A. References

A.1 Normative References

[BP 1.1] 

Basic Profile Version 1.1, K. Ballinger, et al, Editors. The Web Services-Interoperability Organization, 10 June 2006. This version of the Basic Profile Version 1.1 is http://www.ws-i.org/Profiles/BasicProfile-1.1-2006-04-10.html. The latest version of the Basic Profile Version 1.1 is available at http://www.ws-i.org/Profiles/BasicProfile-1.1.html 


[IETF RFC 3023]  

B. UDDI tModel Definitions

6. Attaching Policies Using UDDIThis section contains the UDDI tModel definitions for the canonical tModels used in Section . The tModelKeys shown in the tModel structure sections are valid UDDI Version 2 keys. When using UDDI Version 3, the corresponding derived UDDI Version 2 keys must be used.


B.1 Remote Policy Reference Category System

B.1.1 Design Goals

policyThis tModel is used to attach a  to a UDDI entity by referencing the policy's IRI.


B.1.2 tModel Definition

	Name:

	
http://www.w3.org/ns/ws-policy/remotepolicyreference

	Description:

	Category system used for UDDI entities to point to an external Web services policy attachment policy that describes their characteristics. See Web Services Policy 1.5 - Attachment specification for further details.


	UDDI Key (V3):

	
uddi:w3c.org:ws-policy:v1.5:attachment:remotepolicyreference


	UDDI V1,V2 format key:

	
uuid:52b30f7b-9672-30f5-884e-f951454f66fc

	Categorization:

	categorization


	Checked:

	No




B.1.3 tModel Structure

(01) <tModel tModelKey="uuid:52b30f7b-9672-30f5-884e-f951454f66fc" >

(02)   <name> http://www.w3.org/ns/ws-policy/remotepolicyreference </name>

(03)   <description xml:lang="EN">Category system used for UDDI entities to point to an external

(04)    Web Services Policy Attachment policy expression that describes their characteristics.

(05)    See Web Services Policy 1.5 - Attachment specification for further details.</description>

(06)   <categoryBag>

(07)     <keyedReference

(08)        keyName="uddi-org:types:categorization"

(09)        keyValue="categorization"

(10)        tModelKey="uuid:c1acf26d-9672-4404-9d70-39b756e62ab4" />

(11)   </categoryBag>

(12) </tModel>

B.2 Web Services Policy Types Category System

B.2.1 Design Goals

policy expressionsThis tModel is used to categorize tModels as representing . There is only one valid value, namely "policy", that indicates this very fact. It is RECOMMENDED that tModels categorized as representing policy expressions reference no more and no less than this very policy expression using the remote policy reference category system.


B.2.2 tModel Definition

	Name:

	
http://www.w3.org/ns/ws-policy/policytypes


	Description:

	policy expressionsWeb services policy types category system used for UDDI tModels to characterize them as Web services policy–based .



	UDDI Key (V3):

	
uddi:w3c.org:ws-policy:v1.5:attachment:policytypes


	UDDI V1,V2 format key:

	
uuid:26ba003e-2101-3f48-b2f6-22c5ffe5ce85

	Categorization:

	categorization


	Checked:

	No




B.2.3 tModel Structure

(01) <tModel tModelKey="uuid:26ba003e-2101-3f48-b2f6-22c5ffe5ce85" >

(02)   <name> http://www.w3.org/ns/ws-policy/policytypes</name>

(03)   <description xml:lang="EN">Web Services Policy Types category system used for UDDI tModels

(04)    to characterize them as Web Services Policy – based policy expressions.</description>

(05)   <categoryBag>

(06)     <keyedReference

(07)        keyName="uddi-org:types:categorization"

(08)        keyValue="categorization"

(09)        tModelKey="uuid:c1acf26d-9672-4404-9d70-39b756e62ab4" />

(10)   </categoryBag>

(11) </tModel>

B.3 Local Policy Reference Category System

B.3.1 Design Goals

policy expressionThis tModel is used to attach a  to a UDDI entity by referencing the UDDI entity that represents this policy expression. The local policy reference category system is based on tModelKeys. It is expected that referenced tModels are registered with the same UDDI registry and are categorized as representing policy expressions using the Web services policy types category system.


B.3.2 tModel Definition

	Name:

	
http://www.w3.org/ns/ws-policy/localpolicyreference


	Description:

	policy expressionCategory system used for UDDI entities to point to a Web services policy  tModel that describes their characteristics. See Web Services Policy 1.5 - Attachment specification for further details.



	UDDI Key (V3):

	
uddi:w3c.org:ws-policy:v1.5:attachment:localpolicyreference 


	UDDI V1,V2 format key:

	
uuid:6c572fe2-a1d0-3da6-8e97-26fffa636cc3

	Categorization:

	categorization


	Checked:

	Yes




B.3.3 tModel Structure

(01) <tModel tModelKey="uuid:6c572fe2-a1d0-3da6-8e97-26fffa636cc3" >

(02)   <name>http://schemas.xmlsoap.org/ws/2003/03/localpolicyreference</name>

(03)   <description xml:lang="en">Category system used for UDDI entities to point to a

(04)    Web Services Policy policy expression tModel that describes their characteristics.

(05)    See Web Services Policy 1.5 - Attachment specification for further details.</description>

(06)   <categoryBag>

(07)     <keyedReference

(08)        keyName="uddi-org:types:categorization"

(09)        keyValue="categorization"

(10)        tModelKey="uuid:c1acf26d-9672-4404-9d70-39b756e62aB4" />

(11)     <keyedReference

(12)        keyName="uddi-org:types:checked"

(13)        keyValue="checked"

(14)        tModelKey="uuid:c1acf26d-9672-4404-9d70-39b756e62aB4" />

(15)       <keyedReference

(16)        keyName="uddi-org:entityKeyValues"

(17)        keyValue="tModelKey"

(18)        tModelKey="uuid:916b87bf-0756-3919-8eae-97dfa325e5a4" />

(19)   </categoryBag>

(20) </tModel> 
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