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1. Introduction

This specification describes two scenarios and four test cases for WS-Policy and WS-PolicyAttachment. To ensure a shared understanding of the basic interoperability, this specification bundles Round 1 and 2 test cases.

This specification is intended to help implementers to write WS-Policy processors that comply with WS-Policy and WS-PolicyAttachment specifications, and interoperate with other WS-Policy processors that comply with WS-Policy and WS-PolicyAttachment specifications.

Interop scenarios have two participants: a requestor (R) and a service end point (S). S exposes the conditions on interaction between R and S using Policy Expressions attached to Policy Subjects that have WSDL descriptions. R uses one of the Policy Alternatives to interact with S.
There are two scenarios and two test cases for each of them:

· Transport Security Policy – related test cases are numbered Tx
· X509 Security Policy – related test cases are numbered Axx
The chosen interop scenarios exercise substantial parts of the Policy Framework and Policy Attachment for WSDL in the context of a security policy domain [WS-SecurityPolicy, WS-SecurityPolicyInterop Scenarios].
To ensure a shared understanding of the basic interoperability of the domain independent parts of the framework, 
· Appendix C – describes Round 1 test cases for testing policy normalize, merge and intersect operations and,

· Appendix E – describes Round 2 test cases for testing effective policy computations for policies attached to WSDL.
2. Notation

2.1 XML Namespaces

Table 1 lists XML namespaces that are used in this specification. The choice of any namespace prefix is arbitrary and not semantically significant.

Table 1: Prefixes and XML Namespaces used in this specification.

	Prefix
	XML Namespace
	Specification(s)

	s11
	http://schemas.xmlsoap.org/soap/envelope/
	[SOAP 1.1]

	s12
	http://www.w3.org/2003/05/soap-envelope
	[SOAP 1.2]

	wsa
	http://schemas.xmlsoap.org/ws/2004/08/addressing
	[WS-Addressing]

	wsdl
	http://schemas.xmlsoap.org/wsdl/
	[WSDL 1.1]

	wsdl20
	http://www.w3.org/2006/01/wsdl
	[WSDL 2.0 Core]

	wsoap
	http://www.w3.org/2006/01/wsdl/soap
	[WSDL 2.0 Adjuncts]

	wsoap12
	http://schemas.xmlsoap.org/wsdl/soap12/
	[WSDL 1.1, SOAP 1.2]

	wsp
	http://www.w3.org/ns/ws-policy

	[WS-Policy, WS-PolicyAttachment]

	sp
	http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200512
	[WS-SecurityPolicy]

	wsse
	http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd
	[WSS10]

	wsu
	http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd 
	[WSS10]

	x
	http://example.com/ws/2004/09/policy
	This specification


2.2 Notational Conventions

The keywords "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as described in RFC 2119 [RFC 2119].

3. Round 3 

3.1 Assumptions
· S exposes the conditions on interaction between R and S using Policy Expressions attached to Policy Subjects that have WSDL descriptions (WSDL 1.1 or 2.0).
· R has acquired these WSDL descriptions. How R got these WSDL descriptions is out of scope for the interop scenarios.
· S implements the two scenarios and six test cases in this specification.
· SOAP 1.2 is the messaging protocol for interactions between R and S.
· HTTP is the underlying transport protocol for interactions between R and S.
· S may be implemented as one or more endpoints. Each endpoint may implement one or more test cases.
· R has an X509 certificate for S. How R got this certificate is out of scope for the interop scenarios.
· R transmits a simple echo request and S responds with a simple echo response.
· For convenience, to get started with interop testing, S exposes a simple endpoint that does not use any of these security features.
3.2 Round 3 Scenario - Transport Security Policy
3.2.1 Description

This scenario illustrates the use of a transport binding security policy assertion [WS-SecurityPolicy]. S has defined two alternatives [Appendix B- Round3 WSDL]. R chooses one of the policy alternatives that contains transport security policy assertion, constructs a message and transmits to S. S receives the message, validates and transmits a response message. R receives the response message and validates that the response payload is the same as the original payload sent.
3.2.1.1 Test Case T1

Test case T1 uses no client certificate, includes a timestamp and uses no supporting user name token. The normal form of the Policy Expression MUST be equivalent to the normal form of Policy Expression 1; and, the Policy Expression is attached to WSDL Binding.
Policy Expression 1
<wsp:Policy wsu:Id="T1Endpoint" >

  <!-- Policy alternative T1 - Anonymous client -->

  <sp:TransportBinding>

    <wsp:Policy>

      <sp:TransportToken>
        <wsp:Policy>

          <sp:HttpsToken >

            <wsp:Policy />

          </sp:HttpsToken>

        </wsp:Policy>

      </sp:TransportToken>

      <sp:AlgorithmSuite>

        <wsp:Policy>

          <sp:Basic256Rsa15 />

        </wsp:Policy>

      </sp:AlgorithmSuite>

        <sp:Layout>

          <wsp:Policy>

            <sp:Lax />
          </wsp:Policy>

        </sp:Layout>

      <sp:IncludeTimestamp />

    </wsp:Policy>

  </sp:TransportBinding>

</wsp:Policy> 
3.2.1.2 Test Case T3

Test case T3 uses no client certificate, includes a timestamp and uses a supporting user name token. Please refer to Appendix A – below for user name tokens. The normal form of the Policy Expression MUST be equivalent to the normal form of Policy Expression 2; and, the Policy Expression is attached to WSDL Binding.
Policy Expression 2

<wsp:Policy wsu:Id="T3Endpoint" >

  <!-- Policy alternative T3 - Authenticated client with username/password token -->

  <sp:TransportBinding>

    <wsp:Policy>

      <sp:TransportToken>

        <wsp:Policy>

          <sp:HttpsToken >
            <wsp:Policy />

          </sp:HttpsToken>

        </wsp:Policy>

      </sp:TransportToken>

      <sp:AlgorithmSuite>

        <wsp:Policy>

          <sp:Basic256Rsa15 />

        </wsp:Policy>

      </sp:AlgorithmSuite>

        <sp:Layout>

          <wsp:Policy>

            <sp:Lax />

          </wsp:Policy>

        </sp:Layout>

      <sp:IncludeTimestamp />

    </wsp:Policy>
  </sp:TransportBinding>
  <sp:SignedSupportingTokens>

    <wsp:Policy>

      <sp:UsernameToken sp:IncludeToken="http://docs.oasis-open.org/ws-sx/ws-trust/200512/ws-securitypolicy/IncludeToken/AlwaysToRecipient" >

        <wsp:Policy>

          <sp:WssUsernameToken10 />

        </wsp:Policy>

      </sp:UsernameToken>

    </wsp:Policy>

  </sp:SignedSupportingTokens>

  <sp:Wss10>

    <wsp:Policy>

      <sp:MustSupportRefKeyIdentifier />

      <sp:MustSupportRefIssuerSerial />

    </wsp:Policy>

  </sp:Wss10>

</wsp:Policy> 
3.2.1.3 Sample Messages
The following is a sample request message for test case T1:
<s:Envelope xmlns:s=" http://www.w3.org/2003/05/soap-envelope " 

   xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">

  <s:Header>

    <o:Security s:mustUnderstand="1" xmlns:o="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">

      <u:Timestamp u:Id="_0">

        <u:Created>2006-01-19T02:49:53.914Z</u:Created>

        <u:Expires>2006-01-19T02:54:53.914Z</u:Expires>

      </u:Timestamp>

    </o:Security>

  </s:Header>

  <s:Body>

    <EchoRequest xmlns="http://example.org/ws/2004/09/policy/">Hello World! (T1)</EchoRequest>

  </s:Body>

</s:Envelope>

The following is a sample request message for test case T3:

<s:Envelope xmlns:s=" http://www.w3.org/2003/05/soap-envelope " 

   xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">

  <s:Header>

    <o:Security s:mustUnderstand="1" xmlns:o="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">

      <u:Timestamp u:Id="_0">

        <u:Created>2006-01-19T02:49:56.368Z</u:Created>

        <u:Expires>2006-01-19T02:54:56.368Z</u:Expires>

      </u:Timestamp>

      <o:UsernameToken>

        <o:Username>Alice</o:Username>

        <o:Password>ecilA</o:Password>

      </o:UsernameToken>

    </o:Security>

  </s:Header>

  <s:Body>

    <EchoResponse xmlns="http://example.org/ws/2004/09/policy/">Hello World! (T3)</EchoResponse>

  </s:Body>

</s:Envelope>
3.3 Round 3 Scenario - X509 Security Policy
3.3.1 Description

This scenario illustrates the use of an asymmetric binding security policy assertion. The AsymmetricBinding assertion as described in the Security Policy document, is intended to be used in scenarios in which message protection is provided by means defined in WSS: SOAP Message Security. 
This binding has two binding specific token properties; [Initiator Token] and [Recipient Token]. If the message pattern requires multiple messages, this binding defines that the [Initiator Token] is used for the message signature from initiator to the recipient, and for encryption from recipient to initiator. The [Recipient Token] is used for encryption from initiator to recipient, and for the message signature from recipient to initiator. In our test case here, we use X509 V3 tokens for both initiator and recipient. 

 R chooses one of the policy alternatives that contains an asymmetric security policy assertion, constructs a message and transmits to S. S receives the message, validates and transmits a response message. R receives the response message and validates that the response payload is the same as the original payload sent.
3.3.1.1 Test Case A11

Test case A11 illustrates an asymmetric binding with  X509 Version 3 tokens as specified in [WSS: X509 Certificate Token Profile 1.0] for mutual authentication and AES 256 XML encryption method, signing of headers and body has been specified, and it includes a timestamp.
There are two Policy Expressions:

(1) The normal form of the Policy Expression MUST be equivalent to the normal form of Policy Expression 3; and, the Policy Expression is attached to WSDL Binding.
Policy Expression 3
<wsp:Policy wsu:Id="A11Endpoint" >

  <!-- Asymmetric Policy A11 - X509 with mutual authentication and AES 256 -->

  <sp:AsymmetricBinding>

    <wsp:Policy>

      <sp:RecipientToken>

        <wsp:Policy>

          <sp:X509Token sp:IncludeToken="http://docs.oasis-open.org/ws-sx/ws-trust/200512/ws-securitypolicy/IncludeToken/Never" >

            <wsp:Policy>

              <sp:WssX509V3Token10 />

            </wsp:Policy>

          </sp:X509Token>

        </wsp:Policy>

      </sp:RecipientToken>

      <sp:InitiatorToken>

        <wsp:Policy>

          <sp:X509Token sp:IncludeToken="http://docs.oasis-open.org/ws-sx/ws-trust/200512/ws-securitypolicy/IncludeToken/AlwaysToRecipient" >

            <wsp:Policy>

              <sp:WssX509V3Token10 />

            </wsp:Policy>

          </sp:X509Token>

        </wsp:Policy>

      </sp:InitiatorToken>

      <sp:AlgorithmSuite>

        <wsp:Policy>

          <sp:Basic256Rsa15 />

        </wsp:Policy>

      </sp:AlgorithmSuite>

      <sp:Layout>

        <wsp:Policy>

          <sp:Lax />

        </wsp:Policy>

      </sp:Layout>

      <sp:IncludeTimestamp />

      <sp:OnlySignEntireHeadersAndBody />

    </wsp:Policy>

  </sp:AsymmetricBinding>
  <sp:Wss10>

    <wsp:Policy>

      <sp:MustSupportRefKeyIdentifier />

      <sp:MustSupportRefIssuerSerial />

    </wsp:Policy>

  </sp:Wss10>

</wsp:Policy>

(2) The normal form of the Policy Expression MUST be equivalent to the normal form of Policy Expression 4; and, the Policy Expression is attached to WSDL Message Policy Subjects – input and output.
Policy Expression 4
<wsp:Policy wsu:Id="AMessage" >

  <wsp:ExactlyOne>

    <wsp:All>

      <sp:SignedParts>

        <sp:Body />

      </sp:SignedParts>

      <sp:EncryptedParts>

        <sp:Body />

      </sp:EncryptedParts>

    </wsp:All>

  </wsp:ExactlyOne>

</wsp:Policy>

3.3.1.2 Test Case A12

Test case A11 uses X509 Version 3 token as specified in [WSS: X509 Certificate Token Profile 1.0] is the same as A11 but with TRIPLEDES specified as the algorithm. .

There are two Policy Expressions:

(1) The normal form of the Policy Expression MUST be equivalent to the normal form of Policy Expression 5; and the Policy Expression is attached to WSDL Binding,
Policy Expression 5
<wsp:Policy wsu:Id="A12Endpoint" >

  <!-- Asymmetric Policy A12 - X509 with mutual authentication and 3DES -->

  <sp:AsymmetricBinding>

    <wsp:Policy>

      <sp:RecipientToken>

        <wsp:Policy>

          <sp:X509Token sp:IncludeToken="http://docs.oasis-open.org/ws-sx/ws-trust/200512/ws-securitypolicy/IncludeToken/Never" >

            <wsp:Policy>

              <sp:WssX509V3Token10 />

            </wsp:Policy>

          </sp:X509Token>

        </wsp:Policy>

      </sp:RecipientToken>

      <sp:InitiatorToken>

        <wsp:Policy>

          <sp:X509Token sp:IncludeToken="http://docs.oasis-open.org/ws-sx/ws-trust/200512/ws-securitypolicy/IncludeToken/AlwaysToRecipient" >                    

            <wsp:Policy>

              <sp:WssX509V3Token10 />

            </wsp:Policy>

          </sp:X509Token>

        </wsp:Policy>

      </sp:InitiatorToken>

      <sp:AlgorithmSuite>

        <wsp:Policy>

          <sp:TripleDesRsa15 />

        </wsp:Policy>

      </sp:AlgorithmSuite>

      <sp:Layout>

        <wsp:Policy>

          <sp:Lax />

        </wsp:Policy>

      </sp:Layout>

      <sp:IncludeTimestamp />

      <sp:OnlySignEntireHeadersAndBody />

    </wsp:Policy>

  </sp:AsymmetricBinding>

  <sp:Wss10>

    <wsp:Policy>

      <sp:MustSupportRefKeyIdentifier />

      <sp:MustSupportRefIssuerSerial />

    </wsp:Policy>

  </sp:Wss10>

</wsp:Policy>

(2) The normal form of the Policy Expression MUST be equivalent to the normal form of Policy Expression 4; and, the Policy Expression is attached to WSDL Message Policy Subjects – input and output.
3.3.1.3 Sample Message
The following is a sample request message for test case A11:
<s:Envelope xmlns:s=" http://www.w3.org/2003/05/soap-envelope " xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">

  <s:Header>

    <o:Security s:mustUnderstand="1" xmlns:o="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">

      <u:Timestamp u:Id="uuid-328a1cc5-304d-4c6d-a3e0-d5379e6747f8-1">

        <u:Created>2006-01-18T17:51:33.412Z</u:Created>

        <u:Expires>2006-01-18T17:56:33.412Z</u:Expires>

      </u:Timestamp>

      <o:BinarySecurityToken u:Id="uuid-a2a99bec-5688-468d-85df-37f1350039a6-1" ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3" EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"></o:BinarySecurityToken>

      <e:EncryptedKey Id="_0" xmlns:e="http://www.w3.org/2001/04/xmlenc#">

        <e:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-1_5"/>

        <KeyInfo xmlns="http://www.w3.org/2000/09/xmldsig#">

          <o:SecurityTokenReference>

            <o:KeyIdentifier ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509SubjectKeyIdentifier" EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary">Xeg55vRyK3ZhAEhEf+YT0z986L0=</o:KeyIdentifier>

          </o:SecurityTokenReference>

        </KeyInfo>

        <e:CipherData>

          <e:CipherValue>aS6obCAnGkz+u/AXUCsiFjpTxcb10HvAHsPoLaJJgDKeCLs4/g4B1SsukLPTnfR1A5TVUWyqf78Bv9cR4qfL5Wj5lOfkLZ9rr+KIADclpocy1AktWHboaJ1B+m4yi6CaoJkE8yZAFIy+e9hJuSzeXQ3/53uekMrmLSRl8zYpBuo=</e:CipherValue>

        </e:CipherData>

        <e:ReferenceList>

          <e:DataReference URI="#_2"/>

        </e:ReferenceList>

      </e:EncryptedKey>

      <Signature xmlns="http://www.w3.org/2000/09/xmldsig#">

        <SignedInfo>

          <CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

          <SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1"/>

          <Reference URI="#_1">

            <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

            <DigestValue>azfCbpY2wRg78KLYSnD/mjzCMCM=</DigestValue>

          </Reference>

          <Reference URI="#uuid-328a1cc5-304d-4c6d-a3e0-d5379e6747f8-1">

            <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

            <DigestValue>j4hXJ8mcQaWZVEkP4gzOHPlPQMs=</DigestValue>

          </Reference>

        </SignedInfo>

        <SignatureValue>ladw8G5ToSccwF2Na/3fN77sy7INO4KJqoO5EmhX769iCDiqt4hp/fLkFSY31POLu+NqSDxpgtr4bxvLyuo9k77RtppH5IIlxa+NOLZcBV8+9bmKw76ntpquTDPRnpBFu7KIueEvzU7YgE9cXQeb27+T4C4eYDH6bUTnmX02Bck=</SignatureValue>

        <KeyInfo>

          <o:SecurityTokenReference>

            <o:Reference ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3" URI="#uuid-a2a99bec-5688-468d-85df-37f1350039a6-1"/>

          </o:SecurityTokenReference>

        </KeyInfo>

      </Signature>

    </o:Security>

  </s:Header>

  <s:Body u:Id="_1" xmlns:s="http://schemas.xmlsoap.org/soap/envelope/" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">

    <e:EncryptedData Id="_2" Type="http://www.w3.org/2001/04/xmlenc#Content" xmlns:e="http://www.w3.org/2001/04/xmlenc#">

      <e:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#aes256-cbc"/>

      <e:CipherData>

        <e:CipherValue>QzaE+MUuGKDE/bZJ3zXh+kO4vLbG5oNBeWL+xOJ34R+ldoWhsf3NypOubCsBYDPTeOb8cKJjQcE/vYDq8E0xaQXz7cWp1B14j3e7Mhf8hsqBItYrxb4PSFrHU1my5WwUUABS/LOaWnjps50N92tsYx9as8Cmvdx1fR9VIAvqpNo=</e:CipherValue>

      </e:CipherData>

    </e:EncryptedData>

  </s:Body>

</s:Envelope>
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Appendix A – Username and Password List
	Username
	Password
	E-mail Address

	Alice
	ecilA
	alice@fabrikam.com

	Bob
	boB
	bob@fabrikam.com

	Charlie
	eilrahC
	charlie@fabrikam.com

	Dawn
	nwaD
	dawn@fabrikam.com

	Evan
	navE
	evan@fabrikam.com


Appendix B – WSDL for Round 3 Scenarios
A non-normative copy of the WSDL description is listed below for convenience.

<?xml version="1.0" encoding="utf-8"?>

<wsdl:definitions 


targetNamespace="http://example.com/ws/2004/09/policy"


xmlns:tns="http://example.com/ws/2004/09/policy"


xmlns:sp="http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200512"


xmlns:xs="http://www.w3.org/2001/XMLSchema"


xmlns:wsa="http://schemas.xmlsoap.org/ws/2004/08/addressing"


xmlns:wsoap12="http://schemas.xmlsoap.org/wsdl/soap12/"

xmlns:wsp="http://www.w3.org/ns/ws-policy"


xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/"


xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" >

  <wsp:Policy wsu:Id="T1Endpoint" >

    <!-- Policy alternative T1 - Anonymous client -->

    <sp:TransportBinding>

      <wsp:Policy>

        <sp:TransportToken>

          <wsp:Policy>

            <sp:HttpsToken >

              <wsp:Policy />

            </sp:HttpsToken>

          </wsp:Policy>

        </sp:TransportToken>

        <sp:AlgorithmSuite>

          <wsp:Policy>

            <sp:Basic256Rsa15 />

          </wsp:Policy>

        </sp:AlgorithmSuite>

        <sp:Layout>

          <wsp:Policy>

            <sp:Lax />

          </wsp:Policy>

        </sp:Layout>

        <sp:IncludeTimestamp />

      </wsp:Policy>

    </sp:TransportBinding>

  </wsp:Policy>

  <wsp:Policy wsu:Id="T3Endpoint" >

    <!-- Policy alternative T3 - Authenticated client with username/password token -->

    <sp:TransportBinding>

      <wsp:Policy>

        <sp:TransportToken>

          <wsp:Policy>

            <sp:HttpsToken >

              <wsp:Policy />

            </sp:HttpsToken>

          </wsp:Policy>

        </sp:TransportToken>

        <sp:AlgorithmSuite>

          <wsp:Policy>

            <sp:Basic256Rsa15 />

          </wsp:Policy>

        </sp:AlgorithmSuite>

        <sp:Layout>

          <wsp:Policy>

            <sp:Lax />

          </wsp:Policy>

        </sp:Layout>

        <sp:IncludeTimestamp />

      </wsp:Policy>

    </sp:TransportBinding>
    <sp:SignedSupportingTokens>

      <wsp:Policy>

        <sp:UsernameToken sp:IncludeToken="http://docs.oasis-open.org/ws-sx/ws-trust/200512/ws-securitypolicy/IncludeToken/AlwaysToRecipient" >

        <wsp:Policy>

           <sp:WssUsernameToken10 />

          </wsp:Policy>

        </sp:UsernameToken>

      </wsp:Policy>

    </sp:SignedSupportingTokens>

    <sp:Wss10>

      <wsp:Policy>

        <sp:MustSupportRefKeyIdentifier />

        <sp:MustSupportRefIssuerSerial />

      </wsp:Policy>

    </sp:Wss10>

  </wsp:Policy>

  <wsp:Policy wsu:Id="A11Endpoint" >

    <!-- Asymmetric Policy A11 - X509 with mutual authentication and AES 256 -->

    <sp:AsymmetricBinding>

      <wsp:Policy>

        <sp:RecipientToken>

          <wsp:Policy>

            <sp:X509Token sp:IncludeToken="http://docs.oasis-open.org/ws-sx/ws-trust/200512/ws-securitypolicy/IncludeToken/Never" >

              <wsp:Policy>

                <sp:WssX509V3Token10 />

              </wsp:Policy>

            </sp:X509Token>

          </wsp:Policy>

        </sp:RecipientToken>

        <sp:InitiatorToken>

          <wsp:Policy>

            <sp:X509Token sp:IncludeToken="http://docs.oasis-open.org/ws-sx/ws-trust/200512/ws-securitypolicy/IncludeToken/AlwaysToRecipient" >

              <wsp:Policy>

                <sp:WssX509V3Token10 />

              </wsp:Policy>

            </sp:X509Token>

          </wsp:Policy>

        </sp:InitiatorToken>

        <sp:AlgorithmSuite>

          <wsp:Policy>

            <sp:Basic256Rsa15 />

          </wsp:Policy>

        </sp:AlgorithmSuite>

        <sp:Layout>

          <wsp:Policy>

            <sp:Lax />

          </wsp:Policy>

        </sp:Layout>

        <sp:IncludeTimestamp />

        <sp:OnlySignEntireHeadersAndBody />

      </wsp:Policy>

    </sp:AsymmetricBinding>

    <sp:Wss10>

      <wsp:Policy>

        <sp:MustSupportRefKeyIdentifier />

        <sp:MustSupportRefIssuerSerial />

      </wsp:Policy>

    </sp:Wss10>

  </wsp:Policy>

  <wsp:Policy wsu:Id="A12Endpoint" >

    <!-- Asymmetric Policy A12 - X509 with mutual authentication and 3DES -->

    <sp:AsymmetricBinding>

      <wsp:Policy>

        <sp:RecipientToken>

          <wsp:Policy>

            <sp:X509Token sp:IncludeToken="http://docs.oasis-open.org/ws-sx/ws-trust/200512/ws-securitypolicy/IncludeToken/Never" >

              <wsp:Policy>

                <sp:WssX509V3Token10 />

              </wsp:Policy>

            </sp:X509Token>

          </wsp:Policy>

        </sp:RecipientToken>

        <sp:InitiatorToken>

          <wsp:Policy>

            <sp:X509Token sp:IncludeToken="http://docs.oasis-open.org/ws-sx/ws-trust/200512/ws-securitypolicy/IncludeToken/AlwaysToRecipient" >

              <wsp:Policy>

                <sp:WssX509V3Token10 />

              </wsp:Policy>

            </sp:X509Token>

          </wsp:Policy>

        </sp:InitiatorToken>

        <sp:AlgorithmSuite>

          <wsp:Policy>

            <sp:TripleDesRsa15 />

          </wsp:Policy>

        </sp:AlgorithmSuite>

        <sp:Layout>

          <wsp:Policy>

            <sp:Lax />

          </wsp:Policy>

        </sp:Layout>

        <sp:IncludeTimestamp />

        <sp:OnlySignEntireHeadersAndBody />

      </wsp:Policy>

    </sp:AsymmetricBinding>

    <sp:Wss10>

      <wsp:Policy>

        <sp:MustSupportRefKeyIdentifier />

        <sp:MustSupportRefIssuerSerial />

      </wsp:Policy>

    </sp:Wss10>

  </wsp:Policy>

  <wsp:Policy wsu:Id="AMessage" >

    <sp:SignedParts>

      <sp:Body />

    </sp:SignedParts>

    <sp:EncryptedParts>

      <sp:Body />

    </sp:EncryptedParts>

  </wsp:Policy>

  <wsdl:types>

    <xs:schema 


targetNamespace="http://example.com/ws/2004/09/policy"



blockDefault="#all"



elementFormDefault="qualified" >

      <xs:element name="EchoRequest" type="xs:string" />

      <xs:element name="EchoResponse" type="xs:string" />

    </xs:schema>

  </wsdl:types>

  <wsdl:message name="EchoInMessage" >

    <wsdl:part name="Body" element="tns:EchoRequest" />

  </wsdl:message>

  <wsdl:message name="EchoOutMessage" >

    <wsdl:part name="Body" element="tns:EchoResponse" />

  </wsdl:message>

  <wsdl:portType name="Test" >

    <wsdl:operation name="Echo" >

      <wsdl:input message="tns:EchoInMessage" wsa:Action="http://example.com/ws/2004/09/policy/Test/EchoRequest" />

      <wsdl:output message="tns:EchoOutMessage" wsa:Action="http://example.com/ws/2004/09/policy/Test/EchoResponse" />

    </wsdl:operation>

  </wsdl:portType>

  <wsdl:binding name="NoSecurityBinding" type="tns:Test" >

    <wsoap12:binding style="document" transport="http://schemas.xmlsoap.org/soap/http" />

    <wsdl:operation name="Echo" >

      <wsoap12:operation soapAction="http://example.com/ws/2004/09/policy/Test/EchoRequest" />

      <wsdl:input>

        <wsoap12:body use="literal" />

      </wsdl:input>

      <wsdl:output>

        <wsoap12:body use="literal" />

      </wsdl:output>

    </wsdl:operation>

  </wsdl:binding>

  <wsdl:binding name="T1Binding" type="tns:Test" >

    <wsoap12:binding style="document" transport="http://schemas.xmlsoap.org/soap/http" />

    <wsp:PolicyReference URI="#T1Endpoint" wsdl:required="true" />

    <wsdl:operation name="Echo" >

      <wsoap12:operation soapAction="http://example.com/ws/2004/09/policy/Test/EchoRequest" />

      <wsdl:input>

        <wsoap12:body use="literal" />

      </wsdl:input>

      <wsdl:output>

        <wsoap12:body use="literal" />

      </wsdl:output>

    </wsdl:operation>

  </wsdl:binding>

  <wsdl:binding name="T3Binding" type="tns:Test" >

    <wsoap12:binding style="document" transport="http://schemas.xmlsoap.org/soap/http" />

    <wsp:PolicyReference URI="#T3Endpoint" wsdl:required="true" />

    <wsdl:operation name="Echo" >

      <wsoap12:operation soapAction="http://example.com/ws/2004/09/policy/Test/EchoRequest" />

      <wsdl:input>

        <wsoap12:body use="literal" />

      </wsdl:input>

      <wsdl:output>

        <wsoap12:body use="literal" />

      </wsdl:output>

    </wsdl:operation>

  </wsdl:binding>

    <wsdl:binding name="A11Binding" type="tns:Test" >

    <wsoap12:binding style="document" transport="http://schemas.xmlsoap.org/soap/http" />

    <wsp:PolicyReference URI="#A11Endpoint" wsdl:required="true" />

    <wsdl:operation name="Echo" >

      <wsoap12:operation soapAction="http://example.com/ws/2004/09/policy/Test/EchoRequest" />

      <wsdl:input>

        <wsoap12:body use="literal" />

        <wsp:PolicyReference URI="#AMessage" wsdl:required="true" />

      </wsdl:input>

      <wsdl:output>

        <wsoap12:body use="literal" />

        <wsp:PolicyReference URI="#AMessage" wsdl:required="true" />

      </wsdl:output>

    </wsdl:operation>

  </wsdl:binding>

  <wsdl:binding name="A12Binding" type="tns:Test" >

    <wsoap12:binding style="document" transport="http://schemas.xmlsoap.org/soap/http" />

    <wsp:PolicyReference URI="#A12Endpoint" wsdl:required="true" />

    <wsdl:operation name="Echo" >

      <wsoap12:operation soapAction="http://example.com/ws/2004/09/policy/Test/EchoRequest" />

      <wsdl:input>

        <wsoap12:body use="literal" />

        <wsp:PolicyReference URI="#AMessage" wsdl:required="true" />

      </wsdl:input>

      <wsdl:output>

        <wsoap12:body use="literal" />

        <wsp:PolicyReference URI="#AMessage" wsdl:required="true" />

      </wsdl:output>

    </wsdl:operation>

  </wsdl:binding>

  <wsdl:service name="Test" >

    <wsdl:port name="NoSecurityPort" binding="tns:NoSecurityBinding" >

      <wsoap12:address location="TBD" />

    </wsdl:port>

    <wsdl:port name="T1Port" binding="tns:T1Binding" >

      <wsoap12:address location="TBD" />

    </wsdl:port>

    <wsdl:port name="T3Port" binding="tns:T3Binding" >

      <wsoap12:address location="TBD" />

    </wsdl:port>

    <wsdl:port name="A11Port" binding="tns:A11Binding" >

      <wsoap12:address location="TBD" />

    </wsdl:port>

    <wsdl:port name="A12Port" binding="tns:A12Binding" >

      <wsoap12:address location="TBD" />

    </wsdl:port>

  </wsdl:service>

</wsdl:definitions>
A non-normative copy of WSDL 2.0 description is listed below for your convenience.

<?xml version="1.0" encoding="UTF-8"?>

<wsdl20:description targetNamespace="http://example.com/ws/2004/09/policy"

    xmlns:tns="http://example.com/ws/2004/09/policy" xmlns:xs="http://www.w3.org/2001/XMLSchema"

    xmlns:wsdl20="http://www.w3.org/2006/01/wsdl" xmlns:wsoap="http://www.w3.org/2006/01/wsdl/soap"

    xmlns:wsp="http://www.w3.org/ns/ws-policy"

    xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"

    xmlns:sp="http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200512"

    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

    xsi:schemaLocation="http://www.w3.org/2001/XMLSchema http://www.w3.org/2001/XMLSchema.xsd

    http://www.w3.org/2006/01/wsdl http://www.w3.org/2006/03/wsdl/wsdl20.xsd

    http://www.w3.org/2006/01/wsdl/soap http://www.w3.org/2006/03/wsdl/soap.xsd

    http://www.w3.org/ns/ws-policy http://www.w3.org/2002/ws/policy/ns/ws-policy">

    <wsp:Policy wsu:Id="T1Endpoint">

        <!-- Policy alternative T1 - Anonymous client -->

        <sp:TransportBinding>

            <wsp:Policy>

                <sp:TransportToken>

                    <wsp:Policy>

                        <sp:HttpsToken>

                            <wsp:Policy />

                        </sp:HttpsToken>

                    </wsp:Policy>

                </sp:TransportToken>

                <sp:AlgorithmSuite>

                    <wsp:Policy>

                        <sp:Basic256Rsa15/>

                    </wsp:Policy>

                </sp:AlgorithmSuite>

                <sp:Layout>

                    <wsp:Policy>

                        <sp:Lax/>

                    </wsp:Policy>

                </sp:Layout>

                <sp:IncludeTimestamp/>

            </wsp:Policy>

        </sp:TransportBinding>

    </wsp:Policy>

    <wsp:Policy wsu:Id="T3Endpoint">

        <!-- Policy alternative T3 - Authenticated client with username/password token -->

        <sp:TransportBinding>

            <wsp:Policy>

                <sp:TransportToken>

                    <wsp:Policy>

                        <sp:HttpsToken>

                            <wsp:Policy />

                        </sp:HttpsToken>

                    </wsp:Policy>

                </sp:TransportToken>

                <sp:AlgorithmSuite>

                    <wsp:Policy>

                        <sp:Basic256Rsa15/>

                    </wsp:Policy>

                </sp:AlgorithmSuite>

                <sp:Layout>

                    <wsp:Policy>

                        <sp:Lax/>

                    </wsp:Policy>

                </sp:Layout>

                <sp:IncludeTimestamp/>

            </wsp:Policy>

        </sp:TransportBinding>

        <sp:SignedSupportingTokens>

            <wsp:Policy>

                <sp:UsernameToken

                    sp:IncludeToken="http://docs.oasis-open.org/ws-sx/ws-trust/200512/ws-securitypolicy/IncludeToken/AlwaysToRecipient">

                    <wsp:Policy>

                        <sp:WssUsernameToken10/>

                    </wsp:Policy>

                </sp:UsernameToken>

            </wsp:Policy>

        </sp:SignedSupportingTokens>

        <sp:Wss10>

            <wsp:Policy>

                <sp:MustSupportRefKeyIdentifier/>

                <sp:MustSupportRefIssuerSerial/>

            </wsp:Policy>

        </sp:Wss10>

    </wsp:Policy>

    <wsp:Policy wsu:Id="A11Endpoint">

        <!-- Asymmetric Policy A11 - X509 with mutual authentication and AES 256 -->

        <sp:AsymmetricBinding>

            <wsp:Policy>

                <sp:RecipientToken>

                    <wsp:Policy>

                        <sp:X509Token

                            sp:IncludeToken="http://docs.oasis-open.org/ws-sx/ws-trust/200512/ws-securitypolicy/IncludeToken/Never">

                            <wsp:Policy>

                                <sp:WssX509V3Token10/>

                            </wsp:Policy>

                        </sp:X509Token>

                    </wsp:Policy>

                </sp:RecipientToken>

                <sp:InitiatorToken>

                    <wsp:Policy>

                        <sp:X509Token

                            sp:IncludeToken="http://docs.oasis-open.org/ws-sx/ws-trust/200512/ws-securitypolicy/IncludeToken/AlwaysToRecipient">

                            <wsp:Policy>

                                <sp:WssX509V3Token10/>

                            </wsp:Policy>

                        </sp:X509Token>

                    </wsp:Policy>

                </sp:InitiatorToken>

                <sp:AlgorithmSuite>

                    <wsp:Policy>

                        <sp:Basic256Rsa15/>

                    </wsp:Policy>

                </sp:AlgorithmSuite>

                <sp:Layout>

                    <wsp:Policy>

                        <sp:Lax/>

                    </wsp:Policy>

                </sp:Layout>

                <sp:IncludeTimestamp/>

                <sp:OnlySignEntireHeadersAndBody/>

            </wsp:Policy>

        </sp:AsymmetricBinding>

        <sp:Wss10>

            <wsp:Policy>

                <sp:MustSupportRefKeyIdentifier/>

                <sp:MustSupportRefIssuerSerial/>

            </wsp:Policy>

        </sp:Wss10>

    </wsp:Policy>

    <wsp:Policy wsu:Id="A12Endpoint">

        <!-- Asymmetric Policy A12 - X509 with mutual authentication and 3DES -->

        <sp:AsymmetricBinding>

            <wsp:Policy>

                <sp:RecipientToken>

                    <wsp:Policy>

                        <sp:X509Token

                            sp:IncludeToken="http://docs.oasis-open.org/ws-sx/ws-trust/200512/ws-securitypolicy/IncludeToken/Never">

                            <wsp:Policy>

                                <sp:WssX509V3Token10/>

                            </wsp:Policy>

                        </sp:X509Token>

                    </wsp:Policy>

                </sp:RecipientToken>

                <sp:InitiatorToken>

                    <wsp:Policy>

                        <sp:X509Token

                            sp:IncludeToken="http://docs.oasis-open.org/ws-sx/ws-trust/200512/ws-securitypolicy/AlwaysToRecipient">

                            <wsp:Policy>

                                <sp:WssX509V3Token10/>

                            </wsp:Policy>

                        </sp:X509Token>

                    </wsp:Policy>

                </sp:InitiatorToken>

                <sp:AlgorithmSuite>

                    <wsp:Policy>

                        <sp:TripleDesRsa15/>

                    </wsp:Policy>

                </sp:AlgorithmSuite>

                <sp:Layout>

                    <wsp:Policy>

                        <sp:Lax/>

                    </wsp:Policy>

                </sp:Layout>

                <sp:IncludeTimestamp/>

                <sp:OnlySignEntireHeadersAndBody/>

            </wsp:Policy>

        </sp:AsymmetricBinding>

        <sp:Wss10>

            <wsp:Policy>

                <sp:MustSupportRefKeyIdentifier/>

                <sp:MustSupportRefIssuerSerial/>

            </wsp:Policy>

        </sp:Wss10>

    </wsp:Policy>

    <wsp:Policy wsu:Id="AMessage">

        <sp:SignedParts>

            <sp:Body/>

        </sp:SignedParts>

        <sp:EncryptedParts>

            <sp:Body/>

        </sp:EncryptedParts>

    </wsp:Policy>

    <wsdl20:types>

        <xs:schema targetNamespace="http://example.com/ws/2004/09/policy" blockDefault="#all"

            elementFormDefault="qualified">

            <xs:element name="EchoRequest" type="xs:string"/>

            <xs:element name="EchoResponse" type="xs:string"/>

        </xs:schema>

    </wsdl20:types>

    <wsdl20:interface name="Test">

        <wsdl20:operation name="Echo" pattern="http://www.w3.org/2006/01/wsdl/in-out">

            <wsdl20:input element="tns:EchoRequest" />

            <wsdl20:output element="tns:EchoResponse" />

        </wsdl20:operation>

    </wsdl20:interface>

    <wsdl20:binding name="NoSecurityBinding" interface="tns:Test"

        type="http://www.w3.org/2006/01/wsdl/soap"

        wsoap:protocol="http://www.w3.org/2003/05/soap/bindings/HTTP/">

        <wsdl20:operation ref="tns:Echo" wsoap:action="http://example.com/ws/2004/09/policy/Test/EchoRequest">

            <wsdl20:input> </wsdl20:input>

            <wsdl20:output> </wsdl20:output>

        </wsdl20:operation>

    </wsdl20:binding>

    <wsdl20:binding name="T1Binding" interface="tns:Test" type="http://www.w3.org/2006/01/wsdl/soap"

        wsoap:protocol="http://www.w3.org/2003/05/soap/bindings/HTTP/">

        <wsp:PolicyReference URI="#T1Endpoint" wsdl20:required="true"/>

        <wsdl20:operation ref="tns:Echo" wsoap:action="http://example.com/ws/2004/09/policy/Test/EchoRequest">

            <wsdl20:input> </wsdl20:input>

            <wsdl20:output> </wsdl20:output>

        </wsdl20:operation>

    </wsdl20:binding>

    <wsdl20:binding name="T3Binding" interface="tns:Test" type="http://www.w3.org/2006/01/wsdl/soap"

        wsoap:protocol="http://www.w3.org/2003/05/soap/bindings/HTTP/">

        <wsp:PolicyReference URI="#T3Endpoint" wsdl20:required="true"/>

        <wsdl20:operation ref="tns:Echo" wsoap:action="http://example.com/ws/2004/09/policy/Test/EchoRequest">

            <wsdl20:input> </wsdl20:input>

            <wsdl20:output> </wsdl20:output>

        </wsdl20:operation>

    </wsdl20:binding>

    <wsdl20:binding name="A11Binding" interface="tns:Test"

        type="http://www.w3.org/2006/01/wsdl/soap"

        wsoap:protocol="http://www.w3.org/2003/05/soap/bindings/HTTP/">

        <wsp:PolicyReference URI="#A11Endpoint" wsdl20:required="true"/>

        <wsdl20:operation ref="tns:Echo" wsoap:action="http://example.com/ws/2004/09/policy/Test/EchoRequest">

            <wsdl20:input>

                <wsp:PolicyReference URI="#AMessage" wsdl20:required="true"/>

            </wsdl20:input>

            <wsdl20:output>

                <wsp:PolicyReference URI="#AMessage" wsdl20:required="true"/>

            </wsdl20:output>

        </wsdl20:operation>

    </wsdl20:binding>

    <wsdl20:binding name="A12Binding" interface="tns:Test"

        type="http://www.w3.org/2006/01/wsdl/soap"

        wsoap:protocol="http://www.w3.org/2003/05/soap/bindings/HTTP/">

        <wsp:PolicyReference URI="#A12Endpoint" wsdl20:required="true"/>

        <wsdl20:operation ref="tns:Echo" wsoap:action="http://example.com/ws/2004/09/policy/Test/EchoRequest">

            <wsdl20:input>

                <wsp:PolicyReference URI="#AMessage" wsdl20:required="true"/>

            </wsdl20:input>

            <wsdl20:output>

                <wsp:PolicyReference URI="#AMessage" wsdl20:required="true"/>

            </wsdl20:output>

        </wsdl20:operation>

    </wsdl20:binding>

    <wsdl20:service name="Test" interface="tns:Test">

        <wsdl20:endpoint name="NoSecurityPort" binding="tns:NoSecurityBinding" address="TBD"> </wsdl20:endpoint>

        <wsdl20:endpoint name="T1Port" binding="tns:T1Binding" address="TBD"> </wsdl20:endpoint>

        <wsdl20:endpoint name="T3Port" binding="tns:T3Binding" address="TBD"> </wsdl20:endpoint>

        <wsdl20:endpoint name="A11Port" binding="tns:A11Binding" address="TBD"> </wsdl20:endpoint>

        <wsdl20:endpoint name="A12Port" binding="tns:A12Binding" address="TBD"> </wsdl20:endpoint>

    </wsdl20:service>

</wsdl20:description>

Appendix C – Round 1  Unit Test Cases for Normalize, Merge and Intersect

Although this specification focuses on two WS-Security Policy Interop Scenarios, to ensure a shared understanding of the basic interoperability, this section describes Round 1 test cases for testing policy normalize, merge and intersect operations.

Input and expected output data for Round 1 test cases are bundled with this specification. These are WS-Policy unit test cases. These are not interop test cases. Implementers may wrap these tests as JUnit / NUnit / VSTS implementations, Web service endpoints, command line executables, user interface code, etc. This section describes Round 1 test cases using a simple Web service endpoint wrapper. Appendix D provides a WSDL 1.1 description for the Web service endpoint wrapper.
This section describes the sequence of messages for testing policy operations: normalize, merge and intersect. Base test cases and expected results are bundled with this specification.

Assumptions

· S exposes normalize, merge and intersect as web service operations. Appendix D – contains the WSDL for these operations.

· SOAP 1.2 is the messaging protocol for interactions between R and S.
· HTTP is the underlying transport protocol for interactions between R and S.

· R transmits one or more policy expressions and S responds with a policy expression in normal form.
Normalize

The normalize web service operation accepts a single policy expression and returns a single policy expression in normal form.

SOAP Action Feature URI for this operation is,

http://example.com/ws/2004/09/policy/Normalize/Request
The following describes a request message to normalize operation,

<?xml version="1.0" encoding="utf-8"?>

<s12:Envelope

    xmlns:s12="http://www.w3.org/2003/05/soap-envelope"

    xmlns:wsp=”http://www.w3.org/ns/ws-policy”

    xmlns:x=>

  <s12:Body>

    <wsp:Policy> ... </wsp:Policy>

  </s12:Body>

</s12:Envelope>

The following describes a response message from normalize operation,

<?xml version="1.0" encoding="utf-8"?>

<s12:Envelope

    xmlns:s12="http://www.w3.org/2003/05/soap-envelope"

    xmlns:wsp="http://www.w3.org/ns/ws-policy">

  <s12:Body>

    <wsp:Policy> ... </wsp:Policy>

  </s12:Body>

</s12:Envelope>

Test cases for normalize and expected policy expressions in normal form are organized and bundled with the specification as follows,

Round1/Policy1.xml ( test cases
....

Round1/Policy20.xml

Round1/Normalized/Policy1.xml <- expected policy expression in normal form
....

Round1/Normalized/Policy20.xml

Merge

The merge web service operation accepts one or more policy expressions and returns a single policy expression that is the combination of input policy expressions in normal form.

SOAP Action Feature URI for this operation is,

http://example.com/ws/2004/09/policy/Merge/Request
The following describes a request message to merge operation,

<?xml version="1.0" encoding="utf-8"?>

<s12:Envelope

    xmlns:s12="http://www.w3.org/2003/05/soap-envelope"

    xmlns:wsp="http://www.w3.org/ns/ws-policy" >

  <s12:Body>

    (<wsp:Policy> ... </wsp:Policy>)+

  </s12:Body>

</s12:Envelope>

The following describes a response message from merge operation,

<?xml version="1.0" encoding="utf-8"?>

<s12:Envelope

    xmlns:s12="http://www.w3.org/2003/05/soap-envelope"

    xmlns:wsp="http://www.w3.org/ns/ws-policy">

  <s12:Body>

    <wsp:Policy> ... </wsp:Policy>

  </s12:Body>

</s12:Envelope>

Test cases for merge and expected merged policy expressions are organized and bundled with the specification as follows,

Round1/Policy21.xml ( test cases
....

Round1/Policy25.xml

Round1/Merged/Policy21-21.xml <- expected policy expression in normal form
Round1/Merged/Policy21-22.xml

....

Round1/Merged/Policy25-24.xml

Round1/Merged/Policy25-25.xml

Intersect

The intersect web service operation accepts one or more policy expressions and returns a single policy expression that is the intersection of input policy expressions in normal form.

SOAP Action Feature URI for this operation is,

http://example.com/ws/2004/09/policy/Intersect/Request
The following describes a request message to intersect operation,

<?xml version="1.0" encoding="utf-8"?>

<s12:Envelope

    xmlns:s12="http://www.w3.org/2003/05/soap-envelope"

    xmlns:wsp="http://www.w3.org/ns/ws-policy"     xmlns:>

  <s12:Body>

    (<wsp:Policy> ... </wsp:Policy>)+

  </s12:Body>

</s12:Envelope>

The following describes a response message from intersect operation,

<?xml version="1.0" encoding="utf-8"?>

<s12:Envelope

    xmlns:s12="http://www.w3.org/2003/05/soap-envelope"

    xmlns:wsp="http://www.w3.org/ns/ws-policy">

  <s12:Body>

    <wsp:Policy> ... </wsp:Policy>

  </s12:Body>

</s12:Envelope>

Test cases for intersect and expected intersect policy expressions are organized and bundled with the specification as follows,

Round1/Policy21.xml ( test cases
....

Round1/Policy25.xml

Round1/Intersected/Policy21-21.xml <- expected policy expression in normal form
Round1/Intersected/Policy21-22.xml

....

Round1/Intersected/Policy25-24.xml

Round1/Intersected/Policy25-25.xml

Appendix D – WSDL for Round 1 - Normalize, Merge and Intersect

<?xml version="1.0" encoding="utf-8"?>

<wsdl:definitions xmlns:http="http://schemas.xmlsoap.org/wsdl/http/" 

  xmlns:wsoap12="http://schemas.xmlsoap.org/wsdl/soap12/"

  xmlns:xs="http://www.w3.org/2001/XMLSchema" 

  xmlns:tns="http://example.com/ws/2004/09/policy" 

  targetNamespace="http://example.com/ws/2004/09/policy" 

  xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">

  <wsdl:types>

    <xs:schema elementFormDefault="qualified" 

      targetNamespace="http://example.com/ws/2004/09/policy">

      <xs:complexType name="any" mixed="true">

        <xs:sequence>

          <xs:any minOccurs="0" maxOccurs="unbounded" />

        </xs:sequence>

      </xs:complexType>
    </xs:schema>

  </wsdl:types>

  <wsdl:message name="NormalizeSoapIn">

    <wsdl:part name="policy" type="tns:any" />

  </wsdl:message>

  <wsdl:message name="NormalizeSoapOut">

    <wsdl:part name="NormalizeResult" type="tns:any" />

  </wsdl:message>

  <wsdl:message name="IntersectSoapIn">

    <wsdl:part name="policies" type="tns:any" />

  </wsdl:message>

  <wsdl:message name="IntersectSoapOut">

    <wsdl:part name="IntersectResult" type="tns:any" />

  </wsdl:message>

  <wsdl:message name="MergeSoapIn">

    <wsdl:part name="policies" type="tns:any" />

  </wsdl:message>

  <wsdl:message name="MergeSoapOut">

    <wsdl:part name="MergeResult" type="tns:any" />

  </wsdl:message>

  <wsdl:portType name="PolicySoap">

    <wsdl:operation name="Normalize">

      <wsdl:input message="tns:NormalizeSoapIn" />

      <wsdl:output message="tns:NormalizeSoapOut" />

    </wsdl:operation>

    <wsdl:operation name="Intersect">

      <wsdl:input message="tns:IntersectSoapIn" />

      <wsdl:output message="tns:IntersectSoapOut" />

    </wsdl:operation>

    <wsdl:operation name="Merge">

      <wsdl:input message="tns:MergeSoapIn" />

      <wsdl:output message="tns:MergeSoapOut" />

    </wsdl:operation>

  </wsdl:portType>

  <wsdl:binding name="PolicySoap" type="tns:PolicySoap">

    <wsoap12:binding 

      transport="http://schemas.xmlsoap.org/soap/http" 

      style="document" />

    <wsdl:operation name="Normalize">

      <wsoap12:operation 

        soapAction="http://example.com/ws/2004/09/policy/Normalize/Request" 

        style="document" />

      <wsdl:input>

        <wsoap12:body use="literal" />

      </wsdl:input>

      <wsdl:output>

        <wsoap12:body use="literal" />

      </wsdl:output>

    </wsdl:operation>

    <wsdl:operation name="Intersect">

      <wsoap12:operation 

        soapAction="http://example.com/ws/2004/09/policy/Intersect/Request" 

        style="document" />

      <wsdl:input>

        <wsoap12:body use="literal" />

      </wsdl:input>

      <wsdl:output>

        <wsoap12:body use="literal" />

      </wsdl:output>

    </wsdl:operation>

    <wsdl:operation name="Merge">

      <wsoap12:operation 

        soapAction="http://example.com/ws/2004/09/policy/Merge/Request" 

        style="document" />

      <wsdl:input>

        <wsoap12:body use="literal" />

      </wsdl:input>

      <wsdl:output>

        <wsoap12:body use="literal" />

      </wsdl:output>

    </wsdl:operation>

  </wsdl:binding>

  <wsdl:service name="Policy">

    <wsdl:port name="PolicySoap" binding="tns:PolicySoap">

      <wsoap12:address location="TBD" />

    </wsdl:port>

  </wsdl:service>

</wsdl:definitions>
Appendix E – Round 2  Unit Test Cases for Computing Effective Policy

Although this specification focuses on two WS-Security Policy Interop Scenarios, to ensure a shared understanding of the basic interoperability, this section describes Round 2 test cases for testing effective policy computations for policies attached to WSDL.

Input and expected output data for Round 2 test cases are bundled with this specification. These are WS-Policy unit test cases. These are not interop test cases. Implementers may wrap these tests as JUnit / NUnit / VSTS implementations, Web service endpoints, command line executables, user interface code, etc. This section describes Round 2 test cases using a simple Web service endpoint wrapper. Appendix F provides a WSDL 1.1 description for the Web service endpoint wrapper.
This section describes the sequence of messages for testing effective policy computation for message, operation, endpoint, and service policy subjects. Base test case and expected results are bundled with this specification.

Assumptions

· S exposes effective policy computation as web service operations. Appendix F – contains the WSDL for these operations.

· SOAP 1.2 is the messaging protocol for interactions between R and S.
· HTTP is the underlying transport protocol for interactions between R and S.

· R transmits a WSDL and S responds with an effective policy expression in normal form.

· Policy expressions are either embedded within the WSDL or assumed to be made available out of band of the interaction between R and S..
Effective-Policy-4-Input

The Effective-Policy-4-Input operation accepts a single WSDL, that has policies attached, and returns a single policy expression that is the effective policy for the input policy subject in normal form.

SOAP Action Feature URI for this operation is,

http://example.com/ws/2004/09/policy/EffectiveInputPolicy/Request

R MUST use the following SOAP Header to indicate the service, port and target QNames, 

<x:PolicySubject xmlns:x="http://example.com/ws/2004/09/policy">
  <x:service>Service</x:service>

  <x:port>PortName</x:port>
  <x:operation>OperationName</x:operation>
</x:PolicySubject>

The following describes a request message to Effective-Policy-4-Input operation,

<?xml version="1.0" encoding="utf-8"?>

<s12:Envelope

    xmlns:s12="http://www.w3.org/2003/05/soap-envelope"

    xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/" >

  <s12:Header>

    <x:PolicySubject xmlns:x="http://example.com/ws/2004/09/policy">
      <x:service>Service</x:service>

      <x:port>PortName</x:port>
      <x:operation>OperationName</x:operation>
    </x:PolicySubject>
  </s12:Header>

  <s12:Body>

    <wsdl:definitions> ... </wsdl:definitions>

  </s12:Body>

</s12:Envelope>

The following describes a response message from Effective-Policy-4-Input operation,

<?xml version="1.0" encoding="utf-8"?>

<s12:Envelope

    xmlns:s12="http://www.w3.org/2003/05/soap-envelope"

    xmlns:wsp="http://www.w3.org/ns/ws-policy">

  <s12:Body>

    <wsp:Policy> ... </wsp:Policy>

  </s12:Body>

</s12:Envelope>

The test case for computing effective policy and expected effective policy expression for input message policy subject are organized and bundled with the specification as follows,

Round2/WSDL11/PolicyAttachments.wsdl ( test cases for WSDL 1.1
Round2/EffectivePolicy/Policy-for-Input.xml <- expected effective policy expression in normal form for WSDL 1.1
Round2/WSDL20/PolicyAttachments.wsdl <-test cases for WSDL 2.0

Round2/EffectivePolicy/*.xml <- expected effective policy expression in normal form for WSDl 2.0

Effective-Policy-4-Output

The Effective-Policy-4-Output operation accepts a single WSDL, that has policies attached, and returns a single policy expression that is the effective policy for the output policy subject in normal form.

SOAP Action Feature URI for this operation is,

http://example.com/ws/2004/09/policy/EffectiveOutputPolicy/Request

R MUST use the following SOAP Header to indicate the target service, port and operation QNames,

<x:PolicySubject xmlns:x="http://example.com/ws/2004/09/policy">
  <x:service>Service</x:service>

  <x:port>PortName</x:port>
  <x:operation>OperationName</x:operation>
</x:PolicySubject>

The following describes a request message to Effective-Policy-4-Output operation,

<?xml version="1.0" encoding="utf-8"?>

<s12:Envelope

    xmlns:s12="http://www.w3.org/2003/05/soap-envelope"

    xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/" >

  <s12:Header>

    <x:PolicySubject xmlns:x="http://example.com/ws/2004/09/policy">
      <x:service>Service</x:service>

      <x:port>PortName</x:port>
      <x:operation>OperationName</x:operation>
    </x:PolicySubject>

  </s12:Header>

  <s12:Body>

    <wsdl:definitions> ... </wsdl:definitions>

  </s12:Body>

</s12:Envelope>

The following describes a response message from Effective-Policy-4-Output operation,

<?xml version="1.0" encoding="utf-8"?>

<s12:Envelope

    xmlns:s12="http://www.w3.org/2003/05/soap-envelope"

    xmlns:wsp="http://www.w3.org/ns/ws-policy">

  <s12:Body>

    <wsp:Policy> ... </wsp:Policy>

  </s12:Body>

</s12:Envelope>

The test case for computing effective policy and expected effective policy expression for output message policy subject are organized and bundled with the specification as follows,

Round2/PolicyAttachments.wsdl ( test cases for WSDL 1.1
Round2/EffectivePolicy/Policy-for-Output.xml <- expected effective policy expression in normal form for WSDL 1.1
Round2/WSDL20/PolicyAttachments.wsdl <-test cases for WSDL 2.0

Round2/EffectivePolicy/*.xml <- expected effective policy expression in normal form for WSDl 2.0
Effective-Policy-4-Fault

The Effective-Policy-4-Fault operation accepts a single WSDL, that has policies attached, and returns a single policy expression that is the effective policy for the fault message policy subject in normal form.

SOAP Action Feature URI for this operation is,

http://example.com/ws/2004/09/policy/EffectiveFaultPolicy/Request

R MUST use the following SOAP Header to indicate the target service, port and operation QNames,

<x:PolicySubject xmlns:x="http://example.com/ws/2004/09/policy">
  <x:service>Service</x:service>

  <x:port>PortName</x:port>
  <x:operation>OperationName</x:operation>
</x:PolicySubject>

The following describes a request message to Effective-Policy-4-Fault operation,

<?xml version="1.0" encoding="utf-8"?>

<s12:Envelope

    xmlns:s12="http://www.w3.org/2003/05/soap-envelope"

    xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/" >

  <s12:Header>

    <x:PolicySubject xmlns:x="http://example.com/ws/2004/09/policy">
      <x:service>Service</x:service>

      <x:port>PortName</x:port>
      <x:operation>OperationName</x:operation>
    </x:PolicySubject>

  </s12:Header>

  <s12:Body>

    <wsdl:definitions> ... </wsdl:definitions>

  </s12:Body>

</s12:Envelope>

The following describes a response message from Effective-Policy-4-Fault operation,

<?xml version="1.0" encoding="utf-8"?>

<s12:Envelope

    xmlns:s12="http://www.w3.org/2003/05/soap-envelope"

    xmlns:wsp="http://www.w3.org/ns/ws-policy">

  <s12:Body>

    <wsp:Policy> ... </wsp:Policy>

  </s12:Body>

</s12:Envelope>

The test case for computing effective policy and expected effective policy expression for fault message policy subject are organized and bundled with the specification as follows,

Round2/PolicyAttachments.wsdl ( test cases for WSDL 1.1 policy subjects
Round2/EffectivePolicy/Policy-for-Fault.xml <- expected effective policy expression in normal form for WSDL 1.1
Round2/WSDL20/PolicyAttachments.wsdl <-test cases for WSDL 2.0

Round2/EffectivePolicy/*.xml <- expected effective policy expression in normal form for WSDl 2.0

Effective-Policy-4-Operation

The Effective-Policy-4-Operation operation accepts a single WSDL, that has policies attached, and returns a single policy expression that is the effective policy for the operation policy subject in normal form.

SOAP Action Feature URI for this operation is,

http://example.com/ws/2004/09/policy/EffectiveOperationPolicy/Request

R MUST use the following SOAP Header to indicate the target service, port and operation QNames,

<x:PolicySubject xmlns:x="http://example.com/ws/2004/09/policy">
  <x:service>Service</x:service>
  <x:port>PortName</x:port>
  <x:operation>OperationName</x:operation>
</x:PolicySubject>

The following describes a request message to Effective-Policy-4-Operation operation,

<?xml version="1.0" encoding="utf-8"?>

<s12:Envelope

    xmlns:s12="http://www.w3.org/2003/05/soap-envelope"

    xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/" >

  <s12:Header>

    <x:PolicySubject xmlns:x="http://example.com/ws/2004/09/policy">
      <x:service>Service</x:service>

      <x:port>PortName</x:port>
      <x:operation>OperationName</x:operation>
    </x:PolicySubject>

  </s12:Header>

  <s12:Body>

    <wsdl:definitions> ... </wsdl:definitions>

  </s12:Body>

</s12:Envelope>

The following describes a response message from Effective-Policy-4-Operation operation,

<?xml version="1.0" encoding="utf-8"?>

<s12:Envelope

    xmlns:s12="http://www.w3.org/2003/05/soap-envelope"

    xmlns:wsp="http://www.w3.org/ns/ws-policy">

  <s12:Body>

    <wsp:Policy> ... </wsp:Policy>

  </s12:Body>

</s12:Envelope>

The test case for computing effective policy and expected effective policy expression for operation message policy subject are organized and bundled with the specification as follows,

Round2/PolicyAttachments.wsdl ( test cases for WSDL 1.1
Round2/EffectivePolicy/Policy-for-Operation.xml <- expected effective policy expression in normal form for WSDl 1.1
Round2/WSDL20/PolicyAttachments.wsdl <-test cases for WSDL 2.0

Round2/EffectivePolicy/*.xml <- expected effective policy expression in normal form for WSDl 2.0

Effective-Policy-4-Endpoint

The Effective-Policy-4-Endpoint operation accepts a single WSDL, that has policies attached, and returns a single policy expression that is the effective policy for the endpoint policy subject in normal form.

SOAP Action Feature URI for this operation is,

http://example.com/ws/2004/09/policy/EffectiveEndpointPolicy/Request

R MUST use the following SOAP Header to indicate the target service and port QNames,

<x:PolicySubject xmlns:x="http://example.com/ws/2004/09/policy">
  <x:service>Service</x:service>  

  <x:port>PortName</x:port>
</x:PolicySubject>

The following describes a request message to Effective-Policy-4-Endpoint operation,

<?xml version="1.0" encoding="utf-8"?>

<s12:Envelope

    xmlns:s12="http://www.w3.org/2003/05/soap-envelope"

    xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/" >

  <s12:Header>

    <x:PolicySubject xmlns:x="http://example.com/ws/2004/09/policy">
      <x:service>Service</x:service>
      <x:port>PortName</x:port>
    </x:PolicySubject>

  </s12:Header>

  <s12:Body>

    <wsdl:definitions> ... </wsdl:definitions>

  </s12:Body>

</s12:Envelope>

The following describes a response message from Effective-Policy-4-Endpoint operation,

<?xml version="1.0" encoding="utf-8"?>

<s12:Envelope

    xmlns:s12="http://www.w3.org/2003/05/soap-envelope"

    xmlns:wsp="http://www.w3.org/ns/ws-policy">

  <s12:Body>

    <wsp:Policy> ... </wsp:Policy>

  </s12:Body>

</s12:Envelope>

The test case for computing effective policy and expected effective policy expression for endpoint message policy subject are organized and bundled with the specification as follows,

Round2/PolicyAttachments.wsdl ( test cases for WSDL 1.1
Round2/EffectivePolicy/Policy-for-Endpoint.xml <- expected effective policy expression in normal form for WSDL 1.1
Round2/WSDL20/PolicyAttachments.wsdl <-test cases for WSDL 2.0

Round2/EffectivePolicy/*.xml <- expected effective policy expression in normal form for WSDl 2.0

Effective-Policy-4-Service

The Effective-Policy-4-Service operation accepts a single WSDL, that has policies attached as references to both locally embedded policy expressions and externally provided policy expressions, and returns a single policy expression that is the effective policy for the service policy subject in normal form.

SOAP Action Feature URI for this operation is,

http://example.com/ws/2004/09/policy/EffectiveServicePolicy/Request

R MUST use the following SOAP Header to indicate the target service QNames,

<x:PolicySubject xmlns:x="http://example.com/ws/2004/09/policy">
  <x:service>Service</x:service>  

</x:PolicySubject>

The following describes a request message to Effective-Policy-4-Service operation,

<?xml version="1.0" encoding="utf-8"?>

<s12:Envelope

    xmlns:s12="http://www.w3.org/2003/05/soap-envelope"

    xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/" >

  <s12:Header>

    <x:PolicySubject xmlns:x="http://example.com/ws/2004/09/policy">
      <x:service>Service</x:service>
    </x:PolicySubject>

  </s12:Header>

  <s12:Body>

    <wsdl:definitions> ... </wsdl:definitions>

  </s12:Body>

</s12:Envelope>

The following describes a response message from Effective-Policy-4-Service operation,

<?xml version="1.0" encoding="utf-8"?>

<s12:Envelope

    xmlns:s12="http://www.w3.org/2003/05/soap-envelope"

    xmlns:wsp="http://www.w3.org/ns/ws-policy">

  <s12:Body>

    <wsp:Policy> ... </wsp:Policy>

  </s12:Body>

</s12:Envelope>

The test case for computing effective policy and expected effective policy expression for service message policy subject are organized and bundled with the specification as follows,

Round2/PolicyAttachments.wsdl ( locally embedded test cases for WSDL 1.1
Round2/ExternalPolicy.xml ( externally provided test case
Round2/EffectivePolicy/Policy-for-Service.xml <- expected effective policy expression in normal form for WSDL 1.1
Round2/WSDL20/PolicyAttachments.wsdl <-test cases for WSDL 2.0

Round2/EffectivePolicy/*.xml <- expected effective policy expression in normal form for WSDl 2.0

Appendix F – WSDL for Round 2 - Computing Effective Policies

<?xml version="1.0" encoding="utf-8"?>

<wsdl:definitions xmlns:http="http://schemas.xmlsoap.org/wsdl/http/" 

  xmlns:wsoap12="http://schemas.xmlsoap.org/wsdl/soap12/"

  xmlns:xs="http://www.w3.org/2001/XMLSchema" 

  xmlns:tns="http://example.com/ws/2004/09/policy" 

  targetNamespace="http://example.com/ws/2004/09/policy" 

  xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">

  <wsdl:types>

    <xs:schema elementFormDefault="qualified" 

      targetNamespace="http://example.com/ws/2004/09/policy">

      <xs:complexType name="any" mixed="true">

        <xs:sequence>

          <xs:any minOccurs="0" maxOccurs="unbounded" />

        </xs:sequence>

      </xs:complexType>

      <xs:complexType name="PolicySubjectType">

        <xs:sequence>

          <xs:element name="service" type="xs:QName"/>

          <xs:element name="port" type="xs:QName" minOccurs="0"/>

          <xs:element name="operation" type="xs:QName" minOccurs="0"/>

        </xs:sequence>

      </xs:complexType>

      <xs:element name="PolicySubject" type="tns:PolicySubjectType"/>
    </xs:schema>

  </wsdl:types>

  <wsdl:message name="WSDLIn">

    <wsdl:part name="policy" type="tns:any" />

  </wsdl:message>

  <wsdl:message name="PolicyOut">

    <wsdl:part name="EffectivePolicyResult" type="tns:any" />

  </wsdl:message>
  <wsdl:message name="PolicySubjectHeader">

    <wsdl:part name="PolicySubject" element="tns:PolicySubject" />

  </wsdl:message>

  <wsdl:portType name="EffectivePolicyInterface">

    <wsdl:operation name="EffectivePolicy4Input">

      <wsdl:input message="tns:WSDLIn" />

      <wsdl:output message="tns:PolicyOut" />

    </wsdl:operation>

    <wsdl:operation name="EffectivePolicy4Output">

      <wsdl:input message="tns:WSDLIn" />

      <wsdl:output message="tns:PolicyOut" />

    </wsdl:operation>

    <wsdl:operation name="EffectivePolicy4Fault">

      <wsdl:input message="tns:WSDLIn" />

      <wsdl:output message="tns:PolicyOut" />

    </wsdl:operation>

    <wsdl:operation name="EffectivePolicy4Operation">

      <wsdl:input message="tns:WSDLIn" />

      <wsdl:output message="tns:PolicyOut" />

    </wsdl:operation>

    <wsdl:operation name="EffectivePolicy4Endpoint">

      <wsdl:input message="tns:WSDLIn" />

      <wsdl:output message="tns:PolicyOut" />

    </wsdl:operation>

    <wsdl:operation name="EffectivePolicy4Service">

      <wsdl:input message="tns:WSDLIn" />

      <wsdl:output message="tns:PolicyOut" />

    </wsdl:operation>

  </wsdl:portType>

  <wsdl:binding name="EffectivePolicyBinding" type="tns:EffectivePolicyInterface">

    <wsoap12:binding 

      transport="http://schemas.xmlsoap.org/soap/http" 

      style="document" />

    <wsdl:operation name="EffectivePolicy4Input">

      <wsoap12:operation 

        soapAction="http://example.com/ws/2004/09/policy/EffectiveInputPolicy/Request" 

        style="document" />

      <wsdl:input>

        <wsoap12:header message="tns:PolicySubjectHeader" part="PolicySubject" use="literal" />

        <wsoap12:body use="literal" />

      </wsdl:input>

      <wsdl:output>

        <wsoap12:body use="literal" />

      </wsdl:output>

    </wsdl:operation>

    <wsdl:operation name="EffectivePolicy4Output">

      <wsoap12:operation 

        soapAction="http://example.com/ws/2004/09/policy/EffectiveOutputPolicy/Request" 

        style="document" />

      <wsdl:input>

        <wsoap12:header message="tns:PolicySubjectHeader" part="PolicySubject" use="literal" />

        <wsoap12:body use="literal" />

      </wsdl:input>

      <wsdl:output>

        <wsoap12:body use="literal" />

      </wsdl:output>

    </wsdl:operation>

    <wsdl:operation name="EffectivePolicy4Fault">

      <wsoap12:operation 

        soapAction="http://example.com/ws/2004/09/policy/EffectiveFaultPolicy/Request" 

        style="document" />

      <wsdl:input>

        <wsoap12:header message="tns:PolicySubjectHeader" part="PolicySubject" use="literal" />

        <wsoap12:body use="literal" />

      </wsdl:input>

      <wsdl:output>

        <wsoap12:body use="literal" />

      </wsdl:output>

    </wsdl:operation>

    <wsdl:operation name="EffectivePolicy4Operation">

      <wsoap12:operation 

        soapAction="http://example.com/ws/2004/09/policy/EffectiveOperationPolicy/Request" 

        style="document" />

      <wsdl:input>

        <wsoap12:header message="tns:PolicySubjectHeader" part="PolicySubject" use="literal" />

        <wsoap12:body use="literal" />

      </wsdl:input>

      <wsdl:output>

        <wsoap12:body use="literal" />

      </wsdl:output>

    </wsdl:operation>

    <wsdl:operation name="EffectivePolicy4Endpoint">

      <wsoap12:operation 

        soapAction="http://example.com/ws/2004/09/policy/EffectiveEndpointPolicy/Request" 

        style="document" />

      <wsdl:input>

        <wsoap12:header message="tns:PolicySubjectHeader" part="PolicySubject" use="literal" />

        <wsoap12:body use="literal" />

      </wsdl:input>

      <wsdl:output>

        <wsoap12:body use="literal" />

      </wsdl:output>

    </wsdl:operation>

    <wsdl:operation name="EffectivePolicy4Service">

      <wsoap12:operation 

        soapAction="http://example.com/ws/2004/09/policy/EffectiveServicePolicy/Request" 

        style="document" />

      <wsdl:input>

        <wsoap12:header message="tns:PolicySubjectHeader" part="PolicySubject" use="literal" />

        <wsoap12:body use="literal" />

      </wsdl:input>

      <wsdl:output>

        <wsoap12:body use="literal" />

      </wsdl:output>

    </wsdl:operation>

  </wsdl:binding>

  <wsdl:service name="EffectivePolicyService">

    <wsdl:port name="EffectivePolicyPort" binding="tns:EffectivePolicyBinding">

      <wsoap12:address location="TBD" />

    </wsdl:port>

  </wsdl:service>

</wsdl:definitions>
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