5.7 Optional Policy Assertion

Optional Policy assertions are assertions that express capabilities. Optional assertions thus represent behaviors which may or may not be engaged at runtime. Such behaviors are marked by using wsp:Optional attribute that has the value "true". 


The use of something like Optimized MIME Serialization (as defined in the MTOM specification) can be an example of this type of behavior. It can be engaged either for sending or receiving messages (see 4.1.4 Message Policy Subject). If a provider indicates optional support for the Optimized MIME Serialization and expresses this optional behavior in a machine-readable form by utilizing an optional policy assertion, 

B (see the example below), 

Example 5-2. Optimized MIME Serialization Policy Assertion
<mtom:OptimizedMimeSerialization
 wsp:Optional="true"/>

then Policy-aware clients can recognize this policy assertion and engage Optimized MIME Serialization for messages. 

The semantics of this assertion may be reflected in messages on the wire: they use an optimized wire format (MIME Multipart/Related serialization). Note that in order for an optional behavior to be engaged, the wire message that would utilize the specific assertion must be self describing. 

Similar to the optional support for Optimized MIME Serialization, there are behaviors that may be engaged (in contrast to must be engaged) for a Web service interaction. A service provider will not fault if these behaviors are not engaged if the policy is optional. Policy assertions can be marked optional to represent behaviors that may be engaged for an interaction. A policy assertion is marked as optional using the wsp:Optional attribute. Optional assertions represent the capabilities of the service provider as opposed to the requirements of the service provider.

In the example below, the Optimized MIME Serialization policy assertion is marked optional. This policy expression allows the use of optimization and requires the use of addressing and one of transport- or message-level security.

Example 5-3. Optional MIME Serialization, Addressing and Transport- OR Message-Level Security Policy Expression
<All>

  <mtom:OptimizedMimeSerialization wsp:Optional="true"/>

  <wsap:UsingAddressing />

  <ExactlyOne>

      <sp:TransportBinding>...</sp:TransportBinding>

      <sp:AsymmetricBinding>...</sp:AsymmetricBinding>

  </ExactlyOne>

</All>

If a provider indicates support for the Optimized MIME Serialization as a capability by using an optional policy assertion there are several aspects to consider: 

· The engagement of the optional behavior should be explicit on the wire or made explicit through some other mechanism so that the provider can determine that the optional behavior is engaged. 

· It is not advisable to utilize optional assertions for outbound messages unless there is explicit, out of band mechanism that is outside the scope of WS-Policy Framework that a client is capable of using the indicated behavior (i.e. somehow the requester has said that the outbound optional capability may be engaged). Currently, such a mechanism is not provided by this version of the framework and may be vendor specific. 

Optional assertion authors should explicitly state how the capability that is enabled by the assertion would be engaged when they are designing their assertion, whether by specific headers or etc. 

�Why must MTOM be engaged when it is optional?





