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1)	The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with may participate in this preparatory work. International, governmental and non-governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.
2)	The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international consensus of opinion on the relevant subjects since each technical committee has representation from all interested IEC National Committees. 
3)	IEC Publications have the form of recommendations for international use and are accepted by IEC National Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any misinterpretation by any end user.
4)	In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications transparently to the maximum extent possible in their national and regional publications. Any divergence between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.
5)	IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any services carried out by independent certification bodies.
6)	All users should ensure that they have the latest edition of this publication.
7)	No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and members of its technical committees and IEC National Committees for any personal injury, property damage or other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC Publications. 
8)	Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is indispensable for the correct application of this publication.
9)	Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent rights. IEC shall not be held responsible for identifying any or all such patent rights.
International Technical Report ISO/IEC XXXXX has been prepared by WG 10 – Internet of Things - of IEC technical committee JTC 1.
The text of this technical report is based on use cases submitted by xxxx and yyy experts  using IEC 62559 “Use case methodology” which defines the structure of a use case template, template lists for actors and requirements, as well as their relation to each other

The text of this standard is based on the following documents:
	DTR
	Report on voting

	XX/XX/DTR
	XX/XX/RVD



Full information on the voting for the approval of this standard can be found in the report on voting indicated in the above table.
This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
The committee has decided that the contents of this publication will remain unchanged until the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data related to the specific publication. At this date, the publication will be 
reconfirmed,
withdrawn,
replaced by a revised edition, or
amended.

IMPORTANT – The “colour inside” logo on the cover page of this publication indicates that it contains colours which are considered to be useful for the correct understanding of its contents. Users should therefore print this publication using a colour printer.

[bookmark: _Toc355080564][bookmark: _Toc358798311][bookmark: _Toc358802869][bookmark: _Toc358803010][bookmark: _Toc359335756][bookmark: _Toc448931288][bookmark: _Toc451422463][bookmark: _Toc451422762][bookmark: _Toc451423061]INTRODUCTION
This Technical Report (TR) captures the results of a use case input process that began with the call for contributions of IoT (Internet of Things)  use cases on 2015-05. The current document reflects contributions and discussions by ISO/IEC JTC 1 experts and liaison members, JTC 1 national mirror committees, user organizations. This Technical Report also contains material gathered from reports, IoT research projects and group output from the JTC 1 WG 10 meetings in September 2015 (Ottawa), January 2016 (Shanghai) and May 2016 (Berlin).
In total, ??? use cases were submitted by the end of July 2016. To start the project, WG 10 members were requested to submit use cases using the IEC template. The use case submissions consisted of the title of the use case, a description and the origin of the use case. 
The use case template helped to group and categorize the use cases according to the identified IoT requirements and experience of users. Understanding the application of IoT systems made it easier to identify categories and highlight use case commonalities. Where multiple use cases fall in the same category and had overlapping items, they were consolidated into one section or extended use case. All selected use cases have real-world validity. Gaps were filled by adding extra use cases and future developments were also considered. Functional requirements were extracted from the use cases and recommendations given for future standardization items related to IoT. There is a natural mapping from the user experience based use cases to the clustered technical use cases, where specific technical and functional requirements are expressed.   Collecting the use cases allowed WG 10 to assess the general applicability of the IoT reference architecture in ISO/IEC 30141
Experts from the following national committees, liaison organizations and research projects contributed use cases on IoT: Canada, China, Japan, JTC 1 SC27, JTC 1 SC29, ISO TC184, Vicinity Project:…tbd
Technological advances have enormous potential to make the society more efficient and digitally inclusive and IoT implementations are demonstrating convergence of information and communications technology and their widespread application.

The target audience for the TR includes: 
• IoT service users who can understand how their IoT requirements are considered by an IoT service provider. 
• IoT service providers who can learn about users IoT needs, and can also learn how to operate AAL systems. 
• IoT application developers who can develop IoT applications according to the needs of the IoT service users. 
• CE and ICT device manufacturers who want to know what  the IoT interface requirements are.
 • Administrations and government authorities that have to act as IoT service users and IoT regulators.
  ISO/IEC JTC 1: INFORMATION TECHNOLOGY – INTERNET OF THINGS: 

IOT USE CASES 
[bookmark: _Toc355080565][bookmark: _Toc358798312][bookmark: _Toc358802870][bookmark: _Toc358803011][bookmark: _Toc359335757][bookmark: _Toc448931289][bookmark: _Toc451422464][bookmark: _Toc451422763][bookmark: _Toc451423062]Scope
This Technical Report comprises xxxx use cases for Internet of Things submitted to ISO/IEC JTC 1 WG 10 between June 2015 and  May 2016. The initial objective of this Technical Report is the identification of IoT scenarios and use cases based on real-world applications and requirements. Use cases are a well-known tool for expressing requirements at a high level with real-life relevance. The use cases provide a practical context for considerations on interoperability and standards based on user experience. They make it clear where existing standards can be further used and highlight where standardisation work is needed. 
A further objective of this report is to highlight potential areas for standardisation in the IoT environment to ensure ease of operation and interoperability.
[bookmark: _Toc355080566][bookmark: _Toc358798313][bookmark: _Toc358802871][bookmark: _Toc358803012][bookmark: _Toc359335758][bookmark: _Toc448931290][bookmark: _Toc451422465][bookmark: _Toc451422764][bookmark: _Toc451423063]Normative references
The following documents, in whole or in part, are normatively referenced in this document and are indispensable for its application. For dated references, only the edition cited applies. For undated references, the latest edition of the referenced document (including any amendments) applies.
IEC 62559-1(? Still only at committee stage)
IEC 62559-2:2015 USE CASE METHODOLOGY – Part 2: Definition of the templates for use cases, actor list and requirements list
IEC 62559-3(?stage)

[bookmark: _Toc355080567][bookmark: _Toc358798314][bookmark: _Toc358802872][bookmark: _Toc358803013][bookmark: _Toc359335759][bookmark: _Toc448931291][bookmark: _Toc451422466][bookmark: _Toc451422765][bookmark: _Toc451423064]Terms and definitions
For the purposes of this document, the following terms and definitions apply.

actor
entity that communicates and interacts
Note 1 to entry: These actors can include IoT devices, actuators, sensors, users, software applications, systems, databases, and even the power system itself

use case
specification of a sequence of actions, including variants, that a system (or other entity) can perform, interacting with actors of the system

IoT use case
description of a hypothetically possible situation where IoT concepts, products and services may be specified as a set of actions associated with actors in an IoT system, which yields an observable result that is, typically, of value for one or more actors or other stakeholders of the system 
Note 1 to entry:  The aim is to pictorially describe a field of problems in a way that the artificial situation makes IoT approaches to solutions evident in their temporal, spatial as well as technical dimension.

role
role played by an actor in an interaction with the system under discussion

context of use
area of knowledge or activity characterized by a set of concepts and terminology understood by the practitioners in that area 

use case diagram
diagram that shows relations between actors and use cases
ISO 13374-2:2007 

data flow diagram
diagram that depicts data sources, data sinks, data storage, and processes performed on data as nodes, and logical flow of data as links between the nodes 
ISO/IEC 2382:2015 
[bookmark: _Toc448931292][bookmark: _Toc451422467][bookmark: _Toc451422766][bookmark: _Toc451423065]Acronyms 
[bookmark: _Toc451422468][bookmark: _Toc451422767][bookmark: _Toc451423066](Ed note no exhaustive search of document has been done, please notify editor of acronyms that need to be listed)
RFID
GPS
ICC


[bookmark: _Toc451422469][bookmark: _Toc451422768][bookmark: _Toc451423067]Use Case Scenarios
[bookmark: _Toc355080569][bookmark: _Toc358798316][bookmark: _Toc358802874][bookmark: _Toc358803015][bookmark: _Toc359335761][bookmark: _Toc448931293][bookmark: _Toc451422470][bookmark: _Toc451422769][bookmark: _Toc451423068]   General 
The use case scenarios are intended to illustrate typical IoT use cases but are not meant to be an exhaustive list of realizations within an IoT environment.
[bookmark: _Toc448931294][bookmark: _Toc451422471][bookmark: _Toc451422770][bookmark: _Toc451423069]   Submitted Use Cases
[bookmark: _Toc448931295][bookmark: _Toc451422472][bookmark: _Toc451422771][bookmark: _Toc451423070]   Summary 
Below is a summary of the use case scenarios with a short description of the use case and the identification of key actors in the use case.

[bookmark: _Toc349724750][bookmark: _Toc358802882][bookmark: _Toc358803023][bookmark: _Toc358976245][bookmark: _Toc451422760][bookmark: _Toc451423059][bookmark: _Toc451423358]Table 2 – Summary of Use Scenarios
	   Use Case Number  
	 Name of Use Case  
	Short Description
	Actors
Ed Note: Are these reasonable and consistent Do they map to the RA?

	1
	IoT Network Security
	Telcos offer network connectivity, clouds services and host various IoT application platforms. With Telco clouds evolving to virtualised technologies (NFV/SDN) security intelligence can be distributed and implemented rapidly at various points of the IoT network to manage congestion and mitigate certain security incidents in the IoT ecosystem. NFV and SDN lend themselves to centralised intelligent security policy management in IoT.
	Telco IoT cloud (provider and tenant)
Telecom Networks
Telco Network Security application controller
Gateways
IoT endpoint

	
	
	Domain Role: IoT Telco clouds, Cloud Security, Network function virtualisation, Software defined networks, Infrastructure as a service (IaaS), Software as a service (SaaS), Platform as a service (PaaS).
Function: Ensure Network availability and Reliability in IoT systems and networks.
	· 

	   2
	[bookmark: _Toc448931296][bookmark: _Toc451422473][bookmark: _Toc451422772][bookmark: _Toc451423071]IoT Security threat detection and management

	Telco cloud providers are able to gather large amounts of data regarding the IoT service, endpoint, status, utilization and conduct large scale analytics. This data gathered can be used for centralised threat detection and mitigation through intelligent security policy enforcement.
	· Telco IoT cloud (provider and tenant)
· Telecom Network
· Telco Security policy controller
· Data Analytics engine
· Gateways
· IoT endpoint


	
	
	Domain Role: IoT Telco clouds, Cloud Security, Network function virtualisation, Software defined networks, Data Analytics, Security as a Service

	· 

	3
	Remote management of large equipment in a plant
	An IoT system is deployed by the equipment manufacturer. It’s cloud based. The cloud is connected to all the manufacturer’s sold equipment in different plants. In this set up, the operator from the manufacturer remotely monitors the equipment. If an event or an alarm occurs, the operator could act on it remotely. For example, send the repair person, order spare parts, etc.
	· Operator, 
· Repair personnel, 
· Procurement personnel, 
· IoT system.

	4
	Automated ICC profile discovery
Ed Note: This is provisional content provided by experts a final version will be provided after it is approved at the SC plenary.
	This use case describes automatic configuration and update of colour performance of printers to reduce service and maintenance costs.  Additionally it outlines safety, security and privacy requirements for the office equipment discoverability function. 

	· Equipment vendor
· User
· IT tool
· Cloud server – ICC profile repository
· Resources (paper,ink)
· Software application 

	5
	Tracking of farm products
	This use case describes the procedure of farm product tracking using and IoT system to achieve the supervision of farm product safety
	· Public customer
· Government customer
· Farm product,
· Employees involved in farm product activities
· RFID tag and reader 
· Employee sensor card, 
· Electronic ledger
· Information security support
· Tracking management platform for government customer
· Tracking service platform for public customer
· IT system maintenance
· Real-time monitoring in farm product market
· Farm product information exchange platform
· E-commerce platform

	6
	IoT application for warehouse goods monitoring
	This use case describes an IoT application system, which automatically monitors and tracks a great deal of goods in warehouses. By monitoring and tracking the goods in warehouses, the owners can accurately valuate their assets at any given time.  Therefore, this IoT system helps the owners to apply for and secure the loans from banks using the asset as a collateral. The IoT system also benefits the lender (e.g., banks) to monitor the borrower’s collateral assets at any given time.
	· RFID tag and reader
· Electronic scale
· Sensor with Ultra Wide band (UWB) module
· Laser radar which acquires the contour information
· Alarm controller
· IoT gateway
· Internet
· On-line monitoring service system
· Mortgage management system
· Information resource database
· Resource access system
· Maintenance system
· Rules management system

	7
	Cooperation
Between
Factories and
Remote
Applications
	This use case describes global
cooperation between factories and remote
applications for improving their operations.
	· IoT Gateway
· Remote Application
· Controller
· Server

	8
	Searching system for persons with cognitive impairment
	This use case describes a secure data management system. GPS in shoes worn by the patient because missing patient wears shoes and GPS data is fed to a data management centre. Family or care worker informs welfare division that a person is missing.
GPS location of cognitively impaired person can be passed to police, taxi drivers etc who can locate
the person and ensure their safety.
	· Patient (user)
· GPS system
· Care worker
· Police

	9
	Sleep monitoring system
	This use case describes use of frequency analysis of HRV/PRV  to establish the sleep stages of the
patient. This can help diagnose issues such as sleep apnoea, monitor effect of devices to improve breathing
	· Doctor
· Patient
· Pulse rate, skin temperature and motion sensors
· Body area network

	10
	Smart glasses
	This use case describes how a factory worker can use smart glasses to receive information on the shop floor.
(MPEG details this on into data elements etc…see m-iotw schema-gesture)
	· User
· Wearable smart device
· Processing unit for user interaction eg
· Gesture recognition
· Voice recognition
· Speech synthesis
· Image analysis


	11
	M2M
	http://onem2m.org/technical/published-documents
Ed Note: do we just reference this or pull out specific use cases, and if so which?
	· 

	12
	IoT endpoint (sensors & actuators) monitoring systems  
	This use case proposes the introduction of a capability in the network, local or remote whose sole purpose is monitor or gather state information of sensors/endpoints on a network segment and transmits this information to a central location to enable manage, prevent failures or malfunctioning of critical IoT endpoint, as well as life cycle management of IoT endpoints.
	· IoT Operations, Various industries

	13
	Intelligent assistive parking in urban areas
	This use case presents a scalable solution for intelligent assistive parking in urban areas in order to reduce or redirect unnecessary traffic, avoid traffic congestion and reduce pollution downtown or in populated areas, drivers’ waste of time and traffic-related injuries caused by less attention in looking for vacant parking space on the roadside.
	· Vehicle user
· Vehicle 
· Smartphone 
· Parking space stakeholder 
· Blue light agencies 
· Space management sensors
· Space alarm system
· Cloud server
· iParking
· Smart city
· Administration tool


	14
	Integrated Smart Pump System (ISO TC184)
	 This use case demonstrates IoT information exchange for interoperability between applications to maintain the overall asset health in manufacturing process and the interoperability of smart pump applications using IoT technology
	· Data acquisition application
· Pump control application
· Pump diagnostics application

	15
	Remote Health monitoring
	This use case shows how wellness/health device can be used for fall detection
	· 

	16
	Connected car analytics
	This use case describes information flows and reference components used to build a framework that allows devices and users to share information with each other and allows individuals to get personalised recommendations based on their interactions with the devices to promote user safety and optimal operation of the device.
	See Ed note below

	17
	Real Time Motor Monitor
	This use case describes using an IoT platform to monitor motors in a production line to enable preventative maintenance; it ensures by sensor that the customer device is connected to improve automation and push processes in the supply chain.  Predictive maintenance in the cloud enables operations, manufacturing , production and maintenance personnel in asset-intensive industries to use predictive analytics to improve asset availability, increase throughput, minimise unplanned outages, and reduce maintenance costs.
	See Ed note below

	18
	Smart Home Appliances
	A manufacturer and its ecosystem partners can provide user remote control and better customer support for connected appliances for smart homes
	See Ed note below

	19
	Smart Home Insurance
	Smart homes with connected devices and sensors allow insurance companies to improve service for their policy holders while providing insight into risks on the home. This use case shows how an IoT platform can monitor sensors on the home.
	See Ed note below

	20
	Healthcare devices application
	See Ed note below
Using ISO/IEE 11073 Personal Health Device Standards
	· 

	21
	Machine Leasing
	This use case describes an IoT application, which enable machine manufacturer could monitor and tracking the remote assets on user’s side in real time, by collecting the performance data of the machines, the leasing company is able to deliver value added services like predict maintenance to the users.
	· RFID tag and reader
· Battery, water level, temperature sensors
· Machine
· Information exchange systems
· GPS
· Cellular/WiFi



Ed Note: For 16-19 expecting input in appropriate format from Mike Edwards of 4 IBM IoT usecases. They are visible publicly on the following pages: 

https://developer.ibm.com/architecture/gallery/connectedCarAnalytics 
https://developer.ibm.com/architecture/gallery/realTimeMotorMonitor 
https://developer.ibm.com/architecture/gallery/smartHomeAppliances 
https://developer.ibm.com/architecture/gallery/smartHomeInsurance 
Ed Note: For 20: TC215 are making comments in WG10 N412 re patient/medical data
“The
standards of JTC 1/WG 10 shall not duplicate 
requirements de)ned in ISO/TC 215.  Technical
and semanc interoperability between medical
and personal health data has to be secure, 
especially harmonizaon and uniform 
semancs with the ISO/TC 215 Glossary and 
the serial ISO/IEEE 11073 is needed
The
standards of JTC 1/WG 10 shall not duplicate 
requirements de)ned in ISO/TC 215.  Technical
and semanc interoperability between medical
and personal health data has to be secure, 
especially harmonizaon and uniform 
semancs with the ISO/TC 215 Glossary and 
the serial ISO/IEEE 11073 is needed
The careful 
handling of medical data has to be secure.  The
standards of JTC 1/WG 10 shall not duplicate 
requirements de)ned in ISO/TC 215.  Technical
and semanc interoperability between medical
and personal health data has to be secure, 
especially harmonizaon and uniform 
semancs with the ISO/TC 215 Glossary and 
the serial ISO/IEEE 11073 is needed. 
The careful 
handling of medical data has to be secure.  The
standards of JTC 1/WG 10 shall not duplicate 
requirements de)ned in ISO/TC 215.  Technical
and semanc interoperability between medical
and personal health data has to be secure, 
especially harmonizaon and uniform 
semancs with the ISO/TC 215 Glossary and 
the serial ISO/IEEE 11073 is needed. 
Previous comments on the opportunity to learn from of the prior work embodied in the IEEE/ISO 11073 series of standards when used with ISO/HL7 standards (see Continua /ITU and IHE-PCD01) for healthcare device communication has not yet served to inform this body work.
 Many IoT-devices available now tend to be low-cost. Focus is usually on functionality and only secondary on security.In many cases security updates to the software are either impossible or poorly executed. Due to this, as a whole they form a large attack surface.
Healthcare environments are dealing with large volumes of sensitive data. There are expectations that IoT-devices will be implemented in large volumes caused by their functionality and low costs. This combinations requires that specific measures need to be taken to mitigate these new and additional threads.
It may be advisable to analyze recent examples of vulnerabilities that came to light (in hospitals) where IoT-devices and other more intelligent devices were implemented and have proven to lead to minor and major data breaches.
We ask you to consider an advice to isolate IoT-devices in separate networks as a general rule for certain implementations
More information is available in public in
https://en.wikipedia.org/wiki/ISO/IEEE_11073_Personal_Health_Data_%28PHD%29_Standards
Question: Do we either work with TC215 on use case 9 or also have an additional use case 20.

Ed Note: Is a table like this useful? Use case contributors are asked to provide the relevant input relating to their use case for this table
	Use case
	Maturity
	Generic, Regional or National Relation
	View  - Technical / Business/…
	Key Words

	1
	in business operation, realized in demonstration project, , realised in R&D, in preparation, visionary
	Generic
	Technical
	Availability, Reliability, Congestion, Automation, SDN/NFV, Cloud platforms, Networks, Security

	2
	in business operation, realized in demonstration project, , realised in R&D, in preparation, visionary
	Generic
	Technical
	Security Automation, SDN/NFV, Cloud platforms, Networks, Security, Security policy, security orchestrator, malware, ddos, firewall rules, threat detection and analytics, data analytics, big data

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



[bookmark: _Toc448931297][bookmark: _Toc451422474][bookmark: _Toc451422773][bookmark: _Toc451423072]Context of Use for the IoT Use cases
[bookmark: _Toc448931298][bookmark: _Toc451422475][bookmark: _Toc451422774][bookmark: _Toc451423073]Global
Denotes all space outside populated areas as well as all outdoor and on the move spaces in a populated area, 
Example: Has most properties of Urban and of Public buildings except the larger geographic spread, lower protection against weather conditions and easier access by people, animals etc;. 

[bookmark: _Toc448931299][bookmark: _Toc451422476][bookmark: _Toc451422775][bookmark: _Toc451423074]Transport infrastructure
Denotes all infrastructure related to public transportation including road, rail, maritime and air transport, for example airports, railway stations,  bus stations, underground systems, highway monitoring systems, harbours, shipping channels.  
[bookmark: _Toc448931300][bookmark: _Toc451422477][bookmark: _Toc451422776][bookmark: _Toc451423075]Public buildings
Denotes all other relevant in-door environments (so “public” refers to access, not to ownership here); these are not customizeable but instead will be equipped for generic support of the common denominator of user groups; and would thus include generic infrastructure aimed to support a large variety of individuals typically visiting any particular place; 
Example: Including devices like the ones referred to under “home” but this can be expected to be a different selection and with a different mix of enabling functions and applications.

[bookmark: _Toc448931301][bookmark: _Toc451422478][bookmark: _Toc451422777][bookmark: _Toc451423076]Offices
Denotes the room, set of rooms or building or structure for office, professional or service type transactions such as medical offices, banks, libraries, government office buildings, and corporations in which the business of a firm is done, or in which a particular kind of business, clerical work, etc is done. 
[bookmark: _Toc448931302][bookmark: _Toc451422479][bookmark: _Toc451422778][bookmark: _Toc451423077]Factories
Denotes a building or buildings used principally for the manufacture of goods with equipment for the large-scale manufacture of goods. It may also include associated distribution depots or warehouses
[bookmark: _Toc448931303][bookmark: _Toc451422480][bookmark: _Toc451422779][bookmark: _Toc451423078]Process plants
Denotes the facilities and structures necessary for performing a process; the process plant is  an assembly of one or more plant systems and plant items that can, or is intended to perform, a chemical, physical or transport process. A process plant is identified as a single unit for the purposes of management and ownership. A process plant has both physical and functional aspects
[bookmark: _Toc448931304][bookmark: _Toc451422481][bookmark: _Toc451422780][bookmark: _Toc451423079]Agriculture
Denotes activities related to the science or practice of farming, including cultivation of the soil  for the growing of crops and the rearing of animals to provide food or other products
[bookmark: _Toc451422482][bookmark: _Toc451422781][bookmark: _Toc451423080]Forestry
Denotes activities related to the management of forest and woodland for the commercial production of timber, including the growing and maintenance of trees, the felling of mature trees, etc.
[bookmark: _Toc451422483][bookmark: _Toc451422782][bookmark: _Toc451423081]Fishing
Denotes any industry or activity concerned with taking, culturing, processing, preserving, storing, transporting, marketing or selling fish or fish products. It includes recreational, subsistence and commercial fishing and the harvesting, processing and marketing of fish and fish or seafood products for human consumption or as input to industrial processes. It can also include fish farming.
[bookmark: _Toc451422484][bookmark: _Toc451422783][bookmark: _Toc451423082]Home
Denotes the private, hence highly customizable in-door area where someone lives, alone or with friends / relatives / room mate(s) and would thus include dedicated infrastructure aimed to support those individuals. This includes healthcare and wellness systems, building control systems, smart metering and systems for entertainment and gaming.
Example: Include infrastructure and devices like home wireless network, routers, gateways and concentrators, audio-video aids (microphones, camera’s, screens, speakers, head sets, head phones, …), in-house only vehicles and walking / moving aids, in-house only appliances and robots, CTV, monitoring and security means, etc.

[bookmark: _Toc448931305][bookmark: _Toc451422485][bookmark: _Toc451422784][bookmark: _Toc451423083]Body and Personal
Denotes the immediate area around the body.
Example: Include devices like sensors and actuators worn in or on the body and also personal devices typically taken along by one individual (music player, smartphone, tablet, …).

[bookmark: _Toc448931306][bookmark: _Toc451422486][bookmark: _Toc451422785][bookmark: _Toc451423084]Healthcare
Denotes activities performed for a subject of care with the intention of directly or indirectly improving or maintaining the health of that subject of care
[bookmark: _Toc451422487][bookmark: _Toc451422786][bookmark: _Toc451423085]Personal Mobile and Personal vehicle
Denotes all personal mobile devices which can control, save the communication, the information flow as well as data. Furthermore personal vehicles are included.
Example: Normal cars or vehicles designed for elderly people, whether hand-operated (stability aids) or engine powered (electrical bikes and scooters, …), etc.

[bookmark: _Toc451422488][bookmark: _Toc451422787][bookmark: _Toc451423086]Smart Cities
A Smart City is one that dramatically increases the pace at which it improves its sustainability and resilience, by fundamentally improving how it engages society, how it applies collaborative leadership methods, how it works across disciplines and city systems, and how it uses data and integrated technologies, in order to transform services and quality of life to those in and involved with the city (residents, businesses, visitors). Smart Cities are a new concept and a new model, which applies the new generation of information technologies, such as the internet of things, cloud computing, big data and space/geographical information integration, to facilitate the planning, construction, management and smart services of cities. Developing Smart Cities can benefit synchronized development, industrialization, information sharing, urbanization and agricultural modernization and sustainability of cities development.

Ed note: Section on context of use has been expanded, do the topics below need to be added, or are they implicitly (or sufficiently) covered in the areas defined above.

Security
· Surveillance
· Emergency services
· Border control


Environmental Monitoring
· Temperature, humidity, 
· Pollution levels


Enterprise
· Supply Chain
· logistics

Utilities
· Water systems
· Power systems
· Drainage
· Sewage 

Ed Note: Do we also want the equivalent of Annexes B and C from AAL use case template
[bookmark: _Toc448931307][bookmark: _Toc451422489][bookmark: _Toc451422788][bookmark: _Toc451423087]Use Case Scenarios
[bookmark: _Toc448931308][bookmark: _Toc451422490][bookmark: _Toc451422789][bookmark: _Toc451423088]IoT Network Security 
[bookmark: _Toc448931309][bookmark: _Toc451422491][bookmark: _Toc451422790][bookmark: _Toc451423089]Scope and Objectives 
As IoT service providers bring various services to market across industry verticals, Telco’s are thinking about how best to offer telecommunication services to IoT providers. Telco services take the shape of network connectivity, hosting of IoT application platform in Telco clouds, gateways services such as 4G, enterprise or consumer edge-devices, its management, associated data analytics, security services, centralised usage and billing services among others. Telco clouds are evolving to virtualised environments (SDN/NFV) that enable rapid provisioning of IoT services as well as new agile security capabilities and functionality enabling IoT Security.
[bookmark: _Toc451422732][bookmark: _Toc451423031][bookmark: _Toc451423330][image: ]Figure 1 – Overview of IoT Security Use cases in Telco environment 
[bookmark: _Toc448931310][bookmark: _Toc451422492][bookmark: _Toc451422791][bookmark: _Toc451423090]Narrative of Use case  
Short description
As IoT service providers bring various services to market across industry verticals, Telco’s are thinking about how best to offer telecommunication services to IoT providers. Telco services take the shape of network connectivity, hosting of IoT application platform in Telco clouds, gateways services such as 4G, enterprise or consumer edge-devices, its management, associated data analytics, security services, centralised usage and billing services among others. Telco clouds are evolving to virtualised environments (SDN/NFV) that enable rapid provisioning of IoT services as well as new agile security capabilities and functionality enabling IoT Security.

Complete Description

For IoT services to function effectively they depend on Network Availability and Reliability as a basic requirement, but possess other security requirements.  Software defined Networks enable Telco’s to dynamically manage their networks via centralised policies. These policies can be disseminated to the required point in the network to mitigate traffic floods, congestion, ddos attacks or similar. 

Security policies may be applied at the gateways where traffic bottlenecks are observed to possibly offload LTE connectivity to locally available wi-fi connections. Figure 2 and 3 depict a scenario where mobile offload thresholds maybe pre-set. For example if flow volumes exceed 50kbps switch traffic to wi-fi or vice versa. Similarly when a congested backhaul link is observed, instead of dropping traffic, the SDN controller can route smart homes, devices and sensors in overlapping cell edges to adjacent eNBs where there is lower utilization. Additionally SDN and NFV combined can be used to augment the saturating gateway, eNB or backhaul network with additional compute, network bandwidth, storage. 

A centralized control layer allows global visibility into usage and resources across all base stations and allows for intelligent resource management to enable manage congestion. With the dynamic nature of IoT devices, intelligent software defined networks and gateways for dynamic traffic management are imperative to enable IoT network availability and reliability.
. 
[bookmark: _Toc451422733][bookmark: _Toc451423032][bookmark: _Toc451423331][image: ][image: ]Figure 2 – Traditional LTE Network Congestion Management 

[bookmark: _Toc451422734][bookmark: _Toc451423033][bookmark: _Toc451423332]Figure 3– SDN based congestion management at the gateways by offloading to wi-fi 

[bookmark: _Toc448931311][bookmark: _Toc451422493][bookmark: _Toc451422792][bookmark: _Toc451423091]Actors (entities that communicate and interact, can include people, software applications, systems, databases, IoT system etc)
	Actor Name

	Actor Type 

	Actor Description 

	Used Technology)

	Telco IoT cloud (provider and tenant)

	System
	Virtualised cloud infrastructure managed by Telco’s to support IoT infrastructure or provided to IoT Service providers
	

	Telecom Networks

	Network
	Interconnects and transmits information between IoT system components
	

	Telco Network Security application controller

	Security Systems
	Centralized Security Management Platforms
	

	Gateways
	Intermediary system
	Interconnects networks of endpoints to Access Networks
	

	IoT endpoint

	Endpoint 
	Sensors, actuators, applications etc.
	


[bookmark: _Toc448931312][bookmark: _Toc451422494][bookmark: _Toc451422793][bookmark: _Toc451423092]Issues: Legal Contracts, Legal Regulations, Constraints and others (including regional regulations)
[bookmark: _Toc448931313][bookmark: _Toc451422495][bookmark: _Toc451422794][bookmark: _Toc451423093]Referenced Standards and / or Standardization Committees  https://www.opennetworking.org/images/stories/downloads/sdn-resources/solution-briefs/sb-wireless-mobile.pdf
	Relevant Standardization Committees
	Standards have to be considered in the Use Case
	Standard Status

	
JTC 1 SC27 SG IoT
	
SC27 SG IoT?? work item
	


[bookmark: _Toc448931314][bookmark: _Toc451422496][bookmark: _Toc451422795][bookmark: _Toc451423094]Relation with other known use cases 
[bookmark: _Toc448931315][bookmark: _Toc451422497][bookmark: _Toc451422796][bookmark: _Toc451423095]General Remarks
Domain
IoT Telco clouds, Cloud Security, Network function virtualisation, Software defined networks, Infrastructure as a service (IaaS), Software as a service (SaaS), Platform as a service (PaaS).
IoT Telco clouds: Telecommunications service providers offer hosting services to IoT Service Providers on their infrastructure called “clouds”. These are typically telco datacentres where Telcos offer infrastructure (Compute, storage), services (analytics, security) and platforms (IoT application platforms, web applications) to their customers.
Role
IoT Architecture basically comprises of the fundamental building blocks of (i) things, (ii) gateway, (iii) network (access, core) and (iv) cloud. The IoT endpoints via their service provider interact with applications, services or platforms in telecom carrier clouds. 
Scenario
Telco SDN/NFV clouds have visibility into the traffic patterns of the IoT communication networks, as well as monitoring capabilities of IoT application or platforms they host. This intelligence can be utilised by the carrier to enforce security policies at appropriate points in the IoT network to manage traffic congestion (even mitigate possible DDoS attacks). Software defined networks enable carriers deliver just in time security at the required network points.
[image: ]

[bookmark: _Toc451422735][bookmark: _Toc451423034][bookmark: _Toc451423333]Figure 4 – IoT Basic Network 

	Common terms and definitions

	Term
	Definition

	Network Function Virtualization (NFV)
	· Network Functions Virtualization (NFV) is the concept of replacing dedicated network appliances with proprietary hardware such as routers and firewalls—with software running on commercial off-the-shelf x86 servers.

	Software Defined Networking (SDN)
	· Software-Defined Networking is an emerging architecture that is dynamic, manageable, cost-effective, and adaptable making it ideal for the dynamic nature of IoT applications. This architecture decouples the network control and forwarding functions enabling the network control to become directly programmable controlling several devices and the underlying infrastructure to be abstracted for applications and network services.


[bookmark: _Toc448931316][bookmark: _Toc451422498][bookmark: _Toc451422797][bookmark: _Toc451423096]Security and Privacy
In cases where security is not being explicitly offered as a service (e.g a Firewall as a service), security is an integral part of technical architectures for all IoT use cases and therefore do not need a specific chain of interactions between IoT components for its application, rather security architectures should apply as matter of best practice, potentially at different layers in the service-assets (cloud, network, gateway, endpoint)
[bookmark: _Toc448931317][bookmark: _Toc451422499][bookmark: _Toc451422798][bookmark: _Toc451423097]Conformity aspects (common international assessment methodology/critical requirements)
[bookmark: _Toc448931318][bookmark: _Toc451422500][bookmark: _Toc451422799][bookmark: _Toc451423098]Interaction between stakeholders/devices/services/system including user requirements
[bookmark: _Toc448931319][bookmark: _Toc451422501][bookmark: _Toc451422800][bookmark: _Toc451423099]Drawing or Diagram of Use Case
Ed Note: New submission does not fit exactly document layout, this needs to be checked by Canadian experts who submitted revised version and appropriate adjustments made
[bookmark: _Toc448931320][bookmark: _Toc451422502][bookmark: _Toc451422801][bookmark: _Toc451423100]IoT Security threat detection and management
[bookmark: _Toc448931321][bookmark: _Toc451422503][bookmark: _Toc451422802][bookmark: _Toc451423101]Scope and Objectives of Use Case 
Telco cloud providers are able to gather large amounts of data regarding the IoT service, endpoint, status, utilization and conduct large scale analytics. This data gathered can be used for centralised threat detection and mitigation through intelligent security policy enforcement.
[bookmark: _Toc448931322][bookmark: _Toc451422504][bookmark: _Toc451422803][bookmark: _Toc451423102]Narrative of Use Case
Short Description 
Cyber criminals and hackers are developing new methods to access home devices that have an operating system and an open IP address. DDos attacks, botnets launch volumetric assaults on targets though the use of massive numbers of Networked IoT devices to cause required resources or service to be no longer available.  
Approximately 3M Petabytes of data will be generated in the next 5 years by embedded system alone (IDC, 2013). Much of the IoT data will find its way to “the cloud” – internet-based services and applications - for purposes of correlation of various data points from billions of IoT devices for analytics to provide the user with valuable insights. 
With the volumes of data generated by both machine and humans, one can expect IoT services will turn to third-party service providers to conduct large volumes of data crunching for them. These advanced data analytic can be used to detect ongoing security attacks against the IoT services, in real time and provide actionable intelligence to SDN/NFV networks for security policy enforcement at appropriate points to mitigate and remediate threats and vulnerabilities.
Malware, DDoS attacks utilizing IoT devices as well as attacks to IoT devices with millions of hijacked IoT end points have already been detected. Given the volumes of devices entering the network, automated security intelligence with rapid enforcement capabilities is a must.
Complete description
Telco networks with SDN/NFV enablement have visibility into the traffic patterns of the IoT traffic and networks, as well as monitoring and mitigation capabilities of IoT application or platforms they host.  These data points, typically metadata, are fed into big data analytics engine for large scale security threat detection, pattern recognition, anomaly detection and detection of security events and incidents in progress.  See Error! Reference source not found..
Additionally Telco’s have diverse security devices in the networks, such as firewall, IPS/IDS, VPNs, access controls that offer layers or protection to the IoT services. With centralised flexible SDN/NFV network-management, security policies including items like firewall rules, dynamic quarantine and related mechanisms can be delivered, in near real time, to the appropriate points with consistency across the overall IoT network to help respond rapidly to ongoing attacks. Remediation and counter measures could range from installing updated patches to vulnerable devices, isolating infected devices from the overall network, or even allocate processing power or increase bandwidth in part of the network as appropriate.
[bookmark: _Toc448931323][bookmark: _Toc451422505][bookmark: _Toc451422804][bookmark: _Toc451423103]Actors: People, Systems, Applications, Databases, the Power System, and Other Stakeholders
	Actor Name

	Actor Type 

	Actor Description 

	Used Technology)

	Telco IoT cloud (provider and tenant)

	System
	Virtualised cloud infrastructure managed by Telco’s to support IoT infrastructure or provided to IoT Service providers
	

	Telecom Networks

	Network
	Interconnects and transmits information between IoT system components
	

	Telco Network Security application controller

	Security Systems
	Security cotrollers/orchestrators
	

	Gateways
	Intermediary system
	Interconnects networks of endpoints to Access Networks
	

	Data Analytics engine
	Analytics plaform
	Generates actionable intelligence through analysis of data gathered from ioT system
	

	IoT endpoint

	Endpoint 
	Sensors, actuators, applications etc.
	


[bookmark: _Toc448931324][bookmark: _Toc451422506][bookmark: _Toc451422805][bookmark: _Toc451423104]Issues: Legal Contracts, Legal Regulations, Constraints and others (including regional regulations)
[bookmark: _Toc448931325][bookmark: _Toc451422507][bookmark: _Toc451422806][bookmark: _Toc451423105]Referenced Standards and / or Standardization Committees  
	Relevant Standardization Committees
	Standards have to be considered in the Use Case
	Standard Status

	
JTC 1 SC27 SG IoT
	
SC27 WG4 and WG5 study periods
	



[bookmark: _Toc448931326][bookmark: _Toc451422508][bookmark: _Toc451422807][bookmark: _Toc451423106]Relation with other known use cases 
https://www.opennetworking.org/images/stories/downloads/sdn-resources/solution-briefs/sb-security-data-center.pdf
http://www.lightreading.com/spit-(service-provider-it)/analytics-big-data/analytics-in-a-world-of-sdn-nfv-and-iot/d/d-id/711866
[bookmark: _Toc448931327][bookmark: _Toc451422509][bookmark: _Toc451422808][bookmark: _Toc451423107]General Remarks
Domain
Cloud Security, Network function virtualisation (NFV), Software defined networks (SDN), Big Data Analytics, Security as a service.
IoT clouds: Telecommunications service providers offer hosting services for IoT Service Providers on their infrastructure called “clouds”. These are typically datacentres where service provider offer infrastructure (Compute, storage), services (analytics, security) and platforms (IoT application platforms, web applications) to their customers. 
While cloud-based services are available from a wide range in service providers, network services begin with physical infrastructure (fixed line and/or wireless) and require some form of telecommunications service provider (Telco).
This gives Telco’s a unique advantage of visibility of end to end view of traffic patterns, security breaches and attacks.
Role
A Telco is essentially a service provider to IoT service providers and end users, offering network connectivity, big data analytics and security services.
Scenario (Ed note: text also under 6.2.2.1)
Cyber criminals and hackers are developing new methods to access home devices that have an operating system and an open IP address. DDos attacks, botnets launch volumetric assaults on targets though the use of massive numbers of Networked IoT devices to cause required resources or service to be no longer available.  

[bookmark: _Toc448931328][bookmark: _Toc451422510][bookmark: _Toc451422809][bookmark: _Toc451423108]Security and Privacy
In cases where security is not being explicitly offered as a service e.g a Firewall as a service, security is an integral part of technical architectures for all use cases and therefore do not need a specific chain of interactions between IoT components for its application rather security architectures should apply as matter of best practice.
[bookmark: _Toc448931329][bookmark: _Toc451422511][bookmark: _Toc451422810][bookmark: _Toc451423109]Conformity aspects (common international assessment methodology/critical requirements)
[bookmark: _Toc448931330][bookmark: _Toc451422512][bookmark: _Toc451422811][bookmark: _Toc451423110]Interaction between stakeholders/devices/services/system including user requirements
[bookmark: _Toc448931331][bookmark: _Toc451422513][bookmark: _Toc451422812][bookmark: _Toc451423111][image: ]Diagrams of Use Case
[bookmark: _Toc451422736][bookmark: _Toc451423035][bookmark: _Toc451423334]Figure 5 – IoT and SDN/NFV 

[bookmark: _Toc451422737][bookmark: _Toc451423036][bookmark: _Toc451423335][image: ] 
Figure 6 – IoT Data Analytics
[bookmark: _Toc451422738][bookmark: _Toc451423037][bookmark: _Toc451423336][image: ]
[bookmark: _Toc451422739][bookmark: _Toc451423038][bookmark: _Toc451423337]Figure 7 – SDN Security Policy Management
[bookmark: _Toc448931332][bookmark: _Toc451422514][bookmark: _Toc451422813][bookmark: _Toc451423112]Remote Management of large equipment in a plant
[bookmark: _Toc448931333][bookmark: _Toc451422515][bookmark: _Toc451422814][bookmark: _Toc451423113]Scope and Objectives of Use Case
The large equipment in a plant is generally manufactured by a different company. It is hard for the plant to take good care of it due to the lack of expertise about the equipment. The best party to manage it should be the manufacturer. This use case describes how an equipment manufacturer utilizes an IoT system to manage the equipment that is deployed at the customer’s plant. The IoT system enables the manufacturer to keep the equipment healthy and long lasting, make repair and procurement procedure efficient, which reduces the plant’s cost and increases the profit of the manufacturer
[bookmark: _Toc448931334][bookmark: _Toc451422516][bookmark: _Toc451422815][bookmark: _Toc451423114]Narrative of Use Case
Short Description 
An IoT system is deployed by the equipment manufacturer. It is cloud based. The cloud is connected to all the manufacturer’s sold equipment in different plants. In this set up, the operator from the manufacturer remotely monitors the equipment. If an event or an alarm occurs, the operator could act on it remotely. For example, send the repair person, order spare parts, etc.
Complete description 
The large equipment in a plant is manufactured by a different company. It is hard for the plant to take good care of it due to the lack of expertise about the equipment. The best party to manage it should be the manufacturer. This use case describes how this is achieved with an IoT system. The IoT system is deployed by the equipment manufacturer. The IoT system includes a cloud that stores data, processes the data, and generates actionable information. The cloud is connected with all the equipment, usually via the Internet. The sensors measure different aspects of the equipment, actuators sets up the behaviour of the equipment Sensors and/or actuators are fixed on each equipment forming a local mesh network, possibly a wireless network. The gateway of this network is connected with the cloud through the Internet. The cloud stores all necessary data about all the equipment the manufacturer has sold, including the active time-series parameter data sent from each equipment. The equipment, the network, the cloud, and the humans interacting with the cloud form an IoT system.
The figure in 6.3.11 shows the contents of the IoT system:
· User Domain: The operator, repair person, and the procurement person
· Physical Object Domain: The big equipment, and some related plant evnironment stuff.
· Sensing & Controlling Domain: The sensors and actuators, the network to connect them, and related software.
· Operation & Management Domain: Equipment monitoring system, service procurement management system.
· Application Service Domain: Various enterprise software services, big data analytics software.
· Resource & Interchange Domain: Big Data store with all static and time series data of all the equipment sold.
Three use case scenarios are present with the cloud. 1) The operator from the manufacturer remotely monitors the equipment. If an event or an alarm occurs, the operator could act on it remotely. 2) An event or alarm triggers the service subsystem, which generates a repair request to the repair person, who executes the repair, and closes the task. 3) After some repair tasks, the parts stored at the plant go below a limit and this fact automatically triggers the parts management subsystem, which generates an order for the purchasing personnel, who follows through and in the end closes the order task.
[image: FBFA7112-2423-4276-955E-21B83EFA2050]The real application of such an IoT system is illustrated in the following narrative about a large equipment that processes pollutants. The following picture is one single system that processes various wastes. It includes many parts and pipes. It uses high temperature and electric charge to break waste molecules. The system could be used to break various pollutants and is used to process industrial wastes, dangerous material, household garbage, used medical wastes, etc. The processed wastes could be recycled for power generation, a real green solution.

	Scenario conditions

	Scenario name
	Scenario description
	Primary actor
	Triggering event
	Pre-condition
	Post-condition

	Monitor
	Certain parts of equipment need to be replaced to prevent shutdown
	Operator
	A failed or failing part
	Certain parts of the equipment is worn out.
	The part is replaced

	The IoT system sends the operator information that a certain part is worn out. This information could be sent straight from the sensors on the equipment, or derived in the cloud from the big data collected about the equipment.
The operator issues a repair order in the IoT system.
After the repair person finishes the repair and enters the result into the IoT system, the IoT system sends the operator information that the repair is done.

	Repair
	Certain parts of the equipment needs to be replaced to prevent shutdown
	repair person
	A repair order
	Certain parts of the equipment is worn out. The new part is available
	The part is replaced

	IoT system forwards the repair order to the repair man.
The repair person goes to the equipment, performs the repair/part replacement.
The repair person enters the repair information and completion status.

	Procure
	The replacement part is running low at the inventory
	procurement person
	Low inventory
	Low inventory
	New parts ordered

	IoT system generates the purchase order based on the fact that the inventory level has fallen under a threshold.
Purchase the parts from the supply chain, which results in the inventory being replenished. As such the inventory low status is changed.



[bookmark: _Toc448931335][bookmark: _Toc451422517][bookmark: _Toc451422816][bookmark: _Toc451423115]Actors: People, Systems, Applications, Databases, the Power System, and Other Stakeholders
	Actor Name

	Actor Type 

	Actor Description 

	Used Technology)

	· IoT system
	Thing
	
	

	· Operator
	Human
	The person who monitors the IoT system
	

	· Repair personnel
	Human
	The person who repairs the equipment
	

	· Procurement personnel
	IT tool
	The person who places orders for equipment and parts
	


[bookmark: _Toc448931336][bookmark: _Toc451422518][bookmark: _Toc451422817][bookmark: _Toc451423116]Issues: Legal Contracts, Legal Regulations, Constraints and others (including regional regulations)
[bookmark: _Toc448931337][bookmark: _Toc451422519][bookmark: _Toc451422818][bookmark: _Toc451423117]Referenced Standards and / or Standardization Committees  
[bookmark: _Toc448931338][bookmark: _Toc451422520][bookmark: _Toc451422819][bookmark: _Toc451423118]Relation with other known use cases 
This is for an equipment vendor who switches from only selling hardware to managing the whole lifecycle of its sold equipment. The vendor, during the sale of its product, signs a contract with its customer to remotely monitor the equipment.
[bookmark: _Toc448931339][bookmark: _Toc451422521][bookmark: _Toc451422820][bookmark: _Toc451423119]General Remarks
The large equipment used in a production plant is usually manufactured by a different company. It is hard for the plant to take good care of it due to the lack of expertise about the equipment. The best party to manage it should be the manufacturer. This use case describes how this is achieved with an IoT system.
Traditionally a large equipment manufacturer tries to make good products, and makes money at the sale of the product. The equipment then belongs to the plant who may or may not know much about it. A lot of cost incurs once it fails. Although the equipment manufacturer could make money for parts and repairs, the repairs are the pain for the customers, which is negative long term for the manufacturer. The manufacturer benefit long term if the equipment could be proactively managed so that it would not break down during production. This use case describes how the manufacturer could install an IoT system to better serve the customer plants.
[bookmark: _Toc448931340][bookmark: _Toc451422522][bookmark: _Toc451422821][bookmark: _Toc451423120]Security and Privacy
[bookmark: _Toc448931341][bookmark: _Toc451422523][bookmark: _Toc451422822][bookmark: _Toc451423121]Conformity aspects (common international assessment methodology/critical requirements)
[bookmark: _Toc448931342][bookmark: _Toc451422524][bookmark: _Toc451422823][bookmark: _Toc451423122]Interaction between stakeholders/devices/services/system including user requirements
[bookmark: _Toc448931343][bookmark: _Toc451422525][bookmark: _Toc451422824][bookmark: _Toc451423123]Diagram of Use Case
	[image: 858446377285856541]


[bookmark: _Toc451422740][bookmark: _Toc451423039][bookmark: _Toc451423338]Figure 8 – Remote Equipment monitoring 
[bookmark: _Toc448931344][bookmark: _Toc451422526][bookmark: _Toc451422825][bookmark: _Toc451423124]Automated ICC Profile Discovery
Ed Note: This is provisional content submitted by experts; A final version will be provided after it is endorsed by the responsible SDO(s).
[bookmark: _Toc448931345][bookmark: _Toc451422527][bookmark: _Toc451422826][bookmark: _Toc451423125]Scope and Objectives of Use Case
This use case describes automated ICC profile discovery supporting colour performance auto-configuration & auto-update which delivers service and maintenance cost reduction in a medical office.
Safety, security and privacy for office equipment discoverability function is important.
Communication must be reliable and secure (encryption, authentication, etc), Other requirements include Version Log Management, expired version detection and alarms to appropriate repository, and ontologies for devices & consumables discovery
[bookmark: _Toc448931346][bookmark: _Toc451422528][bookmark: _Toc451422827][bookmark: _Toc451423126]Narrative of Use Case
Short Description
John installed medical IT tools for remote skin disorder diagnosis.
Complete Description
John is a medical doctor in a world wide medical care services which is capable of remote diagnosis with highly professional medical doctors. Patients sometimes have to drive or fly to visit hospital spending many hours, but with this services, patient can get a diagnosis at home, without physically visiting hospital. It requires there IT tools device profiles matching with their consumables up to date correctly, so that John can watch his patient site camera captured image of the patient skin on John’s hospital display within a colour difference tolerance limit. He can also print it and archive to his record as physical evidence.

Susan is an apparel designer working with a global company. 
[bookmark: _Toc448931347][bookmark: _Toc451422529][bookmark: _Toc451422828][bookmark: _Toc451423127]Actors: People, Systems, Applications, Databases, the Power System, and Other Stakeholders
	Actor Name

	Actor Type 

	Actor Description 

	Used Technology 

	· John
	User
	Medical doctor who is naive to Colour management but has high level criteria for colour reproduction accuracy in his remote diagnosis of skin disorder patient.
	

	· Susan
	User
	
	

	· Camera
	IT tool
	Various types of cameras are available in terms of device cost, colour gamut size, colour accuracy, resolution,
	

	· Display
	IT tool
	Various types of Displays are available in terms of device cost, colour gamut size, colour accuracy, resolution,
	

	· Printer
	IT tool
	Various types of printers are available in terms of device cost, running cost, speed, color accuracy, resolution,
	

	· Print paper
	Consumable
	Various types of papers are available in terms of cost, image quality, weight, size,
	

	· Colour ink, toner
	Consumable
	Various types of inks, tomers are available in terms of cost, image quality, image permanence, stability,
	

	· Cloud server
	ICC profile repository
	Various types of repositories are available such as OEM, Third party, Consortium (e.g. ICC),
	

	· Software
	Application
	Various types of applications are available such as OEM bundled in OSs, Profile provider (e.g. ColorBase),
	



[bookmark: _Toc448931348][bookmark: _Toc451422530][bookmark: _Toc451422829][bookmark: _Toc451423128]Issues: Legal Contracts, Legal Regulations, Constraints and others (including regional regulations)
	Issue - here specific ones
	Impact of Issue on Use Case
	Reference – law, standard, others

	
	
	

	
	
	



[bookmark: _Toc448931349][bookmark: _Toc451422531][bookmark: _Toc451422830][bookmark: _Toc451423129]Referenced Standards and / or Standardization Committees 
	Relevant Standardization Committees
	Standards have to be considered in the Use Case
	Standard Status

	ICC, CIE Div. 1, CIE Div. 8, ISO/TC 42, ISO/TC 130, IEC/TC 100/TA 2, ISO/IEC/JTC 1/SC 27, SC 28, SC 29, W3C, 
	Color characterization standards, Cloud and web standards, Imformation security standards, 
	

	
	
	

	
	
	



[bookmark: _Toc448931350][bookmark: _Toc451422532][bookmark: _Toc451422831][bookmark: _Toc451423130]Relation with other known use cases 
	Known use case
	Source
	UC Status

	
	…
	



[bookmark: _Toc448931351][bookmark: _Toc451422533][bookmark: _Toc451422832][bookmark: _Toc451423131]General Remarks
When the system is in operation everything works automatic without any user interface. The remote monitoring application runs in a cloud server and can communicate with the IT tools. A local router, situated for example in a Smartphone, may be needed to translate between a local communication method such as Bluetooth Low Energy and the mobile network or wifi, but at application level end-to-end security and communication through firewalls are achieved. The communication must be reliable. User interaction is not required
[bookmark: _Toc448931352][bookmark: _Toc451422534][bookmark: _Toc451422833][bookmark: _Toc451423132]Security and Privacy
User must be in control with whom information is shared, i.e. only uploading to an authorized device profile provider that is approved by the user.
The device/user must be authorized to access a certain device profile provider, i.e. protection against fake devices and evil users.
Confidentiality of information must be assured. No un-authorized entity should be able to get access to the data. This is typically solved by encrypted transport.
Integrity of information must be assured. This means that it should not be possible to modify the data being sent.
[bookmark: _Toc448931353][bookmark: _Toc451422535][bookmark: _Toc451422834][bookmark: _Toc451423133]Conformity aspects (common international assessment methodology/critical requirements) 
The system must be reliable in all aspects, for example:
The cloud application must be able to detect if any failure occurs, for example if contact is lost with the IT tools on duty.
[bookmark: _Toc448931354][bookmark: _Toc451422536][bookmark: _Toc451422835][bookmark: _Toc451423134]Interaction between stakeholders/devices/services/system including user requirements
	User Interaction

	
Proposal for sequence description that could contain the following parts for a system set-up:

* Description/Overview
The assumption is that IT tools should have discoverability and auto-configuration capabilities according to ISO/IEC 30141 IoT RA, so that a set-up and update of device profiles should be done without having user interference which means the system set up and authorization process through the device’s web browser or a through a native application running in the devices.

* Pre-conditions:
- A set of IT tools connected to cloud
- Device with UI, e.g. a laptop or a smartphone connected to cloud.

* Flow
User logs in to service provider web site. If the user has an existing account, e.g Google or Facebook, this could be used for the log in process.
User starts set-up process by specifying the IT tools to form a system.
User approves that the system is used to the remote diagnostic application.


* Post-condition
- The system is active through the diagnostic operation.



[bookmark: _Toc448931355][bookmark: _Toc451422537][bookmark: _Toc451422836][bookmark: _Toc451423135]Diagram of Use Case
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[bookmark: _Toc451422741][bookmark: _Toc451423040][bookmark: _Toc451423339]Figure 9 – Remote diagnosis use case involving ICC profile
[bookmark: _Toc448931356][bookmark: _Toc451422538][bookmark: _Toc451422837][bookmark: _Toc451423136]Tracking of Farm Products
[bookmark: _Toc448931357][bookmark: _Toc451422539][bookmark: _Toc451422838][bookmark: _Toc451423137]Scope and Objectives of Use Case
This use case describes the procedure of farm product tracking using an IoT system to achieve the supervision of the safety of farm products.
The use case is within the scope of monitoring and supervision throughout the farm product supply chain, including production, processing, transportation, circulation, sale, etc.
The use case guarantees the safety and security of the farm products for the consumers. Meanwhile, it facilitates the management of the farm product for the businesses.
Food safety and security draws more and more attention in China, and to track farm products from their origin to their destinations becoming a very important topic. The tracking of the farm products effectively manages the farm product supply chain for the government and the industry.
In order to achieve the farm product tracking effectively, one promising approach is to use the IoT technology in order to realize the monitoring and supervision of the products throughout the procedure of farm product supply chain, including production, processing, transportation, circulation, sale, etc. The IoT system collects the specified information of the farm products via sensors at every stage of the farm product supply chain. The data are stored and the data are integrated/fused in the IoT system.  The system provides the inquiry service for the customers. The reliability and security of the system is guaranteed by the operation and maintenance management. The data interchange can be achieved via the interaction with other systems.
[bookmark: _Toc448931358][bookmark: _Toc451422540][bookmark: _Toc451422839][bookmark: _Toc451423138]Narrative of Use Case
Short Description 
This use case describes the procedure of farm product tracking using an IoT system to achieve the farm product safety and security.
Complete description
	Scenario conditions

	Scenario name
	Scenario description
	Primary actor
	Triggering event
	Pre-condition
	Post-condition

	Inspection on meat production
	Collection of specified data during the meat production procedure
	Object, sensing and controlling system, IoT gateway
	Regular quarantine., vaccination, injection of medicine, quarantine after slaughtering
	
	

	Tracking of meat on the retail market
	Inspection of meat status during the retail procedure
	Object, sensing and controlling system, IoT gateway, service provider, operation and maintenance management, resouce interchange
	Delivering, weighing, storing,, processing of  non-fresh meat
	
	



[bookmark: _Toc448931359][bookmark: _Toc451422541][bookmark: _Toc451422840][bookmark: _Toc451423139]Actors: People, Systems, Applications, Databases, the Power System, and Other Stakeholders
	Actor name

	Actor type 

	Actor description 

	Further information specific to this use case

	Government customer
	organization
	Government customers are, for example, agricultural bureau, business bureau, etc.
	

	Public customer
	human
	Public consumer
	

	Farm product
	Physical entity
	Meat, vegetables, milk, etc.
	

	Employees involved in  farm product activities
	human
	People involved in the farm product activities
	

	RFID tag and reader
	Device
	It reads or writes information of farm products during the supply chain management procedures of farm products. The information can be tracked by the customer.
	

	Employee sensor card
	Device
	It collects information of employees involved in the farm product activities.
	

	Electronic ledger
	Device
	Sensor data is input to the electronic ledger under authentication by a third-party.
	

	IoT gateway
	system
	It encapsulates and converts the format of the sensor data 
	

	Information security support 
	system
	It provides statistical data processing and analysis for the agricultural products and gives early warning when abnormal data is identified.
	

	Tracking management platform for government customer 
	system
	It provides the monitoring management service for the government customer and achieves supervision of the farm product in the market.
	

	Tracking service platform for public customer
	system
	It provides inquiry service for the public customers via web, 2-D barcodes scanning, etc. It also supports responding to the customers’ complaints on food safety.
	

	IT system maintenance 

	system
	It performs the management and maintenance of the IoT devices, so as to guarantee the reliability and security of the IoT system.
	

	Real-time monitoring in farm product market
	system
	It offers real-time monitoring during the production, processing, transportation, circulation, sale, etc. of the agricultural products.
	

	Farm product information exchange platform
	system
	It provides data sharing and interchange of the IoT system with other systems.
	

	E-commerce platform
	system
	It offers financial interchange service of IoT system with other systems
	


[bookmark: _Toc448931360][bookmark: _Toc451422542][bookmark: _Toc451422841][bookmark: _Toc451423140]Issues: Legal Contracts, Legal Regulations, Constraints and others (including regional regulations)
[bookmark: _Toc448931361][bookmark: _Toc451422543][bookmark: _Toc451422842][bookmark: _Toc451423141]Referenced Standards and / or Standardization Committees  
[bookmark: _Toc448931362][bookmark: _Toc451422544][bookmark: _Toc451422843][bookmark: _Toc451423142]Relation with other known use cases 
[bookmark: _Toc448931363][bookmark: _Toc451422545][bookmark: _Toc451422844][bookmark: _Toc451423143]General Remarks
[bookmark: _Toc448931364][bookmark: _Toc451422546][bookmark: _Toc451422845][bookmark: _Toc451423144]Security and Privacy
[bookmark: _Toc448931365][bookmark: _Toc451422547][bookmark: _Toc451422846][bookmark: _Toc451423145]Conformity aspects (common international assessment methodology/critical requirements)
[bookmark: _Toc448931366][bookmark: _Toc451422548][bookmark: _Toc451422847][bookmark: _Toc451423146]Interaction between stakeholders/devices/services/system including user requirements
	Information exchanged

	Information exchanged, ID
	Name of information
	Description of information exchanged
	Requirement,R-IDs 

	UD & OMD
	Operation status of user system
	UD inquires operation status of the user system and get feedback from OMD, including the basic user information, user priority, etc.
	

	UD & ASD
	Inquiry service, complain report
	ASD provides inquiry service for the UD;
UD can feedback complain report to ASD
	

	UD & RID
	Request and response of resource interchange with other systems
	RID and UD exchange information of farm product 
	

	OMD & ASD
	Control instructions, operation status
	OMD transmits control instructions to ASD, ASD feeds back the operation status to OMD
	

	ASD& RID
	IoT resouce, resource from other system
	ASD and RID exchange IoT resource and resouce from other systems
	

	OMD & SCD
	Heterogeneous sensor data, device and system status
	SCD provides heterogeneous senor data to OMD, SCD feeds back operation stauts to OMD
	

	ASD& SCD
	Heterogeneous sensor data, control and request data
	SCD provides heterogeneous sensor data to ASD, ASD transmits control and request data to SCD
	

	RID & SCD
	Heterogeneous sensor data, resource from other systems
	SCD provides heterogeneous sensor data to RID, RID transmits resource from other systems to SCD
	

	SAD & OBD
	Sensor data
	SCD obtains sensor data from OBD
	


[bookmark: _Toc448931367][bookmark: _Toc451422549][bookmark: _Toc451422848][bookmark: _Toc451423147]Diagram of Use Case

Figure 10 – Diagram of farm product tracking use case actors and information exchange
[bookmark: _Toc448931368][bookmark: _Toc451422550][bookmark: _Toc451422849][bookmark: _Toc451423148]IoT Application for warehouse goods monitoring
[bookmark: _Toc448931369][bookmark: _Toc451422551][bookmark: _Toc451422850][bookmark: _Toc451423149]Scope and Objectives of Use Case
This use case describes an IoT application system, which automatically monitors and tracks a great deal of goods in warehouses. By monitoring and tracking the goods in warehouses, the owners can accurately valuate their assets at any given time.  Therefore, this IoT system helps the owners to apply for and secure the loans from banks using the asset as a collateral. The IoT system also benefits the lender (e.g., banks) to monitor the borrower’s collateral assets at any given time.
[bookmark: _Toc448931370][bookmark: _Toc451422552][bookmark: _Toc451422851][bookmark: _Toc451423150]Narrative of Use Case
Short Description 
This use case describes the accurate monitoring of goods in a warehouse as part of financial management and ensures movements in and out of stock are only done with appropriate authorisation. This IoT application  benefits both the owners (the borrower) of the goods and the bank (the lender); thus, it provides a new financial mode of IoT technology used for dynamic property supervision.
Complete description
Previously an enterprise which owns goods applied for loans from a bank, the owner of the enterprise needed to collateralize their goods and submit a loan application documents along with the warehouse manager’s verification of goods in the warehouse to the bank where the loan was applied. With the value of the collaterals, the bank’s loan officer decided whether to approve or not to approve based on the application documents provided by the enterprise owner and the warehouse manager. If the information in the application was incorrect or falsified or the goods were  removed from the warehouse with the intent of illegal activity, the bank that already loaned the fund to the enterprise had no way of  knowing such situation  might not be able to recover any portion of the money that was loaned to the enterprise owner.
Warehouse goods monitoring system is an application realised by IoT technology to automatically monitor and track a great deal of goods. Figure 1 shows IoT application for monitoring the goods in the warehouse. The information about the goods including when they are moved in and out of the warehouse, the weight of all the boxes and containers of the goods, the types of the goods in the boxes and containers, and the location  of the boxes and containers are collected. If the goods are moved out of the warehouse without authorisation, it will be considered as an illegal activity and shall trigger the alarm system to alert the warehouse security office or monitoring operator.
Therefore, this IoT system helps the owners of the goods to apply for and secure the loans from banks, and also it benefits the bank to have the confidence in the collateral, reducing the risk and potential loss associated with the loans.
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[bookmark: _Toc451422743][bookmark: _Toc451423042][bookmark: _Toc451423341]Figure 11 – IoT application for monitoring the goods in the warehouse
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	Actor name
	Actor Type
	Actor Description
	Further Information specific to this use case

	RFID tag and reader

	Device
	RFID tags attached on boxes and containers have the recorded information about goods.  Using RFID readers, all the information about the goods is collected
	

	Electronic scale

	Device
	Electronic scale acquires the weight of all the goods and/or boxes/contains of the goods.
	

	Sensor with UWB module

	Device
	Using sensors with UWB module, the location of the goods in the warehouse can be computed and recorded
	

	Laser radar

	Device
	Laser radar acquires the contour information when boxes are placed in the warehouse, and the system can perform the contour change detection and it alarms when the change is more than 15% which can mean that some of the boxes are moved or removed
	

	Alarm controller

	System
	When boxes are illegally moved out of the warehouse, it shall trigger the alarm controller. It will produce sound and light alarm, and also the alarm information will be sent to the service platform to alert the security officers or the security monitoring operator
	

	IoT gateway

	Device
	IoT gateway connects all types of sensors, sensor nodes, and RFID tags information which is read by RFID readers and other outside network, and it gathers the information and manages the local network
	

	Internet connectivity

	Network
	Internet connectivity enables the information of goods be exchanged by the service platform, user system, and other platforms.
	

	On-line monitoring service system

	System
	On-line monitoring service system collects the information of goods in the warehouse and workers that go in and out of the warehouse, such as name, originating warehouse or supplier, location where the goods are placed in the warehouse, and the weight of goods, also workers’ information such as name, identification/employee number, and so on. It manages the warehouse information and provides information service for the bank and the enterprise.
	

	Collateral service system

	System
	Collateral service system performs collateral service for banks and enterprise, and it manages the collateral information, including goods in the warehouse, warehouse, owners, banks, the values of the goods, and so on.
	

	Resource access system

	System
	Resource access system connects to, and gets data from, third-party systems. The third party systems are, for example, commercial exchange systems that can provide the goods real-time price information with the collateral management system in Application Service Domain, end-users who are the banks that can acquire the value of the collateral goods and can compute the value of loan amount in real-time based on the value.
	

	Information resource database
	Application
	Information resource database categorizes all the sensor and device data in terms of the types of goods, whether to be authorized to be exchanged with other services, and so on, and this database stores all the data
	

	Maintenance system
	System
	The maintenance system manages the entire warehouse goods monitoring system to be stable and safe operation. It records all the systems’ operational state, device state, and it provides all the maintenance service.
	

	Rules management system

	System
	This provides the rules about the management of collateralized goods and commercial trade. For example, if the goods are collateralized once already and the obligation of collateral is still in effect, this system will inform the service provider not to provide the loan service for the same goods as collateral
	


[bookmark: _Toc448931372][bookmark: _Toc451422554][bookmark: _Toc451422853][bookmark: _Toc451423152]Issues: Legal Contracts, Legal Regulations, Constraints and others (including regional regulations)
[bookmark: _Toc448931373][bookmark: _Toc451422555][bookmark: _Toc451422854][bookmark: _Toc451423153]Referenced Standards and / or Standardization Committees  
[bookmark: _Toc448931374][bookmark: _Toc451422556][bookmark: _Toc451422855][bookmark: _Toc451423154]Relation with other known use cases 
[bookmark: _Toc448931375][bookmark: _Toc451422557][bookmark: _Toc451422856][bookmark: _Toc451423155]General Remarks
[bookmark: _Toc448931376][bookmark: _Toc451422558][bookmark: _Toc451422857][bookmark: _Toc451423156]Security and Privacy
[bookmark: _Toc448931377][bookmark: _Toc451422559][bookmark: _Toc451422858][bookmark: _Toc451423157]Conformity aspects (common international assessment methodology/critical requirements)
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IoT system architecture overview of warehouse goods monitoring is shown in figure below. 
Object Domain: The objects in this IoT application system is the “goods” stored in the warehouse and workers that moved the goods.
User Domain: The end-users of the system are the enterprise who is owner of the goods and also the bank.
Sensing & Controlling Domain: The devices can sense the information of the goods in the warehouse and trigger alarm controller in certain conditions (e.g., illegal activity, the weight of a container does not match with the recorded weight, etc.).
Application Service Domain: Service providers use service platforms collect the information and provide information service to the end-users.
Resource Interchange Domain: Service providers need information from other third-party information system to provide service, such as getting commercial exchange information through the resource exchange platform in Resource Exchange Domain, performing commercial evaluation services of the goods.
Operations & Management Domain: System managers need to manage the whole system through the operation and management platform.


[bookmark: _Toc451422744][bookmark: _Toc451423043][bookmark: _Toc451423342]Figure 12 – IoT system architecture overview of warehouse goods monitoring.
[bookmark: _Toc448931380][bookmark: _Toc451422562][bookmark: _Toc451422861][bookmark: _Toc451423160]Cooperation between Factories and Remote Applications
[bookmark: _Toc448931381][bookmark: _Toc451422563][bookmark: _Toc451422862][bookmark: _Toc451423161]Scope and Objectives of Use Case 
This use case describes global cooperation between factories and remote applications for improving their operations. The scope of this use case is global cooperation between factories and an IoT application, which allows manufacturers to optimize operations in their factories by monitoring and controlling production lines, running on a remote server. This use case describes how an IoT application running on a remote server exchanges data with those factories through a wide area network in order to optimize operations in those factories by monitoring and controlling production lines.
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Short Description 
This use case describes how an IoT application running on a remote computing environment exchanges data with those factories through a wide area network in order to optimize operations in those factories by monitoring and controlling production lines. In this case, an IoT Gateway located in a factory provides connectivity between the IoT application and controllers (e.g. MES, SCADA, PLC) in those factories. The IoT Gateway has to adapt different transmission attributes between inside and outside of the factory dynamically. 
In factories deploying several types of networks having different transmission attributes, this use case describes how an IoT application running on a remote computing environment exchanges data with those factories through a wide area network in order to optimize operations in those factories by monitoring and controlling production lines. In this case, an IoT Gateway located in a factory provides connectivity between the IoT application and controllers (e.g. MES, SCADA, PLC) in those factories. The IoT Gateway has to adapt different transmission attributes between inside and outside of the factory dynamically. Additionally, the IoT Gateway shall be able to address unexpected events, such as throughput degradation of a wide area network connection, rapid increase of the amount of information data in a factory.
Complete description
Nowadays IoT technologies aim to solve business problems. In an industry field, one promising approach is global cooperation between factories and a remote application in order to optimize operations in those factories by monitoring and controlling production lines. Potential applications of such remote application would be product line optimization enabling operational efficiency of the factories, and stock control optimization among the factories, for example. In factories having automated production lines based using information and communication technologies, behaviours of individual devices are controlled dynamically according to monitored sensor data. In order to achieve adequate control, dedicated network technologies, which allows real-time and high reliability transmission for communications among sensors, devices, and controllers are required. Figure 1 shows a concept of this cooperation between factories and a remote application.
There are different categories of networks in factories which have different transmission attributes on networks in factories. Basically this transmission attributes are categorized by priorities of the transmission data. For example, motion control commands for devices should have the first priority, device and network (re-)configuration commands should have the second priority, and information data such as a log file transfer should have the third priority. These priorities depend on types of the data, data sources & its destinations, and so on. For instance, while strict requirements (e.g. zero or small delay, periodicity, no loss) are necessary for the control commands, such strict requirements are not necessary for the log information toward log servers. Figure 2 shows an example of network structure for this global cooperation. In the structure, there are four types of network domains having different transmission attributes. And the IoT Gateway (GW) provides connectivity to a remote application. Figure 3 shows an example of data amount and real time capability in each network domain.]
In the light of situations above, this use case shows that a remote application exchanges data with those factories through a wide area network in order to optimize operations in those factories by monitoring and controlling production lines. In this case, an IoT Gateway located in a factory provides connectivity between the remote application and the controllers in the factory. The IoT Gateway has to adapt different transmission attributes between inside and outside of the factory dynamically. Besides, the IoT Gateway shall be able to address unexpected events, such as throughput degradation of a wide area network connection, rapid increase of the amount of information data in a factory.
Therefore the IoT Gateway has the following potential requirements:
1. IoT Gateway shall have QoS functionalities such as a priority control, traffic shaping, and traffic policing.
2. IoT Gateway shall be able to observe network conditions of a wide area network in order to conduct a feedback control for own transmission function.

	Scenario conditions: Individual factories are deploying several types of networks having different transmission attributes for controlling and managing equipment. A remote application program manages individual factories totally for optimizing their operations. An IoT application program running on a remote system has connectivity to the factories.

	Scenario name
	Scenario description
	Primary actor
	Triggering event
	Receiver
	Re

	Prioritised transmission
	This scenario describes how an IoT gateway deployed in a factory behave when it receives a high prioritized information during transferring normal data to a remote application
	IoT gateway
	Event Notification
	
	


Specific steps in Prioritised transmission scenario
	Event
	Name of process/ activity
	Description of process/ activity
	Information exchanged
	Information producer (actor)
	Information receiver (actor)

	Periodic transfer
	Log file transfer
	A server sends collected log information for a certain period to a remote application through an IoT gateway periodically.
	Log file: Log files contain records of behaviour, status, and failures for monitored equipment in a factory.
	Server
	IoT Gateway

	Normal transfer
	File transfer
	The IoT gateway forwards a lot of data having low priority to a remote application.
	Log file:
	Server
	IoT Gateway

	Event Notification
	High priority event
	While the server sends huge log information to the remote application, a controller sends an emergency event (e.g. a performance degradation of equipment) to the remote application through the IoT gateway.
	Event Notification:
Information concerning emergency events, which are published by controllers in a factory.
	Controller
	IoT Gateway

	Prioritised transmission
	Selective transmission in order of priority
	Even though the IoT gateway has been forwarding a lot of data from the server, the IoT gateway detects receipt of high prioritized data from the controller, forwards them before the low prioritized data, and then resumes forwarding the rest of low prioritized data.
	Event Notification,
Log file
	IoT gateway
	Remote Application
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	Actor name

	Actor type 

	Actor description 

	Further information specific to this use case

	IoT Gateway
	Device
	It exchanges data between controllers in a factory and remote applications.
	

	Remote Application
	Program
	It monitors conditions of operation of production lines in factories, and conducts feedback controls for the production lines through controllers.
	

	Controller
	Device
	It controls equipment, which are consisted of a production line.
	

	Server
	Device
	It collects log information of equipment deployed in a factory.
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In factories deploying several types of networks having different transmission attributes, this use case describes how an IoT application running on a remote computing environment exchanges data with those factories through a wide area network in order to optimize operations in those factories by monitoring and controlling production lines. In this case, an IoT Gateway located in a factory provides connectivity between the IoT application and controllers (e.g. MES, SCADA, PLC) in those factories. The IoT Gateway has to adapt different transmission attributes between inside and outside of the factory dynamically.
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	Information exchanged

	Information exchanged, ID
	Name of information
	Description of information exchanged
	Requirement, R-IDs 

	1
	Log file
	Log files contain records of behaviour, status, and failures for monitored equipment in a factory.
	

	2
	Event Notification
	This information carries emergency events, which are published by controllers in a factory.
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Diagrams of use [image: 図0_JTC1WG10寄書]
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[bookmark: _Toc451422746][bookmark: _Toc451423045][bookmark: _Toc451423344]Figure 14 – Example of network structure for global cooperation 

[bookmark: _Toc451422747][bookmark: _Toc451423046][bookmark: _Toc451423345][image: 図2_JTC1WG10寄書]Figure 15 – Example of data amount and real time capability in each network domain 
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Ed Note: Either use Japanese short use case or an appropriate AAL use case
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Short Description 
Complete description
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[bookmark: _Toc448931397][bookmark: _Toc451422579][bookmark: _Toc451422878][bookmark: _Toc451423177]Referenced Standards and / or Standardization Committees  
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[bookmark: _Toc448931400][bookmark: _Toc451422582][bookmark: _Toc451422881][bookmark: _Toc451423180]Security and Privacy
[bookmark: _Toc448931401][bookmark: _Toc451422583][bookmark: _Toc451422882][bookmark: _Toc451423181]Conformity aspects (common international assessment methodology/critical requirements)
[bookmark: _Toc448931402][bookmark: _Toc451422584][bookmark: _Toc451422883][bookmark: _Toc451423182]Interaction between stakeholders/devices/services/system including user requirements
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[bookmark: _Toc448931404][bookmark: _Toc451422586][bookmark: _Toc451422885][bookmark: _Toc451423184]Sleep Monitoring System
[bookmark: _Toc448931405][bookmark: _Toc451422587][bookmark: _Toc451422886][bookmark: _Toc451423185]Scope and Objectives of Use Case
Fitness and sleep tracking is another application of the IoT. There is a growing awareness of sleep as a health concern because alterations of sleep duration and architecture have been associated with increased morbidity and mortality, and specifically linked to chronic cardiovascular disease and psychiatric disorders, such as type 2 diabetes or depression. Measurement of sleep quality can assist in the diagnosis or treatment of these diseases and others such as sleep apnoea.
Many devices allow sleep statistics to be uploaded to the internet for analysis with increasing integration and connectivity between personal tracking hardware and ‘cloud’ software.
[bookmark: _Toc448931406][bookmark: _Toc451422588][bookmark: _Toc451422887][bookmark: _Toc451423186]Narrative of Use Case
Short Description 
Monitoring sleep patterns in the home is useful for individuals concerned about their sleep quality, for care givers checking patients, and for medical personnel diagnosing sleeping issues.  Doing the monitoring at home can be less disruptive than attending a sleep clinic even if the accuracy of some of the measurements is less.
Complete description
Recent advances in electronic technologies and sensor interfaces have allowed for a significant reduction of the size and weight of recording equipment and made its self-application feasible. This allows assessment of sleep quality in the home where a patient’s sleep patterns can be objectively quantified in their normal sleeping environment using wearable recorders or sensors in the bed. For example a biometric sensor can be placed under a mattress without any wires or leads and there is no disruption to the subject’s physical environment. The sensor detects heart rate, breathing rate, motion, and presence in bed while the person sleeps normally.  A common method used for personal sleep tracking devices is actigraphy, a non-invasive way of monitoring human rest/activity cycles usually with a wrist-worn device which measures and records bodily motion.  Additional sensors can measure pulse rate and EEG. Signals acquired from the forehead can provide total time and percentage sleep, REM and SWS, sleep efficiency, total and average number of cortical, sympathetic and behavioural arousals, and the frequency and intensity of snoring.
[bookmark: _Toc448931407][bookmark: _Toc451422589][bookmark: _Toc451422888][bookmark: _Toc451423187]Actors: People, Systems, Applications, Databases, the Power System, and Other Stakeholders
	Actor Name

	Actor Type 

	Actor Description 

	Used Technology (to be completed by WG 2)

	· John
	User
	Person having sleep monitored
	

	· Medical Professional
	User
	Person reviewing results for medical diagnosis
	

	· Accelerometer sensor
	Sensor
	Various types of accelerometers are found in mobile phones, and wellness and medical bracelet devices.
	

	· Audio sensor
	Sensor
	Sensor measures snoring intensity and duration
	

	· EEG sensor
	Sensor
	Sensor measures EEG
	

	· Pulse rate sensor
	Sensor
	Sensor measures pulse rate
	

	· Processing unit
	
	Processes raw sensor data to provide traces etc
	

	· Data analysis tool
	Application
	Analyses and displays sensor information
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[bookmark: _Toc448931409][bookmark: _Toc451422591][bookmark: _Toc451422890][bookmark: _Toc451423189]Referenced Standards and / or Standardization Committees  
ISO and IEEE 11073 standards enable communication between medical devices and external computer systems. This standard and corresponding IEEE 11073-104zz standards address a need for a simplified and optimized communication approach for personal health devices, which may or may not be regulated devices. These standards align with, and draw upon, the existing clinically focused standards to provide easy management of data from either a clinical or personal health device.  The work is done in ISO TC 215 and IEEE. 
 — ISO/IEEE P11073-00103[B8]a provides an overview of the personal health space and defines the underlying use cases and usage models.
— ISO/IEEE 11073-10101[B12] documents the nomenclature terms that can be used.
— ISO/IEEE 11073-10201:2004[B13] documents the extensive domain information model (DIM) leveraged by this standard.
— ISO/IEEE 11073-104zz standards define specific device specializations. For example, ISO/IEEE P11073-10404 [B9] defines how interoperable pulse oximeters work.
[bookmark: _Toc448931410][bookmark: _Toc451422592][bookmark: _Toc451422891][bookmark: _Toc451423190]Relation with other known use cases 
[bookmark: _Toc448931411][bookmark: _Toc451422593][bookmark: _Toc451422892][bookmark: _Toc451423191]General Remarks
[bookmark: _Toc448931412][bookmark: _Toc451422594][bookmark: _Toc451422893][bookmark: _Toc451423192]Security and Privacy
Health and wellness monitoring systems, such as sleep monitoring systems, collect personal data and the use of this needs to be subject to appropriate security and privacy regulations.
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Bluetooth connection to tablet display
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[bookmark: _Toc448931416][bookmark: _Toc451422598][bookmark: _Toc451422897][bookmark: _Toc451423196]Smart Glasses
[bookmark: _Toc448931417][bookmark: _Toc451422599][bookmark: _Toc451422898][bookmark: _Toc451423197]Scope and Objectives of the Use case
Smart glasses are used on the factory floor in a number of ways to provide information to the user; for example a camera can scan barcodes so the user can see the specific information based on individual customer requirements, as well as enabling precise positioning during installation or maintenance.
[bookmark: _Toc448931418][bookmark: _Toc451422600][bookmark: _Toc451422899][bookmark: _Toc451423198]Narrative of Use Case
Short Description 
Smart glasses enable factory workers to have essential information provided in a “hands free” way so that they can undertake assembly or maintenance operations. With some smart glasses, workers can beam what they are seeing across the world and receive Skype-style instructions as they work. Field and warehouse employees will be among the early adopters for wearable technologies aimed at increasing productivity and safety while reducing employee errors.
Complete Description
Ed Note:
More input will be requested from SC29 WG11 on their Smart Glasses application
 Wearable-computing technology such as Smart Glasses requires a constant and smooth interaction between humans and machines. It must allow users to perform tasks while executing commands simultaneously and it has to be functional in situations where tasks must be performed at a distance from traditional desktop computing. In the field, for example, sensors can accurately measure, assess, and report on distance and safety. And, given the very nature of various sensors, they can prevent industrial accidents involving dangerous particulate inhalation or potential electrocution. In a field-service, maintenance, and trouble-shooting role, wearables can be used to deliver information on installed equipment and diagnose problems, eliminating the need for service engineers to make site visits. 

Head-mounted displays (HMDs) are becoming more streamlined and ergonomically appropriate compared to the bulky ones that were available in the recent past. They are also getting closer to the price point necessary for widespread adoption. Next-generation OLED micro displays and retinal displays are expected to spur adoption as they solve a myriad of uses.. There are near-eye 2D/3D video see-through displays and video-recording capabilities resident in an eyeglass frame based on gyro and acceleration sensors as well as advances in proximity and ambient light sensors.
[bookmark: _Toc448931419][bookmark: _Toc451422601][bookmark: _Toc451422900][bookmark: _Toc451423199]Actors: People, Systems, Applications, Databases, the Power System, and Other Stakeholders
	Actor Name

	Actor Type 

	Actor Description 

	Used Technology )

	Smart glasses
	Wearable
	.
	

	Camera
	
	
	

	Display
	
	
	

	User interface
	
	Supports voice, touch and gesture commands
	

	Emterprise network
	Network 
	Enterprise network allowing access to product data and assembly instructions
	

	Cloud server
	Server
	Product data and work instructions repository
	

	
	
	
	



[bookmark: _Toc448931420][bookmark: _Toc451422602][bookmark: _Toc451422901][bookmark: _Toc451423200]Referenced Standards and / or Standardization Committees  
	Relevant Standardization Committees
	Standards to be considered in the Use Case
	Standard Status

	JTC 1 SC29
	ISO/IEC 23005 Media Context and Control (MPEG-V)  Parts 1 - 7
ISO/IEC 15938 Multimedia Content Description Interface (MPEG-7) Parts 1-10
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	Known use case
	Source
	UC Status

	
	…
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[bookmark: _Toc448931423][bookmark: _Toc451422605][bookmark: _Toc451422904][bookmark: _Toc451423203]Security and Privacy
Product data is sensitive information and needs to be secure and access to important information needs to be controlled.
Some applications for Smart Glasses may involve Health and Safety aspects and are therefore critical systems

[bookmark: _Toc448931424][bookmark: _Toc451422606][bookmark: _Toc451422905][bookmark: _Toc451423204] Conformity aspects (common international assessment methodology/critical requirements) 
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[bookmark: _Toc451422749][bookmark: _Toc451423048][bookmark: _Toc451423347]Figure 17 – Sensors, actors and information flows in smart glasses use case 
[bookmark: _Toc448931427][bookmark: _Toc451422609][bookmark: _Toc451422908][bookmark: _Toc451423207]M2M
Ed note: http://onem2m.org/technical/published-documents
do we just reference this or pull out specific use cases?
[bookmark: _Toc448931428][bookmark: _Toc451422610][bookmark: _Toc451422909][bookmark: _Toc451423208]IoT endpoint (sensors & actuators) monitoring systems  
[bookmark: _Toc448931429][bookmark: _Toc451422611][bookmark: _Toc451422910][bookmark: _Toc451423209]Scope and Objectives of Use Case
IoT endpoints (sensors and actuators) are of various types and capabilities distributed where Iot systems are deployed. Many of these endpoints serve single purposes and are located in remote locations. These IoT endpoints are often fragile, low power but serve critical functions in the data or information they gather, transmit or services they provide in the IoT system. IoT endpoints are often too frail to report their own state (power/batterylife, on/off, failure to wake up, performance profile or security profile. This use case proposes the introduction of a capability in the network, local or remote whose sole purpose is monitor or gather state information of sensors/endpoints on a network segment and transmits this information to a central location to enable manage, prevent failures or malfunctioning of critical IoT endpoint, as well as life cycle management of IoT endpoints.
[bookmark: _Toc448931430][bookmark: _Toc451422612][bookmark: _Toc451422911][bookmark: _Toc451423210]Narrative of Use Case
Short Description 
With billions of IoT endpoints and sensors going live, it will get extremely complicated to monitor and manage the health of an end point sensor, especially if it is constrained, remote and critical to other systems relying on it for information, action. Today, most sensor malfunctions and failures are detected only after the fact in a reactive manner. This might not be acceptable going forward for critical infrastructure and IoT systems that impact human lives.
Complete description
[image: ][image: ]Availability of constrained endpoints is a security requirement that is important to critical IoT systems and solutions. IoT endpoints vary widely in capability and they typically work in concert with wider network of IoT endpoints and Infrastructure that can be placed locally, remote and sometimes in inhospitable, not easily accessible remote placements. Status monitoring, life cycle management, upgrades and patch management status can be tedious  and difficult. Some embedded systems in sensors are designed to last for up-to 10 years or more and keeping track of their upgrade, patch or battery life status or being aware if they have failed, become defective or are compromised is challenging.  When managing thousands of endpoints in the field, if handled manually, can be cumbersome and in some cases impossible. IoT sensor monitoring systems can help alleviate this. Placing a security function in sensor networks whose sole purpose is to monitor sensors within its reach and transmit data continuously, intermittently or periodically subject to the requirement of the IoT solution can help significantly with endpoint lifecycle management. It can help prevent critical safety and security failures, that would otherwise be detected only after the fact and allows for pro-active remediation, repairs, replacement or decommissioning of endpoints.
[bookmark: _Toc451422750][bookmark: _Toc451423049][bookmark: _Toc451423348]Figure 18 – Figure title ????
[bookmark: _Toc448931431][bookmark: _Toc451422613][bookmark: _Toc451422912][bookmark: _Toc451423211]Actors: People, Systems, Applications, Databases, the Power System, and Other Stakeholders
	Actor Name

	Actor Type 

	Actor Description 

	Used Technology )

	IoT endoints (sensors, actuators etc.)
	
	IoT end points work in concert with other IoT endpoints and/or infrastructure.
	

	Endpoint monitoring sensor
	Special purpose endpoint (monitor)
	Can be configured to monitor required parameters such as patch status, security, failure state etc.
	

	Gateways
	
	Device interconnecting local IoT endpoints to wider communication channels
	

	Telecom Network
	Network
	Interconnects IoT infrastructure
	

	Controller
	System
	Cloud monitoring platform OR Central monitoring server
	

	Cloud server
	Server
	Option for monitoring system
	

	· 
	
	
	



[bookmark: _Toc448931432][bookmark: _Toc451422614][bookmark: _Toc451422913][bookmark: _Toc451423212]Issues: Legal Contracts, Legal Regulations, Constraints and others (including regional regulations)
	Issue - here specific ones
	Impact of Issue on Use Case
	Reference – law, standard, others

	
	
	

	
	
	



[bookmark: _Toc448931433][bookmark: _Toc451422615][bookmark: _Toc451422914][bookmark: _Toc451423213]Referenced Standards and / or Standardization Committees  
	Relevant Standardization Committees
	Standards have to be considered in the Use Case
	Standard Status

	
	Dependency: IoT sensor monitoring systems could successfully functions where interoperability standards are in place and work effectively between the monitoring endpoints and the target sensors in scope
	

	
	
	



[bookmark: _Toc448931434][bookmark: _Toc451422616][bookmark: _Toc451422915][bookmark: _Toc451423214]Relation with other known use cases 
	Known use case
	Source
	UC Status

	
	…
	



[bookmark: _Toc448931435][bookmark: _Toc451422617][bookmark: _Toc451422916][bookmark: _Toc451423215]General Remarks
The health of critical IoT systems will become progressively important, its availability, reliability and security becoming vital, as society progressively moves towards relying on them for automation and critical functions, be it in factories, smart cities, remote field sites or in medical devices. The most fragile component of the IoT system is generally the endpoint or sensor, that is often unprotected, low cost, but where the infrastructure relies on the consistency and availability of the end point and its unfailing performance. This introduces a need for monitoring systems towards the health of the IoT endpoint, sensor or device.

A monitoring sensor or device placed amidst other functional sensors to gather and  keep track of sensor status can function by either periodically detecting the presence of the set of sensor on the network, polling the sensors or tapping into the data/information being sent by the sensors on its designated communication path. The monitoring sensor could be configured with auto-detect capability or by an initially programmed set of data points that the monitoring sensor could update. In addition, maintenance records, in terms of, replacement, software version or latest patch upgrade status may also be recorded. In instances where a sensor fails to wake up, respond or ceases to transmit critical data, the monitoring sensor can generate alarms to central locations. In instances where average battery life is known and tracked the monitoring endpoint could proactively forecast when various sensors are due for a battery refresh thus allowing for proactive maintenance preventing segments of sensor networks from becoming unavailable. This type of sensor monitoring or surveillance would be a preventative security measure to ensure IoT system availability and reliability.

[bookmark: _Toc448931436][bookmark: _Toc451422618][bookmark: _Toc451422917][bookmark: _Toc451423216]Security and Privacy
IoT systems can be critical and fragile, and endpoint sensors are often monitored for expected and normal operational indicators only. An endpoint failure maybe detected only after the failure has occurred and has cascading impact on the IoT system that it interacts with. While reactive remediation maybe adequate in many cases, in certain cases this would be unacceptable and could impact critical infrastructure or human life quite severely. Example, a chip malfunctioning in an implanted medical device in a patient, an unresponsive sensor in a self driving car can cause havoc in mainstream traffic, or similarly pressure and temperature sensors in remote mining, oils and gas sites on which IoT automated systems make decisions on, can be catastrophic. Monitoring systems such as the one in discussion can applied as a security mechanism.
[bookmark: _Toc448931437][bookmark: _Toc451422619][bookmark: _Toc451422918][bookmark: _Toc451423217] Conformity aspects (common international assessment methodology/critical requirements) 
	Conformity

	



[bookmark: _Toc448931438][bookmark: _Toc451422620][bookmark: _Toc451422919][bookmark: _Toc451423218]Interaction between stakeholders/devices/services/system including user requirements
	User Interaction

	
· Domain
IoT system availability, reliability and safety, monitoring and life cycle management, upgrades and patch management status can improve security posture, Sensor monitoring systems may be proprietary or generic and can be offered by Telco’s as a cloud based monitoring service.

· Role
This monitoring solution is focused on the state of the end points ( sensors/actuators)  and their functionality. This data is gathered locally and sent via traditional networking to either a central server location for monitoring activity or a service provided via a Telco cloud monitoring service offering. The solution may also invoke automated or manual remediation and alerts, for instance by communicating with security elements.
 
· Scenario
With billions of IoT endpoints and sensors going live, it will get extremely complicated to monitor and manage the health of an end point sensor, especially if it is constrained, remote and critical to other systems relying on it for information, action. Today, most sensor malfunctions and failures are detected only after the fact in a reactive manner. This might not be acceptable going forward for critical infrastructure and IoT systems that impact human lives. 
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[bookmark: _Toc448931440][bookmark: _Toc451422622][bookmark: _Toc451422921][bookmark: _Toc451423220]Figure 19 – IoT endpoint (sensors & actuators) monitoring systems  
 
[bookmark: _Toc448931441][bookmark: _Toc451422623][bookmark: _Toc451422922][bookmark: _Toc451423221]Intelligent Assistive Parking in Urban Areas
[bookmark: _Toc448931442][bookmark: _Toc451422624][bookmark: _Toc451422923][bookmark: _Toc451423222]Scope and Objectives of Use Case
Scalable solution for intelligent assistive parking in urban areas in order to reduce or redirect unnecessary traffic, avoid traffic congestion and reduce pollution downtown or in populated areas, drivers’ waste of time and traffic-related injuries caused by less attention in looking for vacant parking space on the roadside
The tagline is that most car owners and citizen possess something that is of great value to others; areas that can be used as parking space. Many do not use this space during normal workdays, as they are using their car to drive to their workplace, resort, etc. This privately owned vacant spot represents an idle fond and could help solve many of the challenges associated with lack of free space in urban areas and meet market dynamics.
User groups to benefit from this solution;
· Private owners of car space or similar vacant areas wishing to profit from renting out available car space
· Car drivers in search of parking space that will have access to a larger resource pool
· Car park owners, markets and event managers will be able to offer this solution as an extra service for their customers, in addition to identifying nearby areas that are still vacant
City officials will benefit from smart city tools, get a real time view of occupancy of available parking space reduced traffic and pollution in urban areas, in addition to getting access to statistical information about parking
[bookmark: _Toc448931443][bookmark: _Toc451422625][bookmark: _Toc451422924][bookmark: _Toc451423223]Narrative of Use Case
Short Description 
Jane is 60 years old and late for his meeting with Company. He lives in rural area of City and needs his car to travel for his customers in City. He has invested in the new iParking app to be able to park as close as possible to his customers. Parking space is normally full after 10am, but the social app guides him to the closest private parking space, which is free when house owner Bill is away for work and benefits from reimbursement of costs for sharing his parking space.
Complete Description
Use-case demonstrates integrating transport information between smart house, assistive living and eHealth to achieve increased predictability for the usage of the infrastructure and areas around the parking space. Intelligent parking for residents with particular needs is especially suited for health buildings and clusters of housing estates tailored for user groups like cancer patients and people with various physical disabilities like wheelchair dependent.
In order to address the needs of the individual residents, management of parking space and proximity to access points will be tailored to user-defined profiles. Safety, predictability, reliability, accessibility and comfort are elements that will be incorporated when implementing load balancing and resource administration of parking space and available areas. Access control and appraisal systems are functionality that needs to be supported. This will be affected by what kind of user that wants to use the parking space. Visitors need to be kept separate from residents, but the needs of the user and preferred actions will have an impact on the recommended parking space/placement. Moreover, healthcare and blue lights agencies must receive particular priority. 
In the demonstrated solution, prioritized parking space, booking, heating management, traffic analysis, customized and messaging services based on biometric data will be adjusted according stored rules.  Home control centers will operate both, locally and interact with external services and communication units. The sensors will report proximity and temperature, which will be accessible for the health house and made available to the virtual neighborhood. Mobile app will report status for the parking space and report status from the health home. Both booking and configuration of units in the virtual neighborhood will be available through the mobile app

[bookmark: _Toc448931444][bookmark: _Toc451422626][bookmark: _Toc451422925][bookmark: _Toc451423224]Actors: People, Systems, Applications, Databases, the Power System, and Other Stakeholders
	Actor Name

	Actor Type 

	Actor Description 

	Used Technology 

	· Vehicle user
	User
	Person that needs a parking space close to her destination
	

	· Vehicle
	Real-time positioning device
	Moving vehicle in a street network of available space for parking
	

	· Smartphone
	Mobile device
	Device used to set up the system and map to the parking space
	

	· Parking space stakeholder
	User
	Property owner having parking space available on certain times during week
	

	· Blue light agencies
	Public
	Certain agencies that must have access to parking space on emergency
	

	· Space management sensors
	Technology
	A network of sensors collaborating to find out if space is free or in-use
	

	· Space alarm system
	System
	Traditional alarm system which makes high noise when an illegal entity tries to occupy empty space without booking 
	

	· Cloud server
	Server
	Runs the cloud space  application that manages parking monitoring system set up and operation
	

	· iParking
	Mobile app
	Connects the driver with the owner and offers option to book, report and administrate the areas and parking space.
	

	· Smart city
	Management
	One of the actors in need of better exploiting available resources in order to reduce traffic congestion and pollution in order to improve living conditions and introduce regulations.
	

	· Administration tool
	Software
	The system that offers information and administrates available parking space and areas.
	



[bookmark: _Toc451422627][bookmark: _Toc451422926][bookmark: _Toc451423225]Issues: Legal Contracts, Legal Regulations, Constraints and others (including regional regulations)
	Issue - here specific ones
	Impact of Issue on Use Case
	Reference – law, standard, others

	
	
	

	
	
	


[bookmark: _Toc451422628][bookmark: _Toc451422927][bookmark: _Toc451423226]Referenced Standards and / or Standardization Committees  
	Relevant Standardization Committees
	Standards have to be considered in the Use Case
	Standard Status
	

	ISO TC 204 ITS - All parking space elements will be stored and presented in a format that adheres to the ISO/PDTS 21219-14 draft: “Intelligent transport systems — Traffic and travel information via transport protocol experts group, generation 2  (TPEG2) — Part 14: Parking information (TPEG2-PKI)”
	Cloud and web standards: IETF protocols, JavaScript, URLs, REST, JSON, OAuth
	
	

	
	
	
	



[bookmark: _Toc448931445][bookmark: _Toc451422629][bookmark: _Toc451422928][bookmark: _Toc451423227]Relation with other known use cases 
	Known use case
	Source
	UC Status

	
	…
	



[bookmark: _Toc448931446][bookmark: _Toc451422630][bookmark: _Toc451422929][bookmark: _Toc451423228]General Remarks
IoT devices involved:
Multi-sensorial network for monitoring and control of parking space DAMs: Energy consumption/emission reduction, Operational status (e.g. vacancy/booking, visual feedback, permissions etc.), Location aware parking suggestion, User actions (booking, matching, transaction)
Multi-sensorial network for vacancy detection: Motion Detection, proximity, IR sensors, location detection, Bluetooth, RFID, NFC etc. – for individual tracking/permissions
Infrastructure and traffic load monitoring: Low-cost, fault tolerance, sturdy, intelligent packaging, mesh technology, Open data describing predicted/booked events, curvature, route planning, 
Weather conditions and forecasting, pollution and other kind of information retrieved from open data source
[bookmark: _Toc448931447][bookmark: _Toc451422631][bookmark: _Toc451422930][bookmark: _Toc451423229][bookmark: _Toc448931448]Integration of security, safety and alarm systems in IoT implementation.
[bookmark: _Toc451422632][bookmark: _Toc451422931][bookmark: _Toc451423230]Security and Privacy
User must be in control with whom information is shared, i.e. only uploading to an authorized parking space provider that is approved by the user.
The device/user must be authorized to access a certain parking space provider, i.e. protection against fake devices and malicious users.
Confidentiality of information must be assured. No unauthorized entity should be able to get access to the data. 
Integrity of information must be assured. This means that it should not be possible to modify the data being sent.
[bookmark: _Toc448931449][bookmark: _Toc451422633][bookmark: _Toc451422932][bookmark: _Toc451423231] Conformity aspects (common international assessment methodology/critical requirements) 
	Conformity

	· The system must be reliable in all aspects, for example:
· The cloud application must be able to detect if any failure occurs, for example if contact is lost with parking space of owner
· The smartphone app must be able to detect when battery level is below a certain threshold value and then send an alarm message to the cloud application



[bookmark: _Toc448931450][bookmark: _Toc451422634][bookmark: _Toc451422933][bookmark: _Toc451423232]Interaction between stakeholders/devices/services/system including user requirements
	User Interaction

	Proposal for sequence description that could contain the following parts for a system set-up:

* Description/Overview
The assumption is that parking sensors lacks a visual user interface or has a very limited user interface. During the operation of the system no user interface is needed but another device, with a user interface, must be  used for the system set up and authorization process through the device’s web browser or a through a native application running in the device.

* Pre-conditions:
- Parking sensors connected to cloud
- Device with UI, e.g. a laptop or a smartphone connected to cloud.
- Control system connected to device with UI through some kind of local connectivity method, e.g Bluetooth or USB.

* Flow
1. User (or person assisting user) logs into parking space management web site. If the user has an existing account, e.g Google or Facebook, this could be used for the log in process.
1. User starts set-up process by pressing a button at the smartphone
1. User approves that the control system is used with the remote parking space application.


* Post-condition
- Parking sensor is actively monitoring which vehicle is using the space and prepare billing when booked time is over, remind car owner if overtime and additional fees applies




[bookmark: _Toc448931451][bookmark: _Toc451422635][bookmark: _Toc451422934][bookmark: _Toc451423233][image: ]Drawing or Diagram of Use Case
[bookmark: _Toc451422751][bookmark: _Toc451423050][bookmark: _Toc451423349]Figure 20 – Camera based detection of occupancy
[image: ]
[bookmark: _Toc451422752][bookmark: _Toc451423051][bookmark: _Toc451423350]Figure 21 –  Camera based identification of traffic load on key points at the infrastructure  

[bookmark: _Toc451422753][bookmark: _Toc451423052][bookmark: _Toc451423351][image: ] Figure 22 – Biometric system allowing adapting available parking space as well as privileges and time slot 
[image: ]
[bookmark: _Toc451422754][bookmark: _Toc451423053][bookmark: _Toc451423352]Figure 23 – Smart parking is an integrated part of smart cities 
In i-parking a  network of sensors, traffic data from different sources (Traffic Conctrol Centrals, camera monitoring the traffic, open traffic data from Google, TomTom etc.) establish a picture of the current traffic situation.
[image: ]

[bookmark: _Toc451422755][bookmark: _Toc451423054][bookmark: _Toc451423353]Figure 24 – Ground-based sensor detecting proximity, temperature and humidity [image: ]
[bookmark: _Toc451422756][bookmark: _Toc451423055][bookmark: _Toc451423354]Figure 25 – Sensor communicates through mesh-technology with repeaters mounted on roadside installation 
The smartgrid supplies real time info about availability and position of vacant areas.
Expert systems assists in balancing the load, offering prioritized parking space tailored for specific user groups based on identification, restrictions, and needs
[bookmark: _Toc303091303][bookmark: _Toc448931452][bookmark: _Toc451422636][bookmark: _Toc451422935][bookmark: _Toc451423234]Integrated Smart Pump System
[bookmark: _Toc448931453][bookmark: _Toc451422637][bookmark: _Toc451422936][bookmark: _Toc451423235]Scope and objectives of use case
The use case describes the Interoperability of smart pump applications using IoT technology.  It provides a demonstratation of IoT information exchange for interoperability between applications to maintain the overall asset health in manufacturing process
[bookmark: _Toc448931454][bookmark: _Toc451422638][bookmark: _Toc451422937][bookmark: _Toc451423236]Narrative of use case
Short description
Interoperability of manufacturing applications resulting in an integrated smart pump system using IoT technology
Complete Description
There is growing interest that can detect the earliest stage of degradation or malfunction and predict machinery failure. Diagnostics techniques could be effectively coupled with control techniques in the context of a smart motor-pump-control system. An integrated smart system for pumping applications can sense the operating condition and health of a hydraulic system and automatically change the control of the motor-pump components utilizing IoT technology. The operation of a smart system in an integrated, coordinated manner can achieve important capabilities for protecting critical processes, process equipment, operations personnel, and the environment.
Step by step analysis of use case - Overview of scenarios
	Scenario conditions

	No.
	Scenario name
	Scenario description
	Primary actor
	Triggering event
	Pre-condition
	Post-condition

	1
	Data Acquisition
	Sensor data acquistion running on PLC1
	DataAcquisition
	Pump system running
	Data Acquisition application is running
	Sensor readings (flow, pressures, temperature)

	2
	Speed/PID Control
	Pump Speed/PID control running on PLC1
	PumpControl
	Input from User Domain (desired flow or pressure)
	Current sensor readings
	Regulated flow

	3
	Diagnostics
	Pump diagnostics running on PLC2
	PumpDiagnostics
	Sensor readings acquired by Data Acquisition
	Current sensor readings
	Cavitation status,
Pump Health Indicator

	4
	Control Adjustment
	Adjsut the pump operation per diagnostics
	PumpControl
	Pump diagnostics performed by PumpDiagnsotics
	Cavitation Condition
	Pump  running in cavitation avoidance mode


Step by step analysis of use case Steps – Scenarios
	Scenario

	Scenario name:
	No. 1 – Data Acquisition

	Step No.
	Event
	Name of process/ activity
	Description of process/ activity
	Service
	Information producer (actor)
	Information receiver (actor) 
	Information exchanged (IDs)
	Require-ment, 
R-IDs

	1
	Pump System running
	Data Acquisition
	Sensor data acquisition
	Sensor data acquisition
	DataAcquisition
	PumpControl
	1
	

	Scenario

	Scenario name:
	No. 2 – Speed/PID Control

	Step No.
	Event
	Name of process/ activity
	Description of process/ activity
	Service
	Information producer (actor)
	Information receiver (actor) 
	Information exchanged (IDs)
	Require-ment, 
R-IDs

	1
	User input
	PID
	PID loop
	Closed loop feedback control
	PumpControl
	PumpDiagnostics
	2
	

	Scenario

	Scenario name:
	No. 3 – Diagnostics

	Step No.
	Event
	Name of process/ activity
	Description of process/ activity
	Service
	Information producer (actor)
	Information receiver (actor) 
	Information exchanged (IDs)
	Require-ment, 
R-IDs

	1
	Sensor Data Acquisition
	Pump diagnostics
	Perform pump diagnostics using pump curves and sensor data to avoid pump cavitataion.

Calculate pump health.
	Pump cavitation calculation


Pump health estimation
	PumpDiagnostics
	PumpControl
	3
	

	Scenario

	Scenario name:
	No. 4 – Control Adjustment

	Step No.
	Event
	Name of process/ activity
	Description of process/ activity
	Service
	Information producer (actor)
	Information receiver (actor) 
	Information exchanged (IDs)
	Require-ment, 
R-IDs

	1
	Diagnostics calculation
	Adjust pump speed
	Adjust pump speed to avoid pump system health degradation (avoid pump cavitation)
	Modifying the control to avoid cavitation condition
	PumpControl
	PumpDiagnostics
	4
	


Step by step analysis of use case - Information exchanged
	Information exchanged

	Information exchanged, ID
	Name of information
	Description of information exchanged
	Requirement, R-IDs 

	1
	Sensor data
	Flow, Pressures, Temperature
	

	2
	Sensor data
	Flow, Pressures, Temperature
	

	3
	Pump Speed
Pump Health
	Recommended speed to avoid pump system health degradation (avoid cavitation)
	

	4
	Sensor data
	Flow, Pressures, Temperature data due to a different pump operating point
	


[bookmark: _Toc448931455][bookmark: _Toc451422639][bookmark: _Toc451422938][bookmark: _Toc451423237]Actors: People, Systems, Applications, Databases, the Power System, and Other Stakeholders
	Actor name

	Actor type 

	Actor description 

	Further information specific to this use case

	DataAcquisition
	Application
	Sensor data acquistion (part of PID control application)
	

	PumpControl
	Application
	PID control application running on Programmable Logic Controller
	Conforming to IEC 61131-3

	PumpDiagnostics
	Application
	Pump diagnostics application running on Programmable Logic Controller
	Conforming to IEC 61131-3


[bookmark: _Toc448931456][bookmark: _Toc451422640][bookmark: _Toc451422939][bookmark: _Toc451423238]Issues: Legal Contracts, Legal Regulations, Constraints and others (including regional regulations)
[bookmark: _Toc448931457][bookmark: _Toc451422641][bookmark: _Toc451422940][bookmark: _Toc451423239]Referenced standards and/or standardisation committees
	Relevant Standardization Committees
	Standards have to be considered in the Use Case
	Standard Status

	ISO TC 184
	tbd
	

	IEC TC65/SC 65B
	IEC 61131-3
EC 61131-3:2013 specifies the syntax and semantics of a unified suite of programming languages for programmable controllers (PCs). This suite consists of two textual languages, Instruction List (IL) and Structured Text (ST), and two graphical languages, Ladder Diagram (LD) and Function Block Diagram (FBD)
	


[bookmark: _Toc448931458][bookmark: _Toc451422642][bookmark: _Toc451422941][bookmark: _Toc451423240]Relation with other Use cases
Key performance indicators (KPI)
	Key performance indicators

	ID
	Name
	Description
	Reference to mentioned use case objectives

	
	PumpHealth
	Pump Health Indicator
	3



 Use case conditions
	Use case conditions

	Assumptions

	Pump sytem is pumping low viscosity fluid (not solid or slurge)

	

	Prerequisites

	Flow, pressure and temperature sensors are measuring the flow, suction and discharge pressure, and fluid temperature

	Pump speed is controlled by the motor and the variable frequency drive


[bookmark: _Toc448931459][bookmark: _Toc451422643][bookmark: _Toc451422942][bookmark: _Toc451423241]General remarks
Integrating diagnostics and control provides many unique and important capabilities. Significant development has occurred which enhances the ability to continuously monitor industrial machinery during operation and establish the health of the machine. The integration of diagnostics and control effectively leverages off these developments and enables new opportunities for intelligent control. An integrated, intelligent control provides a method to identify desirable and undesirable machinery states and then to control the system to avoid these problematic states. Examples of undesirable operating states to be avoided include excessive vibration such as occurs as resonant frequencies and pump cavitation. In addition to avoiding these undesirable operating states or delaying the time for a failure to occur, we may further enhance the control specification with other process and business information. IoT is a fundamental enabler for the integration approach.
[bookmark: _Toc448931460][bookmark: _Toc451422644][bookmark: _Toc451422943][bookmark: _Toc451423242]Security and Privacy
[bookmark: _Toc448931461][bookmark: _Toc451422645][bookmark: _Toc451422944][bookmark: _Toc451423243]Conformity Aspects (common international assessment methodology/critical requirements)
[bookmark: _Toc448931462][bookmark: _Toc451422646][bookmark: _Toc451422945][bookmark: _Toc451423244]Interaction between stakeholders/devices/services/systems including user requirements
	Common terms and definitions

	Term
	Definition

	Programmable Logic Controller (PLC)
	digital computer used for automation of typically industrial electromechanical processes, such as control of machinery on factory assembly lines. PLCs are used in many machines, in many different industries.

	Pump curve
	data about a given pump's ability to produce flow against certain head

	Pump cavitation
	formation of vapour cavities in a liquidthat are the consequence of forces acting upon the liquid. It usually occurs when a liquid is subjected to rapid changes of pressure that cause the formation of cavities where the pressure is relatively low. When subjected to higher pressure, the voids implode and can generate an intense shock wave. Cavitation is a significant cause of wear in pumping system

	Variable Frequency Drive (VFD)
	type of motor controller that drives an electric motor by varying the frequency and voltage supplied to the electric motor. Other names for a VFD are variable speed drive, adjustable speed drive, adjustable frequency drive, AC drive, and inverter


[bookmark: _Toc448931463][bookmark: _Toc451422647][bookmark: _Toc451422946][bookmark: _Toc451423245]Diagram of use case
	
IoT enabled integrated smart pump system
(Object, Sensing & Controlling, Operations & Management, Service Provide, Resource Interchange, User Domain, ISO/IEC 30141 WD Figure 5 – IoT SRA Diagram)







[bookmark: _Toc451422757][bookmark: _Toc451423056][bookmark: _Toc451423355]Figure 26 – Information exchange between control and diagnostics applications 


[bookmark: _Toc448931464][bookmark: _Toc451422648][bookmark: _Toc451422947][bookmark: _Toc451423246]Remote Health Monitoring: an example of AAL use case relevant to IoT
[bookmark: _Toc448931465][bookmark: _Toc451422649][bookmark: _Toc451422948][bookmark: _Toc451423247]Scope and Objectives of Use Case
	Scope and Objectives Use Case and “AAL-Theme” (see also Annex C)

	Safety, security and privacy at home using healthcare and wellness device
Active aging

Wristband monitors falls, heart rate, irregular heart rhythms, blood glucose, etc.
Issues health status and alarms to healthcare service
Communication must be reliable and secure (encryption, authentication, etc); power consumption in the wristband must be low




[bookmark: _Toc448931466][bookmark: _Toc451422650][bookmark: _Toc451422949][bookmark: _Toc451423248]Narrative of Use Case
Short Description
As IoT service providers bring various services to market across industry verticals, Telco’s are thinking about how best to offer telecommunication services to IoT providers. Telco services take the shape of network connectivity, hosting of IoT application platform in Telco clouds, gateways services such as 4G, enterprise or consumer edge-devices, its management, associated data analytics, security services, centralised usage and billing services among others. Telco clouds are evolving to virtualised environments (SDN/NFV) that enable rapid provisioning of IoT services as well as new agile security capabilities and functionality enabling IoT Security
Complete Description
[bookmark: _Toc448931467][bookmark: _Toc451422651][bookmark: _Toc451422950][bookmark: _Toc451423249]Actors (entities that communicate and interact, can include people, software applications, systems, databases, IoT system etc)
	Actor Name

	Actor Type 

	Actor Description 

	Used Technology 

	· User/Patient
	Telco IoT cloud (provider and tenant)

	Old man that needs a remote health monitoring system
	

	· Wristband
	Telecom Networks

	Monitors falls, heart rate, irregular heart rhythms, blood glucose, etc.
Issues health status and alarms to healthcare service
	

	· Smartphone
	Telco Network Security application controller

	Device used to set up the system as the Wristband has no UI or a very limited UI
	

	· Healthcare Provider
	Gateways

	Manages the Cloud server
	

	· Home alarm system
	IoT endpoint 
	Traditional alarm system with which elderly/handicapped people are able to call for assistance. For example, the user wears a necklace with a button that the user presses when assistance is needed
	

	· Cloud server
	Server
	Runs the cloud healthcare application that manages remote monitoring system set up and operation
	

	· 
	
	
	



[bookmark: _Toc448931468][bookmark: _Toc451422652][bookmark: _Toc451422951][bookmark: _Toc451423250]Issues: Legal Contracts, Legal Regulations, Constraints and others (including regional regulations)
[bookmark: _Toc448931469][bookmark: _Toc451422653][bookmark: _Toc451422952][bookmark: _Toc451423251]Referenced Standards and / or Standardization Committees  
	Relevant Standardization Committees
	Standards have to be considered in the Use Case
	Standard Status

	This use case document be followed by a formal requirements document. The more detailed requirements document should have a section on referenced standards developed by WG 2.
	Cloud and web standards: IETF protocols, JavaScript, URLs, REST, JSON, OAuth
	

	Here only other TCs with related work could be mentioned.
	
	

	
	
	

	
	
	

	
	
	



[bookmark: _Toc448931470][bookmark: _Toc451422654][bookmark: _Toc451422953][bookmark: _Toc451423252]Relation with other known use cases 
	Known use case
	Source
	UC Status

	
	…
	



[bookmark: _Toc448931471][bookmark: _Toc451422655][bookmark: _Toc451422954][bookmark: _Toc451423253]General Remarks
When the system is in operation everything works automatic without any user interface. The remote monitoring application runs in a cloud server and can communicate with the wristband. A local router, situated for example in a Smartphone, may be needed to translate between a local communication method such as Bluetooth Low Energy and the mobile network or wifi, but at application level end-to-end security and communication through firewalls are achieved. The communication must be reliable and the power consumption in the wristband low to achieve long battery life. User interaction is only required at system installation. The user, or another trusted person, e.g. a relative, health care personnel or personal assistant, has to use a web browser, on another device, to log in to the remote monitoring application and the user has to approve that the application is given access to his/her wristband. 

[bookmark: _Toc448931472][bookmark: _Toc451422656][bookmark: _Toc451422955][bookmark: _Toc451423254]Security and Privacy
The user must be in control with whom information is shared, i.e. only uploading to an authorized health care provider that is approved by the user.
The device/user must be authorized to access a certain health care provider, i.e. protection against fake devices and evil users.
Confidentiality of information must be assured. No un-authorized entity should be able to get access to the data. This is typically solved by encrypted transport.
Integrity of information must be assured. This means that it should not be possible to modify the data being sent
[bookmark: _Toc448931473][bookmark: _Toc451422657][bookmark: _Toc451422956][bookmark: _Toc451423255] Conformity aspects (common international assessment methodology/critical requirements) 
The system must be reliable in all aspects, for example:
The cloud application must be able to detect if any failure occurs, for example if contact is lost with the wristband of a user
The wristband must be able to detect when battery level is below a certain threshold value and then send an alarm message to the cloud application
[bookmark: _Toc448931474][bookmark: _Toc451422658][bookmark: _Toc451422957][bookmark: _Toc451423256]Interaction between stakeholders/devices/services/system including user requirements
Proposal for sequence description that could contain the following parts for a system set-up:

* Description/Overview
The assumption is that wristband lacks a visual user interface or has a very limited user interface. During the operation of the system no user interface is needed but another device, with a user interface, must be  used for the system set up and authorization process through the device’s web browser or a through a native application running in the device.

* Pre-conditions:
- Wristband connected to cloud
- Device with UI, e.g. a laptop or a smartphone connected to cloud.
- Wristband connected to device with UI through some kind of local connectivity method, e.g Bluetooth or USB.

* Flow
1. User (or person assisting user) logs in to health care provider web site. If the user has an existing account, e.g Google or Facebook, this could be used for the log in process.
2. User starts set-up process by pressing a button at the wristband
3. User approves that the wristband is used with the remote health monitoring application.

* Post-condition
- Wristband is active in health monitoring
[bookmark: _Toc448931475][bookmark: _Toc451422659][bookmark: _Toc451422958][bookmark: _Toc451423257] Diagram of Use Case
	[image: SmartBand SWR10][image: PersonFallingOffLadder[1]][image: http://365psd.com/images/previews/c05/phone-operator-1-44773.jpg]Publish 
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[bookmark: _Toc448931476][bookmark: _Toc451422660][bookmark: _Toc451422959][bookmark: _Toc451423258]Connected Car Analytics
This use case describes information flows and reference components used to build a framework that allows devices and users to share information with each other and allows individuals to get personalised recommendations based on their interactions with the devices to promote user safety and optimal operation of the device.
[bookmark: _Toc448931477][bookmark: _Toc451422661][bookmark: _Toc451422960][bookmark: _Toc451423259]Scope and Objectives of Use Case
[bookmark: _Toc448931478][bookmark: _Toc451422662][bookmark: _Toc451422961][bookmark: _Toc451423260]Narrative of Use Case
Short Description 
Complete description
[bookmark: _Toc448931479][bookmark: _Toc451422663][bookmark: _Toc451422962][bookmark: _Toc451423261]Actors: People, Systems, Applications, Databases, the Power System, and Other Stakeholders
[bookmark: _Toc448931480][bookmark: _Toc451422664][bookmark: _Toc451422963][bookmark: _Toc451423262]Issues: Legal Contracts, Legal Regulations, Constraints and others (including regional regulations)
[bookmark: _Toc448931481][bookmark: _Toc451422665][bookmark: _Toc451422964][bookmark: _Toc451423263]Referenced Standards and / or Standardization Committees  
[bookmark: _Toc448931482][bookmark: _Toc451422666][bookmark: _Toc451422965][bookmark: _Toc451423264]Relation with other known use cases 
[bookmark: _Toc448931483][bookmark: _Toc451422667][bookmark: _Toc451422966][bookmark: _Toc451423265]General Remarks
[bookmark: _Toc448931484][bookmark: _Toc451422668][bookmark: _Toc451422967][bookmark: _Toc451423266]Security and Privacy
[bookmark: _Toc448931485][bookmark: _Toc451422669][bookmark: _Toc451422968][bookmark: _Toc451423267]Conformity aspects (common international assessment methodology/critical requirements)
[bookmark: _Toc448931486][bookmark: _Toc451422670][bookmark: _Toc451422969][bookmark: _Toc451423268]Interaction between stakeholders/devices/services/system including user requirements
[bookmark: _Toc448931487][bookmark: _Toc451422671][bookmark: _Toc451422970][bookmark: _Toc451423269]Drawing or Diagram of Use Case
[bookmark: _Toc448931488][bookmark: _Toc451422672][bookmark: _Toc451422971][bookmark: _Toc451423270]Real Time Motor Monitor
[bookmark: _Toc448931489][bookmark: _Toc451422673][bookmark: _Toc451422972][bookmark: _Toc451423271]Scope and Objectives of Use Case
This use case describes using an IoT platform to monitor motors in a production line to enable preventative maintenance; it ensures by sensor that the customer device is connected to improve automation and push processes in the supply chain.  Predictive maintenance in the cloud enables operations, manufacturing , production and maintenance personnel in asset-intensive industries to use predictive analytics to improve asset availability, increase throughput, minimise unplanned outages, and reduce maintenance costs.
[bookmark: _Toc448931490][bookmark: _Toc451422674][bookmark: _Toc451422973][bookmark: _Toc451423272]Narrative of Use Case
Short Description 
Complete description
[bookmark: _Toc448931491][bookmark: _Toc451422675][bookmark: _Toc451422974][bookmark: _Toc451423273]Actors: People, Systems, Applications, Databases, the Power System, and Other Stakeholders
[bookmark: _Toc448931492][bookmark: _Toc451422676][bookmark: _Toc451422975][bookmark: _Toc451423274]Issues: Legal Contracts, Legal Regulations, Constraints and others (including regional regulations)
[bookmark: _Toc448931493][bookmark: _Toc451422677][bookmark: _Toc451422976][bookmark: _Toc451423275]Referenced Standards and / or Standardization Committees  
[bookmark: _Toc448931494][bookmark: _Toc451422678][bookmark: _Toc451422977][bookmark: _Toc451423276]Relation with other known use cases 
[bookmark: _Toc448931495][bookmark: _Toc451422679][bookmark: _Toc451422978][bookmark: _Toc451423277]General Remarks
[bookmark: _Toc448931496][bookmark: _Toc451422680][bookmark: _Toc451422979][bookmark: _Toc451423278]Security and Privacy
[bookmark: _Toc448931497][bookmark: _Toc451422681][bookmark: _Toc451422980][bookmark: _Toc451423279]Conformity aspects (common international assessment methodology/critical requirements)
[bookmark: _Toc448931498][bookmark: _Toc451422682][bookmark: _Toc451422981][bookmark: _Toc451423280]Interaction between stakeholders/devices/services/system including user requirements
[bookmark: _Toc448931499][bookmark: _Toc451422683][bookmark: _Toc451422982][bookmark: _Toc451423281]Drawing or Diagram of Use Case
[bookmark: _Toc448931500][bookmark: _Toc451422684][bookmark: _Toc451422983][bookmark: _Toc451423282]Smart Home Applicances
[bookmark: _Toc448931501][bookmark: _Toc451422685][bookmark: _Toc451422984][bookmark: _Toc451423283]Scope and Objectives of Use Case
A manufacturer and its ecosystem partners can provide user remote control and better customer support for connected appliances for smart homes

[bookmark: _Toc448931502][bookmark: _Toc451422686][bookmark: _Toc451422985][bookmark: _Toc451423284]Narrative of Use Case
Short Description 
Complete description
[bookmark: _Toc448931503][bookmark: _Toc451422687][bookmark: _Toc451422986][bookmark: _Toc451423285]Actors: People, Systems, Applications, Databases, the Power System, and Other Stakeholders
[bookmark: _Toc448931504][bookmark: _Toc451422688][bookmark: _Toc451422987][bookmark: _Toc451423286]Issues: Legal Contracts, Legal Regulations, Constraints and others (including regional regulations)
[bookmark: _Toc448931505][bookmark: _Toc451422689][bookmark: _Toc451422988][bookmark: _Toc451423287]Referenced Standards and / or Standardization Committees  
[bookmark: _Toc448931506][bookmark: _Toc451422690][bookmark: _Toc451422989][bookmark: _Toc451423288]Relation with other known use cases 
[bookmark: _Toc448931507][bookmark: _Toc451422691][bookmark: _Toc451422990][bookmark: _Toc451423289]General Remarks
[bookmark: _Toc448931508][bookmark: _Toc451422692][bookmark: _Toc451422991][bookmark: _Toc451423290]Security and Privacy
[bookmark: _Toc448931509][bookmark: _Toc451422693][bookmark: _Toc451422992][bookmark: _Toc451423291]Conformity aspects (common international assessment methodology/critical requirements)
[bookmark: _Toc448931510][bookmark: _Toc451422694][bookmark: _Toc451422993][bookmark: _Toc451423292]Interaction between stakeholders/devices/services/system including user requirements
[bookmark: _Toc448931511][bookmark: _Toc451422695][bookmark: _Toc451422994][bookmark: _Toc451423293]Drawing or Diagram of Use Case
[bookmark: _Toc448931512][bookmark: _Toc451422696][bookmark: _Toc451422995][bookmark: _Toc451423294]Smart Home Insurance
[bookmark: _Toc448931513][bookmark: _Toc451422697][bookmark: _Toc451422996][bookmark: _Toc451423295]Scope and Objectives of Use Case
Smart homes with connected devices and sensors allow insurance companies to improve service for their policy holders while providing insight into risks on the home. This use case shows how an IoT platform can monitor sensors on the home.
[bookmark: _Toc448931514][bookmark: _Toc451422698][bookmark: _Toc451422997][bookmark: _Toc451423296]Narrative of Use Case
Short Description 
Complete description
[bookmark: _Toc448931515][bookmark: _Toc451422699][bookmark: _Toc451422998][bookmark: _Toc451423297]Actors: People, Systems, Applications, Databases, the Power System, and Other Stakeholders
[bookmark: _Toc448931516][bookmark: _Toc451422700][bookmark: _Toc451422999][bookmark: _Toc451423298]Issues: Legal Contracts, Legal Regulations, Constraints and others (including regional regulations)
[bookmark: _Toc448931517][bookmark: _Toc451422701][bookmark: _Toc451423000][bookmark: _Toc451423299]Referenced Standards and / or Standardization Committees  
[bookmark: _Toc448931518][bookmark: _Toc451422702][bookmark: _Toc451423001][bookmark: _Toc451423300]Relation with other known use cases 
[bookmark: _Toc448931519][bookmark: _Toc451422703][bookmark: _Toc451423002][bookmark: _Toc451423301]General Remarks
[bookmark: _Toc448931520][bookmark: _Toc451422704][bookmark: _Toc451423003][bookmark: _Toc451423302]Security and Privacy
[bookmark: _Toc448931521][bookmark: _Toc451422705][bookmark: _Toc451423004][bookmark: _Toc451423303]Conformity aspects (common international assessment methodology/critical requirements)
[bookmark: _Toc448931522][bookmark: _Toc451422706][bookmark: _Toc451423005][bookmark: _Toc451423304]Interaction between stakeholders/devices/services/system including user requirements
[bookmark: _Toc448931523][bookmark: _Toc451422707][bookmark: _Toc451423006][bookmark: _Toc451423305]Drawing or Diagram of Use Case
[bookmark: _Toc448931524][bookmark: _Toc451422708][bookmark: _Toc451423007][bookmark: _Toc451423306]Healthcare Devices Application
[bookmark: _Toc448931525][bookmark: _Toc451422709][bookmark: _Toc451423008][bookmark: _Toc451423307]Scope and Objectives of Use Case
Using ISO/IEE 11073 Personal Health Device Standards
[bookmark: _Toc448931526][bookmark: _Toc451422710][bookmark: _Toc451423009][bookmark: _Toc451423308]Narrative of Use Case
Short Description 
Complete description
[bookmark: _Toc448931527][bookmark: _Toc451422711][bookmark: _Toc451423010][bookmark: _Toc451423309]Actors: People, Systems, Applications, Databases, the Power System, and Other Stakeholders
[bookmark: _Toc448931528][bookmark: _Toc451422712][bookmark: _Toc451423011][bookmark: _Toc451423310]Issues: Legal Contracts, Legal Regulations, Constraints and others (including regional regulations)
[bookmark: _Toc448931529][bookmark: _Toc451422713][bookmark: _Toc451423012][bookmark: _Toc451423311]Referenced Standards and / or Standardization Committees  
[bookmark: _Toc448931530][bookmark: _Toc451422714][bookmark: _Toc451423013][bookmark: _Toc451423312]Relation with other known use cases 
[bookmark: _Toc448931531][bookmark: _Toc451422715][bookmark: _Toc451423014][bookmark: _Toc451423313]General Remarks
[bookmark: _Toc448931532][bookmark: _Toc451422716][bookmark: _Toc451423015][bookmark: _Toc451423314]Security and Privacy
[bookmark: _Toc448931533][bookmark: _Toc451422717][bookmark: _Toc451423016][bookmark: _Toc451423315]Conformity aspects (common international assessment methodology/critical requirements)
[bookmark: _Toc448931534][bookmark: _Toc451422718][bookmark: _Toc451423017][bookmark: _Toc451423316]Interaction between stakeholders/devices/services/system including user requirements
[bookmark: _Toc448931535][bookmark: _Toc451422719][bookmark: _Toc451423018][bookmark: _Toc451423317]Drawing or Diagram of Use Case


Ed Note: These annexes are relevant to AAL, I believe domain section should be at clause 5 but we need general content for all the domains of interest.

[bookmark: _Toc451422720][bookmark: _Toc451423019][bookmark: _Toc451423318]Machine Leasing
[bookmark: _Toc451422721][bookmark: _Toc451423020][bookmark: _Toc451423319]Scope and Objectives of Use Case
This use case describes an IoT application, which enable machine manufacturer could monitor and tracking the remote assets on user’s side in real time, by collecting the performance data of the machines, the leasing company is able to deliver value added services like predict maintenance to the users.
[bookmark: _Toc451422722][bookmark: _Toc451423021][bookmark: _Toc451423320]Narrative of Use Case
Short Description 
In the past, the machine manufacturer sell the machines to the users, however, because the machines are always expensive, so users have to get financial support from banks or use their own capital to buy it. Therefore it become a bottleneck for machine manufacturer to increase their business, and also an obstruction of users to adopt new technology. But in most of cases, the banks are not able to know the actual situation of the machines, so it is hard for bank officers to approve the financial application from either manufacturer or user.
Machine Financial Leasing system is an IoT application enable the machine manufacturer could real time monitor and tracking the machine’s performance and situation, and could provide the data to the banks. In the meantime, the machine manufacturer could also collect the data from the key spare parts of the machines to analysis the performance trend of the machines, and enable the predict maintenance to maximize the uptime of the machine. By analysis the data, user could also acquire key performance index data like average operation cost etc..
Therefore, the Machine Financial Leasing system helps the machine manufacturer secure the asset loan to users, and it also benefit the bank to build up confidence to approve the financial support application, reduce the potential risk. And also offer a better service to users.
Figure 1 shows IoT application for Industrial Cleaning Machine. The information includes the Li-ON batter level and temperature, charging status and times, water box level, detergent level, location information, clean area, RFID.
[image: ]
[bookmark: _Toc451422758][bookmark: _Toc451423057][bookmark: _Toc451423356]Figure 25 – IoT application for cleaning machine leasing
Complete description
The IoT system architecture view of machine leasing is shown in Figure 26
[image: D:\快盘\IOT SOLUTION DEPT\ISOIEC WG10\IoT domain.png]
[bookmark: _Toc314668979][bookmark: _Toc349724747][bookmark: _Toc358802879][bookmark: _Toc358803020][bookmark: _Toc358976242][bookmark: _Toc451422759][bookmark: _Toc451423058][bookmark: _Toc451423357]Figure 26 – IoT system architecture overview of machine leasing system 

User domain: 
The end user of the system are machine manufacturer, leasing company, users, and also the bank.

Sensing & controlling Domain: 
The device can sense the information of the machine and trigger the alert in certain conditions. (Such as illegal operation, malfunction, the machine been moved out of operation area.)

Application Service Domain
Service platform to collect the information from the machines and provide to end users.

Resource Interchange Domain: 
Service provider needs information from third party information system to provide service, such as getting commercial information from CRM and machine delivery information from ERP system of machine manufacturers.

Operation & Management Domain: 
System managers need to manage the whole system through the operation and management platform.

[bookmark: _Toc451422723][bookmark: _Toc451423022][bookmark: _Toc451423321]Actors: People, Systems, Applications, Databases, the Power System, and Other Stakeholders
	Actor Name

	Actor Type 

	Actor Description 

	Used Technology 

	sensor
	
	Sensors collects the data from key spare parts of the machine, eg. Battery level and temperature, water level etc.
	

	GPS
	
	GPS provides the real time position information of the machines to service application.
	

	RFID card and reader
	
	RFID reader installed on the machine reads the information inside the RFID card to give the access to card holder for operate the machine. The information should include RFID card holder information, valid time etc.
	

	Alarm controller
	
	When machine moved out of the operation area, malfunction, key spare part’s performance lower than pre-set value, it will send the alert to service platform
	

	IoT gateway
	
	IoT gateway connects all types of sensors, alarm controller and RFID reader, and gather the information and manage the local network.
	

	Internet connectivity
	
	Internet connectivity enables the information from object domain to be exchanged by the sensing & controlling domain, user domain, application service domain, operation & management domain and resource interchange domain.

	

	Resource access system
	
	Resource access system is to connect and get data from third-party systems. The third party systems are, for example, ERP, CRM systems of the machine manufacturer

	

	Information resource database
	
	Information resource database categorizes all the sensor and device data in terms of the types of information
	

	Machine monitoring and tracking system
	
	This collects the operating condition information from the machines, and provides data analysis and visualization services to end users, like machine manufacturer, machine users, banks.
	

	Maintenance system
	
	Maintenance system manages the entire machine leasing system to be stable and safe operation. It records all the systems operational state, device state, and it provides all the system maintenance service.

	

	User privilege management system
	
	User privilege management system classifies the user privileges and allows user to have access to different level of information. It prevents an unauthorized person from gaining access to sensitive data.
	

	
	
	
	



[bookmark: _Toc451422724][bookmark: _Toc451423023][bookmark: _Toc451423322]Issues: Legal Contracts, Legal Regulations, Constraints and others (including regional regulations)
[bookmark: _Toc451422725][bookmark: _Toc451423024][bookmark: _Toc451423323]Referenced Standards and / or Standardization Committees  
[bookmark: _Toc451422726][bookmark: _Toc451423025][bookmark: _Toc451423324]Relation with other known use cases 
[bookmark: _Toc451422727][bookmark: _Toc451423026][bookmark: _Toc451423325]General Remarks
[bookmark: _Toc451422728][bookmark: _Toc451423027][bookmark: _Toc451423326]Security and Privacy
[bookmark: _Toc451422729][bookmark: _Toc451423028][bookmark: _Toc451423327]Conformity aspects (common international assessment methodology/critical requirements)
[bookmark: _Toc451422730][bookmark: _Toc451423029][bookmark: _Toc451423328]Interaction between stakeholders/devices/services/system including user requirements
[bookmark: _Toc451422731][bookmark: _Toc451423030][bookmark: _Toc451423329]Drawing or Diagram of Use Case


Annex B from AAL template
a) Interaction with humans 
Denotes all direct interaction of or through AAL system elements with humans 
Example: Thus includes audio-visual interaction (both artificially generated or with other humans, or even animals, through the AAL system); measurements in or on the body (vital signs, position, movement and acceleration, …), personal care (e.g. hair combing, shaving, feeding support, …), control operations by a human (pressing alarm button, viewing and operating all sorts of human interfaces, …) and so on.

b) Physical interaction with human environment
Denotes all direct physical interaction of or through AAL system elements with the human environment and thus includes tele-operated or autonomously operating appliances. (Interaction within systems or machines). 
Example: Vacuum cleaner, robot making the bed, cooking aids, door and light switches, etc. but excludes digital / virtual interactions (data acquisition, steering actuators digitally, …).

c) Data acquisition
Denotes all data acquisition through sensors (gathering the data), but also the interaction between data entry in the human interface (which is Interaction with humans) and the further processing (which is any one of the items below). 
Example: To get the physical state of the parameter measured.

d) Measurement and control 
Denotes “local” control loops including mechatronics. 
Example: To automatically steer a robot arm or moving aid to a certain position, to balance a 2-wheel vehicle or manoeuvre a wheel chair up the stairs, and so on. 

e) Data aggregation and storage
Denotes all content-agnostic data handling.
Example: Storage, communicating, aggregation, etc. of data.

f) Defined function control and support
Denotes all digital and physical activity in immediate support of any given single AAL function.
Example: Sending a reminder that the medication has not been fully taken today yet, dispatching a task for a house robot to vacuum the living, turning on the lights upon detection it is getting dark, etc.

g) Complex Cross- function service control and support
Denotes all tactical level coordination necessary to perform composed, more complex functions in a meaningful manner.
Example: The (guided, semi-automated or fully autonomous) verification of fridge content followed by assembling a shopping list followed by dispatching tele-shopping orders and printing a shopping list for human shopping by the assisted person or an assistant, and so on.

h) Integral service programs
Denotes all overall level coordination necessary to perform composed groups of services over longer time spans in a meaningful manner: 
Example: The assessment what services an AAL service user need, the customization of the to-be-provided services from an available “menu” over a future period, alignment with the individual and with any relatives or friends about this program, planning and arranging for digital and / or physical aids or infrastructure to be delivered and installed, etc; or at public building or higher domain levels the planning for those groups that need to be served (as opposed to individuals).

Annex C from AAL template
Ed note: Do we need to group use cases and highlight commonalities?
Different categories are used to clarify the scope of the related system and to highlight the exceptional scenarios which may not otherwise have been considered.
a) Daily life support
Denotes all techniques and systems which help and support the user during the daily life (like a managing system, a calendar or reminder or other support systems).

b) Safety, security and privacy at home
Denotes all technical support including fall detection and prevention, ambient sensors or actuators, alarm systems and localization.

c)Healthcare and wellness
Encompasses medicine compliance as well as telemonitoring (system) aspects and teleconsultation as well as prevention and motivation aspects.

d) Active aging
Denotes all topics concerning the agile and active aging e.g. learning, the work environment and processes, exercises and information needed for an active aging.

e) Mobility
Encompasses all systems which are useful for mobile processes e.g. mobility aid, safety and security on the move, transport or information of outdoor conditions.

f) Social interaction
Denotes all systems for social connections and networking as well as the possibility for knowledge transfer.
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