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Brief � introduction � 
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•  Real	  name	  authen-ca-on:	  	  
–  Verify	  if	  an	  iden-ty	  is	  true	  or	  not,	  e.g.	  by	  ID	  card	  verifica-on,	  passport	  

verifica-on.	  	  
•  An--‐spoofing	  detec-on	  biometric	  authen-ca-on	  (Real	  person	  linking	  

biometric	  authen-ca-on):	  	  
–  Verify	  if	  an	  iden-ty	  is	  true	  and	  if	  a	  person	  matches	  with	  an	  iden-ty.	  
–  Real	  person	  authen-ca-on	  can	  be	  very	  useful	  in	  some	  use	  cases,	  e.g.	  e-‐

commerce	  shop	  seMng	  up	  service,	  mobile	  payment	  service,	  online	  ac-va-ng	  
SIM	  card,	  e-‐health	  service,	  e-‐government	  service.	  	  

–  Using	  an--‐spoofing	  mechanisms.	  
•  An--‐spoofing	  detec-on	  biometric	  authen-ca-on	  =	  real	  name	  

authen-ca-on	  +	  biometric	  authen-ca-on	  +	  an--‐spoofing	  detec-on	  



Development � of � Authentication �  � 

USB Key �  SMS Code �  OneKey Confirmation �  OTP � Token �  � 

Fingerprint   �  Palmprint Iris Face 

Keyboard Pressing Mouse moving track迹 Handwriting  Finger Pressing 

Advantages 
 
(1) Portable 
(2) Secure 
(3) Stable 
(4) Unique 
(5) Universal 
(6) Convenient 
(7) Collective 
(8) Acceptable 

4 



Poten#al	  security	  threats	  in	  biometric	  authen#ca#on � 

Feature	  
Extractor	  	  Sensor	   Template	  

Generator	  
Template	  
Matcher	  

Enrolled	  
Templates	  

Scan	  biometric	  	  	  
informa-on	  	  

Enrollment	  

read 

read 

APP	  
Spoof	  aXack	  

（such	  as	  fake	  fingerprint） � 

Trojan	  horse	  hijack	  data	   � 

Trojan	  horse	  hijack	  data	   � 

Trojan	  horse	  hijack	  and	  
modify	  result	   � 

Server	  

return	  	  
the	  result	  

Sign	  
verifica-on	  

result	  

Template	  leakage � 

communicate	  

Trojan	  horse	  
hijack	  private	  

key � Applica-on	  
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Why	  an#-‐spoofing	  detec#on	  is	  essen#al	  for	  biometric	  
authen#ca#on � 

!
Ra-ng	  results	  in	  the	  13th	  annual	  
FindBiometrics	  Year	  in	  Review	   

•  An--‐spoofing	  detec-on	  examples	  	  
•  Shake	  heads	  
•  Open/close	  mouth	  
•  Blink	  (eyes)	  

•  Enhance	  security: � 
–  Avoid	  fake	  biometrics � 
–  Avoid	  copied	  biometrics	  
 � 
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Deployments �  � 

Fingerprint	  	  	  	  	   Face	   Iris	   

E-‐commerce:	  
Online	  shop	  opening 

Deployment	  scenarios 

Finance:	  
Online	  payment	  

Telecommunica-on:	  
Online	  card	  selling	  

Logis-cs:	  
Send	  package	  

E-‐government:	  
Online	  applica-on	  
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Framework � 
Terminal �  � 

Payment �  �  E-commerce �  Etc. � 

 API Layer 

Secure infrastructure  
Biometric � data � capturing � 

Server � 

API	  Layer	  

Authentication services  

Tele-biometric � 
authentication �  �  � 

Decision �  � 
logic � function � 

Server � applications �  � 
Application Layer 

Biometric � data � comparison � 

 � 
Anti-spoofing � 
detection � 

Sensors	   Hardware	  
security	  module	  

Authen-ca-on	  	  
interface Tele-biometric � 

reference � database �  �  � 

Certificate � 
management � 
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Process � flows � 
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•  Local	  verifica-on	  process	  flows	  	  
–  Registra-on	  process	  flow	  
–  Authen-ca-on	  process	  flow	  
–  Deregistra-on	  process	  flow	  	  

•  Remote	  verifica-on	  process	  flows	  
–  Registra-on	  process	  flow	  
–  Authen-ca-on	  process	  flow	  
–  Deregistra-on	  process	  flow	  	  



Example � process � flow � 
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!

Remote	  authen-ca-on	  process	  flow 



Standard � opportunities � in � W3C � 
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•  Possible	  standard	  opportuni-es	  
–  How	  to	  register/deregister	  biometric	  data	  to	  browser?	  	  
–  How	  to	  send	  authen-ca-on	  request	  to	  browser?	  
–  How	  to	  input	  biometric	  data	  to	  browser?	  
–  How	  to	  return	  back	  authen-ca-on	  results	  from	  browser?	  

•  In	  which	  WG/IG/CG?	  
–  Web	  authen-ca-on	  WG?	  
–  Web	  security	  IG?	  
–  Any	  related	  CGs?	  



Q � & � A � 

Thanks! � 


