

2

What Definition of Collect/Retain/Use/Share to use

In this Call for Objections the questions before the Group was what definition of the terms “collect”, “retain”, “use”, “share”, and “facilitate” to use.

The ISSUES 16: What does it mean to collect, retain, use and share data? (http://www.w3.org/2011/tracking-protection/track/issues/16) and the related ISSUE-204: Definitions of collection/retention and transience/network interaction (https://www.w3.org/2011/tracking-protection/track/issues/204) have been subject to discussion since the start of the Working Group in 2011. Similarly to the definition of the term “tracking” the Group was undecided whether to focus on the collection (receiving) of data or on its retention. The text proposals that were put to Call for Objections emerged from this discussion and represent both views: Option A focusing on collection, Option B on retention.

We conclude, based on the comments submitted, that the Working Group has reached consensus to choose Option B.

The Call for Objections was open from November 13, 2013 to December 04, 2013. In total 6 Members of the Working Group participated and presented arguments against or in favor of the options. The full results of the questionnaire are public at https://www.w3.org/2002/09/wbs/49311/tpwg-collect-204/results. 

The Options

1. Option A:

A party collects data if the data comes within its control.

A party retains data if the data remains within the party's control after the network interaction during which it was collected is complete.

A party uses data if the party processes the data for any purpose other than storage or merely forwarding it to another party.

A party shares data if it transfers or provides a copy of data that it has collected to any other party.

A party facilitates any other party’s collection of data if it enables such party to collect data and engage in tracking.

2. Option B:

A party collects data received in a network interaction if that data remains within the party’s control after the network interaction is complete.

A party uses data if the party processes the data for any purpose other than storage or merely forwarding it to another party.

A party shares data if it transfers or provides a copy of data that it has collected to any other party.

A party facilitates any other party’s collection of data if it enables such party to collect data and engage in tracking.

Explanatory considerations on the choice of definition

The decision was made by exclusion. Based on assessing the substance of the objections against each option. 

Objections against Option A:

The participants raised substantial objections against Option A.  Several members voiced similar concerns regarding the distinction between “collect” and “retain”. Subject to objections was further, that in Option A “collect” does not require any voluntary action by the party.

Roy Fielding wrote: “I object to this definition of ’collects’: data collection is inherently about retaining (or giving to someone else) that which is collected. Data that merely comes within control is not collecting: an Internet router isn't collecting data when it forwards it between two peers.”

Similarly, David Singer objected to Option A: “It's silly to say I collected something if it was sent to me without my asking. This is problematic, in that if we write 'must not collect' this is unimplementable.”

The same argument was also made by Mike O’Neill, who objected Option A “because collecting has to be purposeful, data could "come within control" without any attempt to track. If the data is actively retained after the network interaction then that is another matter, which is why I support Option B more.”

We consider this argument most decisive. The Tracking Preference Expression specification (TPE http://www.w3.org/2011/tracking-protection/drafts/tracking-dnt.html) currently heavily relies on the concept of “data collection”. The introduction, that sets the scope for the whole document, refers to “collect” or “data collection” six times. Paragraph 5.2.1 defines the tracking status value (TSV) as “a short notation for communicating the tracking behavior regarding data collected via a designated resource”. Throughout the specification the scope is the data collection practice of web servers. The objection of the participants show that the definition of “collect” in Option A is considered too broad by the participants and would not be aligned with the Charter, which is limited to activities regarding web tracking  (http://www.w3.org/2011/tracking-protection/charter.html). Option A would include all unintentional and unwanted reception of data sent by user agents, even if deleted immediately and go beyond the scope of the Charter by governing routers or other intermediaries that do not retain data for tracking. 

David Singer suggested to possibly limit the scope of the TPE to “only use ’retain’”, if Option A would emerge as consensus. Considering that Option B was less objectionable to the group, we dismissed this option. The whole specification would have needed to be reviewed and the shift to “retain” might have opened loopholes for edge cases.

Another objection against Option A came from Rob van Eijk since “it mixes a definition of party with processing of data”. The EU legal data protection framework clearly separates the definitions of the responsible actors data controller and data processor from the actual activity of processing (Article 2 of 95/46/EC http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31995L0046:en:HTML). For the two proposed options A and B the Working Group took a different route and defined the relevant actions from the party’s point of view . This route may ease the implementation of the specification as it describes the governed actions from the point of view of the recipient of the user’s tracking preference signal. This approach may hinder the portability to highly regulated regions like the EU. But as a potential global recommendation the Tracking Protection Working Group chose not to accommodate to a specific legal regime.

Mike O’Neill raised two further objections regarding the wording of the definitions that are valid for both Option A and Option B. First, he wrote that “’merely forwarding’  counts as using, because the forwarding must have been for some purpose”. The use case he is refers to is covered by the definition of “shares”. As there is no gap in the definitions the change to “use” appears unnecessary. Second, he  raised concerns that the separate definition of "facilitates" would “weaken[…] the prohibition against "sharing" (when any party sees DNT set)”. We respectfully disagree with this concern. The term “share” implies that the sharing party at some point had control over the information, whereas “facilitates” includes any action enabling the tracking of another party. By adding “facilitates” as a separate definition the governed actions become clearer.

Objections against Option B:
Option B received weaker objections than Option A. We therefore conclude that the Working Group has come to consensus to choose Option B.

The strongest argument against Option B was addressed through an editorial change to the definition of “shares.”  This change was suggested by both of the TPE editors, David Singer and Roy Fielding.

David Singer wrote:  “This has a loophole/bug, in that 'sharing' is defined only after 'collection', so if I pass the data ’during’ a transaction, it's not 'sharing'. 'shares if it transfers data to another party' (delete 'it has collected’).” 

Roy Fielding addressed the same issue with the wording: “A party shares data if it transfers or provides a copy of that data to any other party. (i.e., there is no reason for shares to be specific to data that has been collected).”

We consider this loophole an unintentional editorial error, and the author of this Option agreed with this assessment on the December 18, 2013 working group call. Option B copied the wording for the definition of “share“ from Option A. Both rely on the sharing party having “collected“ the shared data. As the editors did point out, due to the different definition of “collect“ in Option B, sharing data in transaction without retaining it oneself would not be governed. Therefore, on December 20, 2013 Co-Chair Justin Brookman announced that the definition would be changed to “A party shares data if it transfers or provides a copy of data to any other party“ unless any Working Group members would object (http://lists.w3.org/Archives/Public/public-tracking/2013Dec/0116.html).  None did.

There were other objections to Option B, however.

Rob van Eijk made the same argument for Option B as for Option A. He wrote:  “I am not objecting, but I am not enthusiastic at all either. Preferred would be not to include definitions of this sort at all because, when applied in the EU, they would conflict with EU data protection law. If at all, a general definition of 'processing' would be preferred. E.g., 'Processing' means any operation or set of operations which is performed in a network interaction, whether or not by automated means, such as collection, recording, organization, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, erasure or destruction.” As stated above the Working Group made the decision not to accommodate EU legal definitions within the specification. The Tracking Protection Working Group has a very limited scope compared with the EU legal framework. It does only address web tracking activities not all processing activities on personal data. Therefore, it makes sense to also limit the definitions to a usable and implementable scope. We understand the concern but think that in this case the EU legal definitions may be interoperable with the consensus definition of the specification, although it is more limited and aimed at retention after a network transaction is complete. Moreover, as this objection applies to both options, it is a not a strong objection against adopting one over the other.

Objections against any definition:

Two participants raised general objections against the inclusion of definitions within the TPE. 
Jack Hobaugh wrote: “In general, I object to the porting of a TCS compliance definition into the TPE. I feel strongly that the TPE should remain a pure protocol and technical specification document. Some have contended that some TCS definitions are needed in the TPE in order for the consumer to understand the choice that the consumer is making regarding the DNT signal. This is simply not the case. A technical specification need only specify the requests and responses necessary for a DNT protocol to be implemented in a scalable and implementable solution across all browsers and the servers called. The intended audience for the TPE is made up of technical implementers such as software engineers, developers, and programmers. To be clear, the TPE should not take on the responsibility of informing consumers and attorneys regarding a policy or compliance choice but instead should inform the technical community on how to implement the technical solution. The compliance specification for the DNT signal should be left to the compliance regime, whether it is a national compliance regime, a W3C-based compliance regime or an industry-based compliance regime. Porting definitions from a particular compliance regime into the TPE only serves to provide an incomplete and confusing picture to the software engineers, developers, and programmers who will be tasked with implementing the technical protocol.”

Alan Chapell wrote: “I respectfully object to the inclusion of any of these definitions. It is unclear that any of these terms need to be defined in order to complete the TPE. Moreover, these definitions have dependencies with regard to the definitions of both Party and Tracking which were addressed in a CFO weeks ago. We seem to be doing things in reverse order here. As a standards body, I would hope the W3C would recognize that any terms we choose to define here will have an impact downstream as legislators and regulators around the world will be tempted to utilize such terms. With that in mind, the definition of "facilitates" should not be included as it conflates the concept of "data collection" with the concept of „tracking.“”

As with previous objections to including descriptive definitions in the TPE, the Co-Chairs did not find these arguments persuasive.  To the extent that terms are utilized within TPE, clarifying definitions can only add precision to the document. Defined terms do not impose normative obligations on anyone; it is only in subsequent, substantive provisions that use those defined terms that obligations arise.  If working group members object to those obligations, they should object to the obligations themselves, rather than the fact of defining terminology. If the substantive provisions end up not using some of these terms, then the editors may make the editorial decision to remove the unnecessary definitions from the document. For instance, the term „facilitates“ is not currently used in the TPE, and the Co-Chairs expect this definition will be removed from the final document, if there are no operatives rules for facilitating.

Result

In conclusion, the ISSUE-16 (http://www.w3.org/2011/tracking-protection/track/issues/16), What does it mean to collect, retain, use and share data?, is hereby closed, and the following definitions represent the Working Group’s consensus: 

“A party collects data received in a network interaction if that data remains within the party’s control after the network interaction is complete.

A party uses data if the party processes the data for any purpose other than storage or merely forwarding it to another party.

A party shares data if it transfers or provides a copy of data to any other party.

A party facilitates any other party’s collection of data if it enables such party to collect data and engage in tracking.”

