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Safe Harbor Statement 

The following is intended to outline our general product direction. It is intended for 
information purposes only, and may not be incorporated into any contract. It is not a 
commitment to deliver any material, code, or functionality, and should not be relied upon 
in making purchasing decisions. The development, release, and timing of any features or 
ŦǳƴŎǘƛƻƴŀƭƛǘȅ ŘŜǎŎǊƛōŜŘ ŦƻǊ hǊŀŎƭŜΩǎ ǇǊƻŘǳŎǘǎ ǊŜƳŀƛƴǎ ŀǘ ǘƘŜ ǎƻƭŜ ŘƛǎŎǊŜǘƛƻƴ ƻŦ hǊŀŎƭŜΦ 
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Motivations 

ÅSolve the data integration challenge 

ÅProvide an abstraction for vendor specific APIs through a standards 
compliant interface 

ÅDelegate the key/token management from the Oracle Fusion apps to 
customer data aggregators 
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Data Sources and Oracle Software   

Oracle Fusion Application Data Sources 

Workforce Reputation Management Social APIs such as Facebook, LinkedIn, Twitter 

Wellness Fitbit and other IoT APIs 

HCMConnect SMTP,  SFTP, Atom, Web Services,  and Enterprise Applications such 
as Taleo,  NetSuite, Payroll 

ÅMany Oracle Fusion Applications in the HCM Cloud consume data from 
variety of sources: 

 

 

 

 

ÅWe have come up with an intermediate system architecture using LDP, 
until the data vendors provide their data through LDP. 
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LDP usage in Oracle HCM 
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LDP usage in Oracle HCM 
Creating Resources on the LDP Server 
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LDP usage in Oracle HCM 
Retrieving LDP Resources 
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LDP usage in Oracle HCM 
Updates from the HCM Cloud 
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LDP Containment Hierarchy:  
Different Social Profiles Managed within LDP Containers 
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Skills 

Relationships from the external data sources are 
represented in the containers 

Global Profile 
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Inferences made at the Global Profile Level based on 
relationships from external data sources 
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Overview of Proposals 

1. Access Control 

2. Multiple Containment Hierarchies 

3. Push Capabilities 

4. Resource Filtering Semantics 
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1. Access Control 

ÅLDP Servers should be able to handle: 

ïAuthentication 

ïAuthorization Policies 

ïUsage Policies 
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Authentication 

ÅThe auth token includes attributes or roles of the agent.  

ÅThe LDP Server can indicate that the resource requested is protected in the 
response. 

 
 

  

 

 

 

Request Response 

GET / alice  HTTP/1.1  

Host: oracle.com  

Accept: text/turtle  

Authorization:  Bearer token with 

attributes or roles of the agent  

 

HTTP/1.1 200 OK  

Content - type: text/turtle  

Link:  <ldp:ProtectedContainer > 

rel =ñtypeò 

é 

<triples>  
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Authentication contd. 

ÅIf invalid token or no token, the server has two options: 

ïSend a 401 Unauthorized Response . 

ïSend a 303 See Other Response redirecting to an alternate public representation of 
the resource. 

ÅThe server may optionally include an explanation in both cases. 

 

 

 

 

 

Request Response 

GET / alice  HTTP/1.1  

Host: oracle.com  

Accept: text/turtle  

HTTP/1.1 303 See Other  

Location / alice /public  

Content - type: text/turtle  

Link:  <ldp:BasicContainer > rel =ñtypeò 

é 

<alice > a < ldp:ProtectedContainer >, 

<ldp:policy > < must_authenticate_policy >.  
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Authorization Policies 

ÅSpecify that a container/resource is subject to an authorization policy. 

 

 

ÅThe authorization policy itself can be an LDP container. 

 

 

 

ÅIf no policy is specified, the parent policy should take effect.  

 

Resource / Container Representation 

<alice > a ldp:Container , ldp:ProtectedContainer ;  

                     ldp:policy  <alice_access_policy > .  

Policy 

<alice_access_policy > a ldp:Container ;  

                      acl:accessTo  <alice >;  

                      acl:mode      acl:Read , acl:Write , acl:Control ;  

                      acl:agent     <HCM_admin_role > .  
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Authentication and Authorization: Terminology 
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Authentication and Authorization: Application Init 
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