An Enhanced Security of the Internet

There are many growing pressures on the DNS, on server system and on the Internet protocol which have speeded up the need to develop the internet even faster; especially those concerning the security and safeguard systems of the internet.

Now quoting the preliminary announcement of the November meeting of ICANN:

“The events of 11 September have caused institutions worldwide to rethink their priorities and plans. As an international institution, ICANN is not immune. Although those events raise logistical and other concerns for holding meetings, they also underscore the need to address Internet stability issues, and security as a key component of stability. ICANN is not responsible for the overall security of the Internet. However, given ICANN’s global responsibilities for the stability of the Internet's naming and addressing systems and under the new circumstances facing the international community, it would be irresponsible for ICANN not to conduct an in depth assessment of the robustness and security of these systems, and to take steps, if necessary, to strengthen the Internet in these regards. These are urgent matters and of worldwide importance.”

Further quoting the e-mail of Mr. Stuart Lynn to PSO-PC:

To make it a little clearer, by "security" I mean security primarily 
of DNS services and the entities that provide them, including both 
protection against potential threats and the ability to recover from 
actual serious failures. This includes practices such as site 
security, network security, data backup and escrow, recovery 
procedures and processes, management and personnel practices, etc. In 
addition, we need to become informed about the status of improved 
technical standards, such as DNSSEC, and other technical issues that 
apply to the broader context of the DNS. I am sure most DNS service 
providers take these matters very seriously and work hard to keep 
their systems and networks secure; the November discussions will 
proceed on the assumption that there is always room for 
self-assessment, dialogue, and improvement.

All the valuable reasoning presented above witness on the need of fast movements in the Internet security and safety.

It would be quite proper to add to the required features enhancements in the Internet  which make it possible to track the virus writers, locate the sources of illegal content, information dangerous to the physical, intellectual and social integrity of 

societies and individuals and elements for precautionary actions against crime be it national or international. End to end IPSec operability is also required.

The consequent actions needed touch at least levels three and seven of the internet protocol and full usage of the potential of the IPv6. We may also consider the need of extended logging functions in the routers and operative actions concerning anonymous servers and NATs.

The PSO-PC would urge all appropriate international and regional organisations developing protocols and operations of the Internet to act on all the requirements of an enhanced Internet safety and security.

As for today, the 4 member organisations of the PSO are dealing with the following deliverables related to the Internet safety and security:

· IETF 

· ITU

· ETSI

· W3C

 As explained in the above ICANN discusses these aspects in the year 2001 annual meeting in Marina del Rey.

The PSO-PC invites the Internet community to identify further areas of work which will allow implementers to offer secure internet services.

PAGE  
2

